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> 1 Billion users

reeeeee

Smartphones are very popular
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Motivation

BILLION DOLLAR DUDE, WHERE'S WHAT ARE

C_) Mobile Lost & Found PHONE BILL MY PHONE? THE ODDS?

u u
> P ro n e to I Iftl n g Each day $7 million worth of phones are lost around the globe.
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Motivation

> Prone to lifting

» User authentication
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Current Authentication Approaches
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Current Authentication Approaches

Enter Passcode
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Current Authentication Approaches

> One time
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Current Authentication Approaches

> One time

Enter Passcode

> Interrupt —
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Current Authentication Approaches

> One time
> Interrupt

> Weak
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Our approach
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Our approach

VAVESL SR

> Running in the background

> Continuously monitoring
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Usage Patterns

» Orientations
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Gestures

O OO G

sliding sliding sliding sliding tap
right left down up

sliding up
sliding down
sliding lefts
sliding right
tap

others
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Touch Data

333 444 555 666 777 888 999

o 1 1 1 1 1 |

- . Touch Position

78

- O Touch Area

- & Touch Pressure

702 624 546 468 390 312 234 156
O

sliding up
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Metrics of Sliding

> First Touch

> First Touch

Position

Pressure

> First Touch Area

> First Moving Direction

> Moving Distance

> Moving Duration

> Average Moving Direction

> Average Moving Curvature

> Average Curvature Distance

o

624 546 468 390 312 234 156 78
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444 555 666 7 888 999
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Metrics of Sliding

> First Touch Position o | | | | | |

78

> First Touch Pressure

156
l

> First Touch Area

234
l

> First Moving Direction

312
l

> Moving Distance

390
l

> Moving Duration

468
l

> Average Moving Direction

546
l

624
l

> Average Moving Curvature

702
I

> Average Curvature Distance

ARIZONA STATE i s 10
&l LUINIVERSITY Unobservable Re-authentication for Smartphones



Metrics of Sliding

444 555 666 777 888 999

> Average Pressure o 1
> Average Touch Area S o
> Max-area Portion 27 O
. . S - O
> Min-pressure Portion h e
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Metrics of Sliding

444 555 666 777 888 999

> Average Pressure ° -
> Average Touch Area ~ - 0
> Max-area Portion . O
> Min-pressure Portion f — C@O
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Metrics of Sliding

> Average Pressure
> Average Touch Area
> Max-area Portion

> Min-pressure Portion

o

624 546 468 390 312 234 156 78

702

444 555 666 7 888 999
l l l l l |
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Metrics of Sliding

> Average Pressure
> Average Touch Area
> Max-area Portion

> Min-pressure Portion

o

624 546 468 390 312 234 156 78

702

444 555 666 7 888 999
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Metrics of Sliding

> Average Pressure
> Average Touch Area
> Max-area Portion

> Min-pressure Portion

o

624 546 468 390 312 234 156 78

702

444 555 666 7 888 999
l l l l l ~ |

max-area portion = 12/22
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Metrics of Tap

> Average Touch Area
> Duration

> Average Touch Pressure
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Metric Selection

2 A good metric can distinguish two users from each
other

O [@1,&2,&3“']

e
Gl [a’l,aé,aé---]
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Metric Selection

2 A good metric can distinguish two users from each
other

D ooy

o @ K-S test
Gl [a’l,aé,aé---]
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Metric Selection

2 A good metric can distinguish two users from each
other

Q [&1,&2,&3"']%( N

Gl [a’l,aé,aé---]

Ho: from the same distribution
Hi: from different distributions
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Metric Selection

2 A good metric can distinguish two users from each
other
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Ho: from the same distribution
Hi: from different distributions
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Metric Selection
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Metric Selection
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Metric Selection
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Metric Selection
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Metric Selection
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Metric Selection
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Metric Selection
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Metric Selection

avrgArea duration avrgPress
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Feature Vector
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feature vector
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Feature Vector

[@@@@1

14 sliding gestures
@ 2.0 tap gestures

feature vector
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Classification Modules

S|

S|

Portrait
1ding up

iding down

sliding left

S|

1ding right

sliding up + tap

S|

S|

1ding down + tap

iding left + tap

S|

1ding right + tap

S|

S|

Landscape
1ding up

1ding down

sliding left

S|

1ding right

sliding up + tap
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S|

iding down + tap

1ding left + tap

S|

1ding right + tap
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Classification Modules

Portrait Landscape
sliding up sliding up
sliding down sliding down
sliding left sliding left
sliding right sliding right
sliding up + tap sliding up + tap
sliding down + tap sliding down + tap
sliding left + tap sliding left + tap
sliding right + tap sliding right + tap
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Classification Modules

Portrait Landscape
sliding up sliding up
sliding down sliding down
sliding left sliding left
sliding right sliding right
sliding up + tap sliding up + tap
sliding down + tap sliding down + tap
sliding left + tap sliding left + tap
sliding right + tap sliding right + tap
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Evaluation Setup
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Evaluation Setup

75,‘~
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Evaluation Setup

Free style usage
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Evaluation Setup

Free style usage

age
® 20-25 25-30
@® 30-35 ® 40+

® 35-40
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Evaluation Setup

Free style usage

28. enough gestures
4715 minutes

education gender age
® 20-25 25-30
@® 30-35 ® 40+
® 35-40
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Training Set Size
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Training Set Size
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Training Set Size
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Training Set Size
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Using Tap
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Using Tap
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Using Tap
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Response Time

sliding

sliding

sliding

sliding

up down left right tap
portrait 8.24 14.25 37.13 22.47 14.12
landscape 12.14 19.23 50.74 34.27 18.73
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Response Time

sliding
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up down left right tap
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Conclusions

2 |t Is possible to use gesture patterns to re-authenticate
users

2 Exploring the gesture patterns, we can construct an
unobservable and continuous user re-authentication
system
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Thank you !
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System Architecture

Touch | (AIerting)
Monitoring — > | Preprocessing o
reature > | Predictor |=—=> @

Extractioin
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System Architecture
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System Architecture

Touch | (AIerting)
Monitoring — > | Preprocessing o
reature > | Predictor |=—=> @

Extractioin

Re-authentication module

-—eer e e e e e e e e e - o

ARIZONA STATE i s o5
& UNIVERSITY Unobservable Re-authentication for Smartphones



System Architecture

Training module
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System Architecture

Training module
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System Architecture

Training module
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Evaluation Setup

target users

non-target users

training set

testing set
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Evaluation Setup

target users non-target users
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Evaluation Setup
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Evaluation Setup
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Evaluation Setup
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Evaluation Setup

Yo I
4\ /H\ /,‘\ /’

training set testing set

+ +

ARIZONA STATE i s 26
m UNIVERSITY Unobservable Re-authentication for Smartphones



Evaluation Setup

training testing
pool pool
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Evaluation Setup
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Evaluation Setup
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Evaluation Setup
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Gesture Block Size
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Gesture Block Size

portrait 8-
) N: up
== - down
X - right
c S - left
S ° ] tap
e '
) S | g \k}
r s
QO o
i) | LH— O~
© I “ ~
T :
landscape 2 4 6 8 10 12 14 16 18 20

Block Size

ARIZONA STATE i S 27
m UNIVERSITY Unobservable Re-authentication for Smartphones



Gesture Block Size

<
- (\!_
o~ o
o Y _
o
T I
X . T -
n GJF.— ©
Oo C\—_
c T O ©
portrait g § s
55 S -
o - = O
O o O] ]
Q O - r s
< © O oS |
0 , | N
0 o © S
®© o . S
A _
O o -
T T T T T T T T T | [ [ [ [ [ [ [ [ [ [
2 4 6 8 10 12 14 16 18 20 2 4 6 8 10 12 14 16 18 20
Block Size Block Size
<
- C\!_
o
£S5 —~ up O o] up
T . 1a - down = S - down
© 5 right X right
Qs \\ & !{et c £ ![et
c 14 -2 tap o @ - 1ap
(UC\I - — _
landscape &5\ o A 5 8- coa
()] — oD " —
QO V\b‘e-o ol /\‘/\A"\ CDO— f\:\/(er o
O o \ A X o«
< © &-a. ~a o
o . N, 9. go_ o
0 3 3 B i N
L - == L S o ¥y
O o
[ [ [ [ [ [ [ [ [ [ T T T T T T T T T l
2 4 6 8 10 12 14 16 18 20 2 4 6 8 10 12 14 16 18 20

Block Size Block Size

ARIZONA STATE i S 27
m UNIVERSITY Unobservable Re-authentication for Smartphones



