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HP KOAN: HOW DOES PRINTER UPDATE FIRMWARE?...



HP KOAN: HOW DOES PRINTER UPDATE FIRMWARE?... PRINT!
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HP KOAN: HOW DOES PRINTER UPDATE FIRMWARE?... PRINT!

YOU SEE WHERE THIS IS GOING...
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STATING THE OBVIOUS

« LPR / RAW PRINTING HAS NO AUTHENTICATION MECHANISM
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STATING THE OBVIOUS

« LPR / RAW PRINTING HAS NO AUTHENTICATION MECHANISM

 PJL CAN BE EMBEDDED IN POSTSCRIPT (AND LOTS ELSE)

« MALICIOUS RFU + DOC FORMAT ATTACK VECTOR
SELF-PROPAGATING PRINTER MALWARE

EMBEDDED ADVANCED PERSISTENT ASSET
EMBEDDED SPEAR-PHISHING, ETC
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PLAN:

« REVERSE RFU FORMAT

« CONSTRUCT PRINTER ROOTKIT
« REPACK MALICIOUS RFU

« EMBED IN DOCUMENT



REVERSE RFU FORMAT

WHAT DIDN'T WORK...

« STARE AT BINARY BLOB
« COMMON FS HEADERS
« GOOGLING



REVERSE RFU FORMAT

WHAT DID WORK...

« REVERSING THE BOOTLOADER
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REVERSE RFU FORMAT

WHAT DID WORK...

REVERSING THE BOOTLOADER

MONKEY SOLDERING
ARDUINO

DUCT-TAPE
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REVERSE RFU FORMAT

MAIN SOC BOOTS FROM
SPI FLASH CHIP

MAIN SOC = MYSTERY ARM
NO DATASHEET

SPANSION FLASH
HAVE DATASHEET!

2055DN FORMATTER BOARD



REVERSE RFU FORMAT
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REVERSE RFU FORMAT
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REVERSE RFU FORMAT
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REVERSE RFU FORMAT

AWESOMESAUCE!

2/25/13 Cui Costello Stolfo - NDSS 2013



SECURITY ANALYSIS

NO MEMORY-SPACE ISOLATION / SEPARATION
NO “KERNEL’-LEVEL SECURITY

EVERYTHING RUNS AS SUPERVISOR MODE ON CPU

ANY VULNERABILITY ANYWHERE LEADS TO FULL COMPROMISE



POC PRINTER ROOTKIT

3KB OF ARM ASSEMBLY
PRINT-JOB INTERCEPTOR
REVERSE-IP PROXY

ENGINE-CONTROLLER
HIJACKER

LIVE DEMO @ 28C3



(REFLEXIVE ATTACK)
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HP LaserJet Pro 100 color MFP M175
HP LaserJet Pro CP1025 Color Printer series
HP LaserJet Pro P1102 Printer series

HP LaserJet M1120 Multifunction Printer series
HP LaserJet Pro M1136 Multifunction Printer series

HP Color Laserlet CP1210 Printer series

HP LaserJet Pro M1212nf Multifunction Printer series
HP Color Laserlet CM1312 Multifunction Printer

HP Color LaserJet CM1312nfi Multifunction Printer
HP LaserJet M1319 Multifunction Printer series

HP LaserJet Pro CM1415 Color Multifunction Printer

HP LaserJet P1500 Printer series

HP Color LaserJet CP1510 Printer series
HP LaserJet M1522 Multifunction Printer
HP LaserJet Pro CP1525 Color Printer

HP LaserJet Pro M1536 Multifunction Printer
HP LaserJet Pro P1606dn

HP Color LaserJet CP2025

HP Laserlet P2035

HP Laserlet P2055

HP Color LaserJet CM2320 Multifunction
HP LaserJet 2400 Printer series

CVE: CVE-2011-4161

HP LaserJet M2727 Multifunction Printer

HP Color LaserJet 2800 All-in-One Printer series

HP Color LaserJet 3000

HP LaserJet P3005

HP Laserlet Enterprise P3015

HP LaserJet M3027 Multifunction Printer
HP Laserlet M3035

HP Color LaserJet CP3505

HP Color Laserlet CP3525

HP Color LaserJet CM3530

HP Color LaserJet 3800

HP Color LaserJet CP4005

HP Laserlet P4014

HP Laserlet P4015

HP Laserlet 4240

HP LaserJet 4250

HP Laserlet 4345 Multifunction Printer
HP LaserJet M4345 Multifunction Printer
HP Laserlet 4350

HP Laserlet P4515

HP Color Laserlet Enterprise CP4525

HP Color LaserJet 4700

SSRT: 100692 rev.6

HP Color LaserJet 4730 Multifunction Printer
HP Color LaserJet CM4730 Multifunction
HP LaserJet M5025 Multifunction Printer
HP LaserJet M5035 Multifunction Printer
HP LaserJet 5200L

HP LaserJet 5200N

HP Color LaserJet Professional CP5225
HP Color LaserJet 5550

HP Color LaserJet CP6015

HP Color LaserJet CM6030

HP Color LaserJet CM6040

HP CM8060 Color Multifunction Printer
HP LaserJet 9040

HP LaserJet 9040 Multifunction Printer
HP LaserJet M9040 Multifunction Printer
HP LaserJet 9050

HP LaserJet 9050 Multifunction Printer
HP LaserJet M9050 Multifunction Printer
HP 9200c Digital Sender

HP 9250c Digital Sender

HP Color LaserJet 9500

HP Color LaserJet 9500 Multifunction Printer



MONTHS AFTER PATCH RELEASE

HOW MANY VULNERABLE PRINTERS ARE THERE IN THE WORLD?
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INTERESTING FINDINGS:

« EDU HAS THE MOST VULNERABLE PRINTERS
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INTERESTING FINDINGS:
« EDU HAS THE MOST VULNERABLE PRINTERS
 AVERAGE PRINTER IS ~4.5 YEARS OLD

« FOUND 201 VULNERABLE PRINTERS IN DOD (ALL REMOVED)
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INTERESTING FINDINGS:

EDU HAS THE MOST VULNERABLE PRINTERS
AVERAGE PRINTER IS ~4.5 YEARS OLD

FOUND 201 VULNERABLE PRINTERS IN DOD (ALL REMOVED)
FOUND 6 VULNERABLE PRINTERS IN HP (3 STILL THERE)
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VULNERABLE THIRD-PARTY LIBRARIES
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THIRD-PARTY LIBRARY VULNERABILITIES
FOUND IN PRINTER FIRMWARE UPDATES
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M EET

SYMBIOTE

RAID 2011
DEFENDING LEGACY EMBEDDED SYSTEMS WITH SOFTWARE SYMBIOTES

ACSAC 2011
FROM PREY TO HUNTER: TRANSFORMING LEGACY EMBEDDED DEVICES
INTO EXPLOITATION SENSOR GRIDS

USENIX/WOOT 2011
KILLING THE MYTH OF CISCO 10S DIVERSITY

NDSS 2013
WHEN FIRMWARE MODIFICATIONS ATTACK: A CASE STUDY OF EMBEDDED EXPLOITATION



SYMBIOTE STRUCTURE

DROP IN A DEFENSIVE SYMBIOTE PAYLOAD



Thank You Michael & Yuan

ANUP KOTALWAR
JATIN KATARIA
YUAN KANG
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