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postMessage

Purpose: a "hole" in same origin policy

Helo foks~ T am a doctoral student in UTCS. My
research advisor is Vitaly Shmatkov, T ako
colaborate frequently with Kathryn S McKinkey. TF
you want to contact me for intern or research
opportunities, Pk send me an emai : )
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4 Using postMessage

K< C_-'ttp //cntProvider/fancy.js"></script>

ttp://cntProvider/showFancy.html




Check the origin of received messages!
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function msgReceiver(e) {
if(e.origin !== "http://hostA")

|
|

HTML Living Standard (whatwg.org)

Authors should check the origin attribute to
ensure that messages are only accepted from

domains that they expect to receive messages from




Why check
the origin of received message?

http://myOwnSite.com

// No check

 eval( received_msg );



And if the check
IS wrong?
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C [ www.bogusjumptime.com/exploit/
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« We collected postMessage receivers from
Alexa top 10,000 sites

« RvScope: our tool for collecting receivers

Attack page

Attack page

k Victim page

~

)

X-Frame-Header could have
prevented our attack...

... only 298 pages use X-Frame-
Header among Alexa top 10,000

N




Attack page

Attack page X-Frame-Header could have
I\ prevented our attack...

Victim page

... only 298 pages use X-Frame-
Header among Alexa top 10,000

Inner Frame




postMessage Vulnerabilities
in the Wild

Among 16,115 pages from 10,121 host names

2,245 hosts (22%) have a postMessage receiver
1,585 hosts have a receiver with no orlgm check
262 hosts have an incorrect

[pr—r——

origin check

84 hosts have explmtable vulnerabilities
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Incorrect origin checks

Host name that

Origin check passes the check

Existing domains

if(/[\/|\.Jchartbeat.com$/ test(a.origin)) evil.chartbeat-com 0

if(m.origin.indexOf("sharethis.com") != -1) sharethis.comnet.com 2,291

evilsharethis.com

if( a.origin && www.kissmetrics.comnet.com 2276
a.origin.match(/\ kissmetrics\.com/)) o ww kissmetrics.com.evil.com

var w = /jumptime\.com(:[0-9]2$/; bogusjumptime.com
if( !v.origin.match(w) ) ' ’




if(/[\/|\.]chartbeat.com$/ .test(a.origin)) evil.chartbeat-com 0

sharethis.comnet.com I
if(m.origin.indexOf("sharethis.com") != -1) ‘ . 2,291
evilsharethis.com
if( a.origin && www.kissmetrics.comnet.com 2.276

a.origin.match(/\.kissmetrics\.com/))  voww kissmetrics.com.evil.com

var w = /jumptime\.com(:[0-9]?%/; bogusjumptime com

if( lv.origin.match(w) ) ’
®
®
®



Exploitable receivers
Nk T Vulpnara

METRO

www.sfgate.com, www.instylk.com,

wWWW. imesunion com, www.nbonew s.co|
WwWLow.com,
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— for Humanity Fap com,
www.metro.co.uk, msn.fox sports.com,

www.lady gaga com, www.rosesmix.com,
~ | wholefoodsmarket com, www.sundrop.com,

NEW YORK check

- leaking the types «
www.southparkstudios.com., . i

www.iecnmick.com

wwwxxsy.nel, www.readnovel.com

www.idian com, www.rong .com, - . - s - -
X : B , - 7 | Auacker can inject scripts (cross-site scripting) Missing check
W

w.cnn.com, www.roblox. com,
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www.turkmedya.tv, www. daillytech.com, Attacker can inject scripts (cross-siie scnptng) Missing check

www kanyerhaber.com

www.iece org. www.canalplus 1.._

Incormect check

ripting) Missing check

> scrpting) Missing check

Attacker can read and wnite any key/value mto local
2 L g Missing check
storage
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Conditionally exploitable receivers

No | Hosts Number | Vulnerability Cause
wh fanpop.com, www.we bshots.com ' I S
lues in calStorage
WW m, www.glamour.com ' o g
www.wowwikl. com, www.vamty fair.com
www.2q.com, fs doublechick. net
www.sidereel. com, www.sodahead.com




L essons

Perform correct checks on
the origin of received messages




Put a correct origin

check in every receiver! \




the origin of rece

Put a correct origin check "correct origin'?

in every receiver! \ .

How do [ know what origin to check ?
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Content provider

Put a correct origin

check in every receiver!  SN_



Threat models

Light threat model

attack site

—

site owner

third-party content

.44-/
[

» Site owner is honest.

» The receiver in third-
party content should
accept messages only

from site owner's origin.

Heavy threat model

site owner (malicious)

thi[‘d- Don't put security-

critical operations

party here!

content

« Site owner is malicious.

= Site owner abuses a receiver
in third-party content



Light threat model

attack site | - Site owner is honest.

site owner

« The receiver in third-
party content should
third-party content accept messages only

. from site owner's origin.




Heavy threat model

site owner (malicious) - Site owner is malicious.

| ° Site owner abuses a receiver
in third-party content

third- . Don't put security-
. critical operations

Party L here!

content




Defenses

1. Origin-based defense

e bied Dmluin

Lessons

Perform correct checks on
the origin of received messages



Origin-based defense with a shared token

» Defense for third-party content
« Works against the "light" threat model

P77

Site owner
Create an iframe with $nonce$

http://third-party?token=$nonce$

jCheck if incoming msg
has $nonces




Defenses

1. Origin-based defense

e bied Dmluin

Lessons

Perform correct checks on
the origin of received messages



Frame-based Defense

* Defense for third-party content
« Works against the "light" threat model

Site owner

[ function receiver(evt) {
| if( evt.source |== parent ) |

return;

g




X orks against the "light" threat model

Site owner

function receiver(evt) §
. if( evt.source !== parent ) |
return;

i_\}




Defenses

1. Origin-based defense

e bied Dmluin

Lessons

Perform correct checks on
the origin of received messages



Extended Content Security Policy (CSP)

» Defense for site owners
» Explicitly restricts origins of received messages
» Requires browser support

X-Content-Security-Policy:

msg-src http://www.valid.com *.edu;

Accept postMessage only from
http://www.valid.com or *.edu




Defenses

1. Origin-based defense

e bied Dmluin

Lessons

Perform correct checks on
the origin of received messages






