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Copyright Infringement
(a.k.a. digital “piracy”)

● Download your favourite [movie/game/etc.] for “free”

● Most common illegal activity on the Internet?

● Many protocols used/abused for file sharing

● Focus on One-Click Hosting (OCH)
● Most recent
● Also most profit-driven?

● Regular topic in court cases, on political agenda, in 
the news...
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Why do we care about “piracy”?

“Piracy” in the news
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http://www.riaa.com/physicalpiracy.php?content_selector=piracy_details_online
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http://www.hollywoodreporter.com/news/mpaa-urges-legislation-rogue-sites-175629
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http://www.backgroundcheck.org/cost-of-piracy/
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Why do we care about “piracy”?

http://www.bbc.co.uk/news/technology-16642369
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Why do we care about “piracy”?

Anti-“piracy” measures
affect our daily online life.

But we need data, not propaganda.
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Research Question

Do current anti-“piracy” strategies work?
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Research Question

Challenge: Large, evolving ecosystem
● How to quantify “effectiveness”?

● Results representative?

Do current anti-“piracy” strategies work?

NO

Why?
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Outline

● The OCH Ecosystem/Related Work
● Measurement Methodology
● Effect(iveness) of Anti-Piracy Measures

● DMCA takedown
● OCH collaboration
● Hardware seizure

● Discussion: Future Strategies
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The One-Click Hosting Ecosystem

uploader

http://openclipart.org/user-cliparts/Moini



18

The One-Click Hosting Ecosystem

uploader

http://openclipart.org/user-cliparts/Moini

one-click hoster



19

The One-Click Hosting Ecosystem

uploader

http://openclipart.org/user-cliparts/Moini

one-click hoster

upload fi le



20

The One-Click Hosting Ecosystem

uploader

http://openclipart.org/user-cliparts/Moini

one-click hoster

upload fi le



21

The One-Click Hosting Ecosystem

uploader

http://openclipart.org/user-cliparts/Moini

one-click hoster

upload fi le



22

The One-Click Hosting Ecosystem

uploader

http://openclipart.org/user-cliparts/Moini

one-click hoster

upload fi le

obtain download link



23

The One-Click Hosting Ecosystem

uploader

http://openclipart.org/user-cliparts/Moini

one-click hoster

indexing site

upload fi le

obtain download link



24

The One-Click Hosting Ecosystem

uploader

http://openclipart.org/user-cliparts/Moini

one-click hoster

indexing site

upload fi le

obtain download link

publish download link



25

The One-Click Hosting Ecosystem

http://openclipart.org/user-cliparts/Moini

one-click hoster

indexing site

references



26

The One-Click Hosting Ecosystem

downloader

http://openclipart.org/user-cliparts/Moini

one-click hoster

indexing site

references



27

The One-Click Hosting Ecosystem

downloader

http://openclipart.org/user-cliparts/Moini

one-click hoster

indexing site

references

search for content



28

The One-Click Hosting Ecosystem

downloader

http://openclipart.org/user-cliparts/Moini

one-click hoster

indexing site

references

search for content



29

The One-Click Hosting Ecosystem

downloader

http://openclipart.org/user-cliparts/Moini

one-click hoster

indexing site

references

search for content



30

The One-Click Hosting Ecosystem

downloader

http://openclipart.org/user-cliparts/Moini

one-click hoster

indexing site

references

search for content



31

The One-Click Hosting Ecosystem

downloader

http://openclipart.org/user-cliparts/Moini

one-click hoster

indexing site

references

search for content



32

The One-Click Hosting Ecosystem

downloader

http://openclipart.org/user-cliparts/Moini

one-click hoster

indexing site

references

search for content

obtain download link



33

The One-Click Hosting Ecosystem

downloader

http://openclipart.org/user-cliparts/Moini

one-click hoster

indexing site

references

search for content

obtain download link

follow download lin
k



34

The One-Click Hosting Ecosystem

downloader

http://openclipart.org/user-cliparts/Moini

one-click hoster

indexing site

references

search for content

obtain download link

follow download lin
k



35

The One-Click Hosting Ecosystem

downloader

http://openclipart.org/user-cliparts/Moini

one-click hoster

indexing site

references

search for content

obtain download link

follow download lin
k



36

The One-Click Hosting Ecosystem

downloader

http://openclipart.org/user-cliparts/Moini

one-click hoster

indexing site

references

search for content

obtain download link

follow download lin
k



37

The One-Click Hosting Ecosystem

downloader

http://openclipart.org/user-cliparts/Moini

one-click hoster

indexing site

references

search for content

obtain download link

follow download lin
k



38

The One-Click Hosting Ecosystem

downloader

http://openclipart.org/user-cliparts/Moini

one-click hoster

indexing site

references

search for content

obtain download link

follow download lin
k



39

The One-Click Hosting Ecosystem

downloader

http://openclipart.org/user-cliparts/Moini

one-click hoster

indexing site

references

search for content

obtain download link

follow download lin
k

download content



40

Prior Research in One-Click Hosting

● Antoniades et al. [2009]: OCH “better” than BitTorrent, 
infringing content available, Rapidshare system architecture

● Mahanti et al. [2011], Sanjuàs-Cuxart et al. [2011]: OCH 
workload characteristics in university (network trace)

● Mahanti et al. [2012]: How users discover and share content

● Nikiforakis et al. [2011]: Privacy issues on some OCHs

● Lauinger et al. [2012], Jelveh et al. [2012]: Uploader income

Little data about anti-“piracy” strategies
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Our Data Sources

● Crawled 14 indexing sites
● Extracted 6 million links (300 OCHs)
● Regexps for links and metadata, basic de-

obfuscation, ...

● Checked lifetime of 1.2 million links
● During 12 months on 50 OCHs

● Uploaded test files to six OCHs
● During 19 months every 30 minutes
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Methodology

● Made sure files were infringing & authentic
● Infringing: copyrighted content not intended to 

be shared (blockbuster movies, commercial 
software, …)

● Authentic: File contains what is advertised, i.e. 
file is not fake

● Measure availability of content and sites
● Sufficient to look at subset of ecosystem 

(manageable size)
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I.  DMCA Takedown Notices

Effect(iveness) of
Anti-Piracy Measures
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File Lifetime on OCHs

How long do infringing files stay online?

What are likely reasons for deletion?
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File Lifetime on OCHs

June 2011
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takedown
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File Lifetime on OCHs

June 2011

• Many files apparently deleted due to expiry, not DMCA takedown

likely fi le 
expiry

likely fi le 
takedown
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File Redundancy
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File Redundancy

If a file is deleted on a One-Click Hoster,
how many alternative download links remain 
available on an indexing site?
● In 2011, median of 48 download links over 

all content on rlslog.net
● Typically a valid copy can be found



55

II.  Effects on Cooperative OCHs

Effect(iveness) of
Anti-Piracy Measures
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II.  Effects on Cooperative OCHs
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Anti-Piracy Measures



57

Global File Uploads

What happens to OCHs' upload traffic
when they toughen their anti-“piracy” policies?

1. global, “open system” view
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Global File Uploads
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Global File Uploads

June 2010: 
Rapidshare ends 
uploader 
rewards
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Global File Uploads
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Global File Uploads

Feb. 2011: 
Hotfi le 
excludes 
repeat 
infringers
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Global File Uploads
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Global File Uploads

May 2011: 
Wupload opens

Nov. 2011: 
Wupload ann-
ounces end of 
uploader 
rewards



64

Global File Uploads

• Compliant OCHs lose uploads

May 2011: 
Wupload opens

Nov. 2011: 
Wupload ann-
ounces end of 
uploader 
rewards
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Indexing Site File Uploads

Where does the “lost” upload traffic go?

2. local, “closed system” view
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Indexing Site File Uploads
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Indexing Site File Uploads
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Indexing Site File Uploads

• Uploaders indeed move to other, more attractive OCHs
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III.  Hardware Seizure

Effect(iveness) of
Anti-Piracy Measures
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III.  Hardware Seizure

Effect(iveness) of
Anti-Piracy Measures
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Ecosystem Diversity
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Ecosystem Diversity

If a One-Click Hoster closes down, how many 
alternatives do uploaders have?
● Since June 2009, rlslog.net has been using 

at least 50 different OCHs each month
● In April 2010, has used 300 OCHs so far
● Opening a new OCH is relatively cheap 

($200+), taking one down is not
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Summary
Current Anti-Piracy Strategies
● Long lifetime of infringing files

● Diligent OCHs only displace infringement

● Diverse ecosystem without single point of failure

Effect(iveness) of
Anti-Piracy Measures
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Implications
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Implications

● Current methods: infringing content remains 
accessible (may take longer to locate)

● New methods proposed (e.g., SOPA)
● In the paper: looked at likely effect of new 

methods... probably quite limited

Can there be any really effective law against 
copyright infringement (modulo “free society”)?
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Conclusion

● A few content producers vs. many “pirates”
● More content uploaded than taken down
● Current anti-“piracy” methods apparently 

failing to make infringing content unavailable
● Mass copyright infringement unlikely to end 

any time soon
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