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Tor is Slow
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Tor Utilization




Tor Utilization
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Tor Utilization
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The Tor Project — https://metrics.torproject.org/




Tor’'s Top 20 Exit Relays

0.87% chaoscomputerclub18
0.93% chaoscomputerclub20
1.48% herngaard

0.66% chomsky

1.17% dorrisdeebrown
1.18% bolobolo1

0.65% rainbowwarrior

0.36% sdnettorO1

0.69% TheSignul

0.41% raskin

0.40% bouazizi

0.65% assk

0.39% kramse

0.35% BostonUCompSci
0.40% bach

0.73% DFRIO

0.31% Amunet2

0.27% Amunet8

0.27% chaoscomputerclub28
0.37% DFRI3







Our Solution




Incentive Scheme
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Incentive Schemes

External Non -relays Efficiency Anonymity
payment concerns concerns

Freedom

PAR x x

XPay x x

Gold star

Tortoise

BRAIDS




— prioritized

Anonymous Incentives

normal
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— prioritized

Anonymous Incentives

normal

2. Cryptographic lottery gives priority; winning tickets
can be (secretly) bought (LIRA).




LIRA Design
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LIRA Design
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LIRA Design




Cryptographic Lotteries
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Analysis




Efficiency

Blind signatures/s

Priority verification

Tickets / connection

BRAIDS

127.5+127.5f 637.5
(256B/sig) (488 B/sig)

6 hashes PBS verify
(18 us) (1500 us)




Anonymity




Performance

Web (320 KiB) Bulk (5 MiB)
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Performance, More Capacity

Web (320 KiB) Bulk (5 MiB)
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Conclusion




Buying winning tickets




Winning circuits are prioritized
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Priority Scheduling




Bank secrecy (honest-but-curious)




Creating winning tickets




