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Virtual	
  economies	
  

PlaIorm	
  

Developers	
   Users	
  

Purchase	
  (u,	
  
money)	
  =	
  credits	
  

Spend	
  (u,d,credits)	
  

Encash	
  (d,	
  credits)	
  
	
  =	
  money	
  



All	
  credits	
  are	
  not	
  worth	
  the	
  same	
  
•  Value	
  of	
  credits	
  

–  “Facebook	
  has	
  in	
  the	
  past	
  
issued	
  a	
  small	
  amount	
  of	
  
Credits	
  at	
  no	
  cost	
  to	
  certain	
  
users	
  (for	
  example,	
  a	
  new	
  user	
  
of	
  Credits,	
  or	
  someone	
  whose	
  
usage	
  has	
  lapsed).	
  If	
  you	
  
receive	
  those	
  Credits	
  in	
  
transac3ons,	
  we	
  will	
  not	
  
redeem	
  them.”	
  

–  Promo-ons	
  by	
  Facebook	
  and	
  
Adver-sers	
  (cost	
  borne	
  by	
  FB	
  
and	
  adver-sers;	
  see	
  image)	
  

•  Credits	
  in	
  different	
  currencies	
  	
  
–  Arbitrage	
  



Lack	
  of	
  Transparency	
  

•  PlaIorm	
  pays	
  out	
  different	
  amounts	
  of	
  cash	
  for	
  same	
  #	
  
of	
  credits	
  
–  Developers	
  cannot	
  do	
  fine-­‐grained	
  accoun-ng	
  
–  Rely	
  on	
  trust,	
  regula-on	
  

•  Not	
  very	
  popular	
  
–  FB	
  does	
  not	
  do	
  free	
  credits	
  any	
  more	
  

•  Cost	
  of	
  differen-a-on	
  passed	
  on	
  to	
  developers	
  
–  Linden	
  $	
  and	
  Bitcoin	
  have	
  private	
  exchanges	
  

•  You	
  get	
  what	
  somebody	
  else	
  thinks	
  you	
  are	
  worth	
  
– MS	
  points	
  were	
  withdrawn	
  as	
  they	
  were	
  priced	
  differently	
  
in	
  different	
  currencies	
  
•  Arbitrage	
  



Requirements	
  wishlist	
  

PlaIorm	
  

Developers	
   Users	
  

Transparency	
  Transparency	
  

Fairness	
  

Prevent	
  double	
  
spending	
  

Security	
  

Performance	
  



Solu-on:	
  first	
  cut	
  

•  Credits	
  are	
  just	
  value-­‐signature	
  pairs	
  
– Transparency	
  	
  
– Security	
  

– Fairness	
  
– Performance	
  

•  Double	
  spending	
  



Verito	
  construc-on	
  

•  A	
  prac-cal,	
  efficient,	
  secure	
  credits	
  system	
  for	
  
transparency	
  and	
  fairness	
  in	
  virtual	
  economies	
  

•  Design:	
  Credit(q,k)	
  	
  
–  	
  Credit	
  is	
  a	
  commitment	
  on	
  a	
  nominal	
  value	
  
–  q:	
  security	
  parameter,	
  k:	
  buckets	
  (aggrega-on	
  level)	
  

0000000000	
  	
  	
  	
  	
  	
  0000000000	
  	
  	
  	
  	
  	
  	
  0000001000	
  	
  	
  	
  	
  	
  	
  	
  .	
  .	
  .	
  .	
  .	
  .	
  .	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  

q	
  bits	
  	
  

k	
  buckets	
  	
   Only	
  one	
  bucket	
  
has	
  non-­‐zero	
  value	
  
in	
  a	
  valid	
  credit	
  



Solu-on	
  Overview	
  

PlaIorm	
  

Developers	
  
Users	
  

PlaIorm	
  “commits”	
  
value	
  of	
  credit	
  

User	
  can	
  see	
  
commibed	
  value	
  

Developers	
  see	
  
commitments	
  only	
  in	
  
aggregate	
  

PlaIorms	
  
“accumulates”	
  &	
  
checks	
  spent/	
  
encashed	
  credits	
  



Key	
  ingredients	
  

•  Homomorphic	
  commitments	
  
•  Dynamic	
  Accumulators	
  

•  Compare/contrast	
  with	
  ecash	
  
– Anonymity,	
  unlinkability	
  

•  Anonymous	
  creden-als	
  



Commitment	
  schemes	
  
Setup	
  (k):	
  k	
  is	
  
security	
  parameter	
  

Commit	
  (m,r):=c	
  

Open	
  (c,r,m):=1	
  	
  
if	
  commit	
  (m,r)=c	
  	
  

Hiding:	
  Party	
  B	
  does	
  not	
  learn	
  anything	
  about	
  m	
  ager	
  receiving	
  c	
  
Binding:	
  Party	
  A	
  cannot	
  claim	
  different	
  m	
  for	
  commibed	
  c	
  

Homomorphic:	
  Commit	
  (m1)*Commit(m2)=Commit(m1+m2)	
  

c	
  

r	
  

Use	
  commitments	
  
for	
  transparency	
  
and	
  fairness	
  



Homomorphic	
  Commitment	
  Scheme	
  
[Pedersens]	
  



Dynamic	
  Accumulators	
  

•  "Hash"	
  a	
  large	
  set	
  of	
  input	
  values	
  to	
  a	
  single	
  short	
  value	
  
•  Check	
  for	
  value	
  is	
  (not)	
  in	
  accumulator	
  using	
  a	
  "witness”	
  
•  Infeasible	
  to	
  find	
  witness	
  for	
  a	
  value	
  not	
  in	
  accumulator	
  

•  Typically	
  used	
  for	
  efficient	
  (creden-al)	
  revoca-on	
  
•  WE	
  DON’T	
  USE	
  ZERO	
  KNOWLEDGE	
  

•  Dynamic	
  Accumulators	
  
•  Addi-on,	
  dele-on	
  efficient,	
  independent	
  of	
  accumulator	
  values	
  
•  Used	
  to	
  check	
  double	
  spending,	
  double	
  encashment	
  

m1	
  
m2	
  
m3	
  
…	
  
mn	
  

AccGen(1k):	
  Generate	
  accumulator	
  
Inputs:	
  c1,	
  c2,	
  c3,	
  ….	
  
Outputs:	
  α,	
  w1,	
  w2,	
  w3	
  

AccAdd	
  (c_k,	
  α)	
  
Output:	
  α’,	
  wit_k	
  

AccWitUpdate(wit_k’)	
  
No	
  secrets	
  needed	
  

AccVerify(value,	
  witness)	
  
=	
  1	
  if	
  value	
  in	
  α,	
  using	
  witness	
  
=	
  0	
  otherwise	
  



Dynamic	
  Accumulators	
  
[ATSM09,	
  …]	
  

•  	
  	
  



Puvng	
  it	
  all	
  together	
  

Purchase	
  

Spend	
  

Encash	
  



Proper-es:	
  Transparency	
  

•  User	
  Transparency	
  
– Modeled	
  as	
  a	
  security	
  game	
  b/w	
  U	
  and	
  P	
  

•  Adversary	
  wins	
  aback	
  game	
  if	
  PlaIorm	
  can	
  produce	
  
m1’	
  <>	
  m1	
  and	
  CheckCredit(c1,	
  m1’)	
  is	
  true.	
  	
  

•  Similarly	
  merchant	
  transparency	
  

Challenger:	
  
U	
  

Adversary:	
  P	
  

Purchase	
  (1	
  credit)	
  	
  

Commit	
  c1	
  for	
  m1	
  

Checkcredit(c1)	
  	
  

Proof:	
  Prob	
  of	
  Adversary	
  winning	
  is	
  non-­‐
negligible	
  in	
  security	
  parameter	
  

DL	
  Assump-on:	
  Given	
  h	
  in	
  G	
  compute	
  r	
  st	
  h	
  =	
  g^r	
  
Pr[Adv	
  wins]	
  =	
  Pr[CheckCredit(c1,	
  m1)	
  =	
  1	
  and	
  
CheckCredit	
  (c1,	
  m1’	
  =	
  1)	
  and	
  m1	
  <>	
  m1’]	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  =	
  Pr[c1	
  =	
  g^r1	
  h^m1	
  and	
  c1	
  =	
  g^r1’	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  
h^m1’	
  and	
  m1	
  <>	
  mi’]	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  =	
  Pr[g^r1	
  h^m1	
  =	
  g^r1’	
  h^m1’	
  and	
  
m1	
  <>	
  m1’]	
  
Coming	
  up	
  with	
  an	
  r1’	
  that	
  sa-sfies	
  this	
  is	
  
equivalent	
  to	
  finding	
  the	
  DLOG	
  of	
  g^r1	
  h^m1-­‐
m1’,	
  which	
  is	
  non-­‐negligible	
  



Proper-es:	
  User	
  privacy	
  

•  Credits	
  are	
  opaque,	
  P	
  has	
  no	
  mo-va-on	
  to	
  cheat	
  

•  Adversary	
  wins	
  if	
  D	
  can	
  correctly	
  return	
  r’	
  =	
  r	
  with	
  prob	
  
>	
  1/2	
  

•  Other	
  proper-es:	
  double	
  spending	
  and	
  encashment	
  
follow	
  similarly	
  

Challenger:	
  
U	
  

Adversary:	
  D	
  Previously	
  purchase	
  c0	
  
and	
  c1	
  from	
  P	
  worth	
  0	
  and	
  1	
  resp	
  
Pick	
  r	
  in	
  {0,	
  1},	
  send	
  c_r	
  

Send	
  r’	
  

Prob[Adv	
  wins]	
  =	
  Prob[r’	
  =	
  r]	
  
r	
  is	
  picked	
  uniformly	
  at	
  
random	
  

c0	
  =	
  g^r	
  h^m0	
  mod	
  p	
  
c1	
  =	
  g^r	
  h^m1	
  mod	
  p	
  

c1	
  and	
  c2	
  are	
  informa-on	
  
theore-cally	
  
indis-nguishable	
  from	
  
random	
  

Hiding	
  property	
  of	
  Pedersen’s	
  	
  



Fairness:	
  Issues	
  

•  Merchant	
  can	
  abribute	
  credit	
  characteris-cs	
  
to	
  users	
  ager	
  encash	
  
– Policy:	
  Enforce	
  minimum	
  number	
  of	
  tokens	
  for	
  
each	
  encash	
  

– Cannot	
  resend	
  credits	
  across	
  mul-ple	
  encash	
  
transac-ons,	
  as	
  they	
  are	
  “used”	
  up	
  



Proper-es:	
  Summary	
  

Accountability:	
  User	
  
transparency	
  

Binding	
  property	
  of	
  Pedersen’s	
  
commitments	
  

DLOG	
  assump-on	
  

Accountability:	
  Merchant	
  
transparency	
  

Binding	
  +	
  homomorphic	
  
property	
  of	
  Pedersen’s	
  
commitments	
  	
  

DLOG	
  assump-on	
  

Security:	
  Double	
  spending	
   Dynamic	
  accumulator	
  scheme	
  
(both	
  spending	
  and	
  
encashment)	
  

DDH	
  and	
  q-­‐strong	
  DH	
  
assump-on	
  

Security:	
  Non	
  repudia-on	
  	
   Signatures	
   Signature	
  assump-ons	
  

Fairness	
   Hiding	
  property	
  of	
  Pedersen’s	
  
commitments	
  	
  

Informa-on-­‐theore-c	
  

Flexibility	
  (mul-ple	
  currencies)	
  and	
  arbitrage	
  preven-on	
  by	
  
design	
  



Implementa-on	
  and	
  Deployment	
  

•  Performance	
  
–  Efficient	
  

•  Purchase	
  (around	
  830	
  credits/sec,	
  crypto	
  dominates)	
  

•  Spend	
  /Encash	
  (2X	
  faster	
  than	
  purchase)	
  for	
  batches	
  of	
  100	
  
–  Verify	
  most	
  expensive	
  
– Witness	
  updates	
  can	
  be	
  batched	
  

–  Feasible	
  
•  Can	
  generate	
  around	
  71	
  million	
  credits	
  a	
  day	
  (26	
  B	
  a	
  year,	
  
around	
  100	
  B	
  required)	
  

•  Can	
  be	
  incrementally	
  deployed	
  on	
  FB	
  







Conclusions	
  
MS	
  Points	
  (W)	
   FB	
  Credits	
  (C)	
   Linden	
  $$	
   Bitcoin	
   Verito	
  

Security	
  

Transparency	
   Fixed	
   Fluctuates	
   Fluctuates	
  

Flexibility	
   Tied	
  to	
  USD	
   Tied	
  to	
  USD	
   Tied	
  to	
  exchange	
   Tied	
  to	
  exchange	
  

Fairness	
  

Performance	
   Expensive	
  

•  Transparency	
  and	
  Fairness	
  are	
  vital	
  requirements	
  in	
  a	
  
virtual	
  economy	
  
•  Collusions?	
  
•  Simpler?	
  More	
  efficient?	
  	
  


