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* PDF is complex
— over 7,000 pages of documentation
— JavasScript, Flash, fonts, images, forms

* Adobe (Acrobat) Reader popular and vulnerable
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CVE-2011-2102, CVE-2011-2101, CVE-2011-2100, CVE-2011-2099, CVE-2011-2098, CVE-2011-2097, CVE-2011-2096, CVE-2011-2095, CVE-2011-2094, CVE-2011-0611, CVE-2011-0610, CVE-2011-0609, CVE-
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0592, CVE-2011-0591, CVE-2011-0590, CVE-2011-0589, CVE-2011-0588, CVE-2011-0587, CVE-2011-0586, CVE-2011-0585, CVE-2011-0570, CVE-2011-0568, CVE-2011-0567, CVE-2011-0566, CVE-2011-0565,
CVE-2011-0564, CVE-2011-0563, CVE-2011-0562, CVE-2010-4091, CVE-2010-3658, CVE-2010-3657, CVE-2010-3656, CVE-2010-3654, CVE-2010-3632, CVE-2010-3631, CVE-2010-3630, CVE-2010-3629, CVE-
2010-3628, CVE-2010-3627, CVE-2010-3626, CVE-2010-3625, CVE-2010-3624, CVE-2010-3623, CVE-2010-3622, CVE-2010-3621, CVE-2010-3620, CVE-2010-3619, CVE-2010-2890, CVE-2010-2889, CVE-2010-
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2010-0203, CVE-2010-0202, CVE-2010-0201, CVE-2010-0199, CVE-2010-0198, CVE-2010-0197, CVE-2010-0196, CVE-2010-0195, CVE-2010-0194, CVE-2010-0193, CVE-2010-0192, CVE-2010-0191, CVE-2010-
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3896, CVE-2007-1199, CVE-2007-0048, CVE-2007-0047, CVE-2007-0046, CVE-2007-0045, CVE-2007-0044, CVE-2006-6236, CVE-2006-6027, CVE-2006-5857, CVE-2006-3452, CVE-2006-3093, CVE-2005-2470,
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2003-0508, CVE-2003-0142, CVE-2002-1764, CVE-2002-1016, CVE-2002-0030, CVE-2000-0713, CVE-1999-1576

— 230 CVEs since 2009
— 28 CVEs in 2013
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* |s there a difference in how benign and
malicious PDF files are organized internally?

— working exploits require malicious content in specific
context

* Examine structure, not content
— static, fast and straightforward
— no need for error-prone emulation
— less prone to content obfuscation
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. PDF Document Structure
i
1 OObj e 1 0 obj <<
/Type /Catalog
/Pages 3 0 R P> endobj
L IT: P
>> endobj w a9
¥ - 3 llalc.ibj <<
3 0 obj << >> endobj
/Type /Pages 0l i
/Kids [22 0 R 23 0 R{
/Count 2 _
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* Decision tree
— Implementation: C5.0
* Support Vector Machine
— implementation: LIBSVM
— RBF kernel, C =12, y = 0.0025
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Dataset Size

VIrRUsToTAL malicious* (old) 38,207 (1.4 GB)
VIRUSTOTAL malicious* (new) 11,409 (527 MB)
VIRUSTOTAL benign 79,200 (75 GB)
GOOGLE benign 90,384 (73 GB)
VIRUSTOTAL operational malicious* 35,526 (2.7 GB)
VIRUSTOTAL operational benign 407,037 (443 GB)

Total 658,763 (595 GB)

* Labeled as malicious by at least 5 out of 43 antiviruses.
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* Objective: evaluate overall effectiveness

* Learning and evaluation (5-fold cross-validation):
— malicious: VIRUSTOTAL old
— benign: GOOGLE

Decision tree SVM

True Positives 38,102 38,163
False Positives 51 10
True Negatives 90,783 90,824
False Negatives 105 44
True Positive Rate 99725 99885
False Positive Rate 00056  .00011
Detection Accuracy 99879  .99958

* Goal (1) - minimize false detections - achieved!
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* Objective: evaluate real-world performance

* Learning and evaluation:
— 14 weeks of VIRusToTAL operational ben. and mal.

— weekly classify files gathered in weeks 5 to 14 using a
model trained on the previous 4 weeks

1 Our Method

o[ BestAntivives | |

0.8 - - B I
o 0.6
ol
0.4

0.2

0.0

5 6 7 8 9 10 11 12 13 14
Week
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* Our method: 28 ms per file

* Others:
— MDScan: 1,500 to 3,000 ms per file
— ShellOS: 7,460 to 25,460 ms per file
— PJScan: 23 ms per file (low detection performance)

* Goal (2) - minimize running time - achieved!
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* Goal: fool a classifier into producing a false
negative by modifying a malicious sample

* Constraints: features can be added, cannot be
removed

e Results:

— decision tree - simple
algorithm, successful

— linear SVM - simple
algorithm, successful

— RBF SVM - mimicry
attack, unsuccessful

Malicious examples

15



Conclusions UNIVERSTTAT @

* PDF document structure is highly
discriminative between benign and malicious
PDF files

 Accurate and fast method
e Evasion Is not trivial
* Explainability vs. robustness against evasion

— do not disclose your decision trees in security
applications
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