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Abstract

SSLis the de facto standad todayfor securingend-
to-endtransport. While the protocol seemgather se-
cure there are a numberof risks which lurk in its use
e.g., in webbanking We motivatethe useof passwod-
basedkey exchange protocolsby showinghowthey over
comesomeof theseproblems. We proposethe integra-
tion of sudh a protocol (DH-EKE) in the TLS protocol,
the standadizationof SSLby IETF. Theresultingpro-
tocol providessecue mutualauthenticatiorandkey es-
tablishmentver an insecue channel. It doesnot have
to resortto a PKI or keysand certificatesstored on the
uses computerAdditionalytheintegrationin TLSis as
minimal and non-intrusiveas possible Asa side-efect
we also improve DH-EKE to provide semanticsecurity
assuminghe hardnesof the DecisionalDiffie-Hellman
Problem.

1. Intr oduction

TheSecue SoketLayer(SSL)protocol[15] is todays
defactostandardor securingend-to-endransportover
the Internet. In particularthe presenceof SSLin vir-
tually all webbrowsersled to awidespreadiseof SSL,
alsoin applicationrequiringahighlevel of securitysuch
as homebanking. While early versionsof SSL con-
taineda numberof flaws andshortcomingghe analysis
of thelatestversion3.0 shawvs only a few minoranoma-
lies [35, 28]. SSLwasfurtherrefinedin the Transport
Layer Security(TLS) protocol[13], the standardization
effort of the Internet EngineeringTask Force (IETF),
andseemdo provide areasonabléevel of security.
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Currently all standardmethodsfor authenticatiornin
TLS rely on a public-key infrastructue (PKI). While
this is suitable for mary casesit might not suit en-
vironmentswherethe infrastructuress “light-weight”
(e.g., diskless workstations, userto-user authentica-
tion), timeswhena systemhasto be bootstrappedrom
scratchor situationswhenusermobility is required.

Furthermorecurrentciphersuitesalsohave their own
risks, most prominentlyillustratedin following exam-
ple. Over the last yearsmary bankshave built home
bankingapplicationgor theweh For their securitythey
rely mainly onthewebbrowserandthe SSLbuilt in. As
reliably issuingclient certificatesis rathercomplicated
mostof theseapplicationsiseSSLfor senerauthentica-
tiononly. They setupasecurechannefrom thebrowser
to thesenerandthenasktheuserto authenticatéerself
by typingherpassverdin asimplewebform. However,
in sucha setupthe userauthentications not tied to the
channelandin factthe securitycannotbe guaranteedf
theuserdoesnot explicitly verify theconnectiorbefore
enteringher passvord. Verificationdoesnot only mean
to verify thatthereis a secureconnectionby observing
thatthelock getsgoldenandclosed.It alsorequireghat
the usermakes surethat the connectionis to the right
entity by checkingthatthe certificateidentifiestheright
bankandis issuedby anappropriateertificationauthor
ity (CA). Thisis a non-trivial task, e.g., Netscapecon-
tains by default over 70 root certificatesvarying from
high to virtually no assuranceTo counterpossibleat-
tackg the usermight evenhave to verify thefingerprint
of the CA itself. If the userfails to do that properly
sheis highly susceptibléo a man-in-the-middleattack.
This seemgo puttoo high aburdenontheaverageuser

andits new encodingmethodEME- QAEP basedon work by Bellare
andRogavay [6] shoulddwarf thatattackcompletely

However, asillustratedby [32], the attackclearly demonstratethe
importanceof careful protocol designwhen treatingcrypto systems
asblack boxes. Eitherwe have to carefully specifythe requirements
on the black boxes or we have to usethe strongestavailable crypto
systemavheninstantiatingthe blackboxes. A failureto do soclearly
ledto this attack.

2SeeSection6.7.3for further discussionon problemslurking in
the certificatemanagementf webbrowsers.



Use of one-time-usdransactiorauthorizationrnumbers
(TAN) only mamginally improvesthis situation. Using

clientsidecertificateshelpsbut besidecomplicatingthe

setupit requiresproperprotectionof the client’s keys,

which is difficult giventhe (in)securityof commonop-

eratingsystemsvailabletoday

Above problemsrelatedto a PKI apply mainly to
multi-purposeapplicationssuchasawebbrowser Mul-
tiple differenttrustdomains(CAs) co-exist andthe ap-
plication cannotknow and enforcewhich policies are
appropriateto particularcontexts. However, theseis-
suesarenotintrinsic problemsof SSLandwill notap-
pearwith the passvord-basegrotocolspresentedn the
following, regardlesf the applications.

The propositionto add cipher suitesbasedon Ker-
berog[26, 22] would getrid of therequiremenbf a PKI.
UnfortunatelyKerberosis not really light-weight (e.qg.,
thereis no real structuraldifferencefrom a PKI) and,
evenmoreimportantly it is vulnerableto dictionary at-
tacks when weak passwerds are used[37, 9, 29, 16)].
Giventhehumannature this cannotbeexcluded.Proac-
tive password checking[11] canhelponly to a limited
degree.Onthe onehandthe choiceof passwerdshasto
be easyandunrestrictecenoughto make it possiblefor
humansto remember(and prevent them from writing
down the passwerd!). This limits the possibleentropy
in suchpasswerds. On the otherhandcomputingpower
growsstill drasticallyandmakesdictionaryattacksgpos-
sibleonlargerandlargerclasse®f passvords.

Luckily, thereis aclassof authenticatetey-exchange
protocols basedon human-memorizeableveak pass-
wordswhichareresistanto (off-line) dictionaryattacks.
They do not have to be bacled by ary infrastructure
suchasa PKI. Assumingproperhandlingof onlinedic-
tionary attackswhich are usually detectablethesesys-
temsare at leastas secureas other systemsbasedon
strong public or sharedkeys. To substantiatehe “at
least” we note thatin reality mostof theseother sys-
temsrely alsoon passwardssomevhereat the userend:
thekey ring in PGP[38] andkeysfor browsersarepass-
word encryptedandarevulnerablesvento undetectable
off-line dictionaryattacksoncestolen! The securityof
passwerd-basecdkey exchangeprotocolsreliesonly on
two assumptions:The integrity of the underlyingma-
chine,andthe availability of a reasonablygoodsource
of randomnessBut this is in essencehe minimal re-
quirementfor ary othersystemaswell.

Thereforat seemgjuiteusefulto enrichthesetof cur-
rent TLS ciphersuiteswith a passverd-basedrotocol
andreducetherisks explainedabove. In the following
wedescribaheintegrationof animprovedversionof the
Diffie-HellmanEncryptedkey Exchange (DH-EKE) [8]
into TLS. Thenew ciphersuiteprovidesmutualauthen-

ticationandkey establishmentvith perfectforward se-
crecyoveraninsecurechannelndlimits thedamagen
casean attacler gainsaccesdo the sener’s databases.
Theintegrationinto TLS is asnon-intrusve aspossible
andwith someoptimizationsretainsthe 4-roundhand-
shale overheadf TLS.

The structureof the remainderof the paperis asfol-
lows. In Section2 we give a brief overview of theflows
of TLS andwe statesomecriteriafor theintegrationof
a new cipher suite. In Section3 we introducea new
cipher suite basedon DH-EKE. Before presentingthe
detailsof the protocolin Section5 we have to dig into
somecryptographigreliminariesin Section4. We then
giverationaledor ourchoicesn Section6 andconclude
in Section?.

2. TLS
2.1 Overview

TLS is composedaf two layers:the TLSRecod Pro-
tocol and the TLS Handshak Protocol The Record
Protocol encapsulatesigher level protocols(such as
HTTP[10]) andcaresaboutthereliability, confidential-
ity andcompressionf themessagesexchangedverthe
connection.The TLS Handshak Protocolis responsi-
ble for settingup thesecurechannebetweersenerand
clientand providesthe keys andalgorithminformation
to the RecordProtocol. The changesequiredin ourin-
tegration of passverd basedprotocolsare not relevant
to the RecordProtocol. Thereforewe will omit further
discussiorof it.

Figurel givesanoverview of the flows of the Hand-
shale Protocol. The main purposeof the first mes-
sage,d i ent Hel | o, is to senda randomchallenge
to guarantedreshnesandto tell the senerwhich cryp-
tographicalgorithmsaresupportedy theclient.

Basedon this proposalthe sener will pick a set
of algorithms,the cipher suite As an illustrative ex-
ample let us assumethe choice was the cipher suite
TLS_DHE_DSS_W TH_DES_CBC_SHA. This meanshat
the sessiorkey will be basedon a Diffie-Hellmankey
exchange [14] usingephemeraparametersDSA is the
signaturealgorithmusedandthe securityon the record
layerwill be basedon DESin CBC modeand SHA-1.
Thechoserciphersuiteis storedin theSer ver Hel | o
messagtogethewith anotherandomchallengeo help
assuringhe sener of the freshnes®f the protocolrun.
If sener authentications requiredthe sener sendsthe
own certificatein Certi fi cat e. Dependingon the
choserciphersuitethe sener alsosendshe Ser ver -
KeyExchange message.This messageontainskey-
ing datarequiredfor the key exchange. In our exam-
pleit would hold thesener’'s ephemerabDiffie-Hellman
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Figure 1. Overview of TLS flows. (Situation-dependent messages are flagged with a “*”).



half-key h* signedwith the sener’s signing key. Fur
thermorea list of acceptectertificatetypesand CAs is
sendaspartof the Certi fi cat eRequest if client
authentications required. Finally the sener marksthe
endof theturn by sendingthe Ser ver Hel | oDone.

In the next stepthe client verifiesthe receved data.
The client preparesthe own input to the key genera-
tion, e.g.,theDiffie-Hellmanhalf-key h¥, storeghemin
d i ent KeyExchange andderivesfrom this andthe
sener'sinputcontainedn Ser ver KeyExchange the
premasteisecet. In ourexamplethis would meancom-
putingthe Diffie-Hellmankey h*¥. Thepremastesecret
is thenhashedogethermwith two previously exchanged
challengego form the mastersecet The masterse-
cretis, asits nameimplies, the main sessionkey and
all cryptographidkeys usedfurtheron arederived from
this mastersecret. The client sendsnow the d i ent -
KeyExchange and, if requiredby the cipher suite,
alsoCertificateVerify andCertificate for
client authenticationto the sener. The client issues
thena ChangeCi pher Spec to the RecordProtocol
instructingit to usekeys andalgorithmsnewly negoti-
ated. Finally the client sendsthe Fi ni shed message,
amessagauthenticatiorrode(MAC) onthe previously
sentmessagessinganewly derivedkey.

The sener derives the premasterand mastersecret
fromthedatacontainedn Cl i ent KeyExchange and
theown inputs. Verifying the Fi ni shed messagavill
assurethe sener now of the freshnessf the request
and of the authenticityof the client if client authenti-
cation was enabled. The sener then sendsa similar
Fi ni shed messagéo theclient. Thisallowstheclient
to verify the authenticityof the sener andthe freshness
of thekeysused.

2.2 Adding New Cipher Suites

Before presentingthe integration of DH-EKE let us
look first attherequirementsindconstraintof theinte-
grationof anew ciphersuitein general. The TLS speci-
fications[13] do not mentionexplicitly whatis allowed
or whatis not for theintegrationof a new ciphersuite.
But it is obvious that suchan integration shouldbe as
leastintrusive aspossible Looking closeratthedefined
datastructuresevealsthattheidealplacego adjustTLS
for new ciphersuitesarethe Ser ver KeyExchange
and C i ent KeyExchange messages.They are al-
ready variant recordsand can be rather transparently
extendedwith a new element. We can also approach
the problemfrom the other side and look on the hard
constraints. It is quite clearthat for compatibility rea-
sonswe shouldnot altermessagewhich aresentbefore
an agreemenbn a ciphersuitehasbeenreached.This
meansin particularthat we shouldrefrain from mod-

ifying C i ent Hel | 0. As we will seelater this un-
fortunatelyhasimportantconsequences-urtherdesir
able propertiesare to minimize setuptime by keeping
thenumberof flows andthe computatiorcostslow.

3. DH-EKE/TLS: An overview
3.1 Exponential key exchange

In 1992 Stere Bellovin and Michael Merritt, of Bell
Labs, publisheda family of methodscalled Encrypted
Key Exdhange (EKE) [8]. Thesemethodsprovide key
exchangewith mutualauthenticatiorbasedon weakse-
crets(e.g.,passwords). They arevery carefuldesigned
to preventtheleakageof weaksecretandwithstanddic-
tionary attackswhich aremostoften possibleon proto-
colsinvolving secretswith low entropy.

The simplestandmostelegantof the methodss DH-
EKE. In DH-EKE a weak secretP is usedto encrypt
the elementsof a Diffie-Hellmankey exchange,i.e.,
9* (mod p) andg¥ (mod p). The protocolis shovn
in Figure2.

The sessionkey that Alice and Bob computeis
g*¥ (mod p). Thekey is cryptographicallystrongif =
andy arecryptographicallystrongrandomnumbersye-
gardlessf the strengthof the passverd.

Variousways exist to optimize the numberof flows
aswell asthe numberof encryptions. However, these
optimizations,as designof the encryptionprocessand
the choiceof the algebraicgroup, hasto be donevery
carefullyto preventvariousattackg8, 34, 19, 30].

The cipher suite presentedn the following will be
basedntheoptimizedprotocolpresentedby Steineret.
al. [34]. As a secondine of defensewe alsointegrate
B-EKE [20], a techniqueto reducethe risks causedoy
lossor theftof userdatabasesom thesener'smachine.

3.2 Integration of DH-EKE in TLS

Let us now turn our attentionto the concreteinte-
grationof DH-EKE. Figure 3 givesan overview of the
flows assumind®H-EKE/TLS wasamongthe proposed
cipher suitesin the d i ent Hel | o and got selected
by the sener. The argumentsof messagesontainthe
securitycritical protocolinformationin abstractecand
simplifiedform where?;’saredifferentpseudo-random
functionsandg is a key derivationfunction.

The protocollooks very similar to the casegiven as
anexamplein the previoussectionwith two maindiffer-
encesTheclient'sh? is encryptedvith thepassverdin-
steadof beingaccompanietly asignatureandthesend-
ing of theclient'sandsener’sFi ni shed messageare
swapped.Thefirst differencehelpsto authenticateach
otherbasednthe commonknowledgeof the passverd.
Thesecondthangés dueto theproblemsof transferring
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Figure 2. DH-EKE

identity informationandthe subtleissuesof dictionary
attacks.Notethatit is of paramountmportancethatthe
client doesnot useary key derived from the premaster
secretpms beforethe client hassuccessfullyreceved
and verified the sener’s Fi ni shed message.How-
ever, the changedn the overall protocol state-machine
shouldbe keptto a minimum. Note alsothat thereis
no penaltyin communicatiordelaydueto thefifth flow:
Theclientcanstartto sendapplicationdataimmediately
aftersendingheFi ni shed message.

Our integrationis actually optimal in respectto the
numberof flows aswe will shav in Section6.1.

ThesenersCertificate andCertificate-
Request messagesnd the client's Certificate
andCertificateVerify messageareomittedin
Figure 3 for obvious reasongno PKI). Note thatthese
messagearespecifiedasoptionalin the TLS protocaol,
therefore pmitting themis permissible.

4. Cryptographic Preliminaries
4.1 Multiplicati ve Group Z;,

The cryptographicoperationsin DH-EKE are per
formed in the multiplicative group Z; with p prime
and ¢ a large prime divisor of ¢(p) = (p — 1). Let
n = [log, p] andm = [log, ¢] be the numberof bits
of p andq respectiely. Typical valuesare 768,10240r
2048for n and 160 or 320 for m. We alsoneedan
(arbitrary) primitive root g of thegroupZ,, anda gen-
eratorof the (unique)subgroupG of orderq computed
ash = g»~1/4. For algorithmson finding primitive
rootsandefficiently computinggroupoperationsn mul-

tiplicative groupswe refer the readerto other sources,
e.g.,[27].

4.2 Group Verification

Thegroupparameterg, q, g andh shouldpreferably
befixedat systemstartup.Otherwise they maybe cho-
senby the sener andpassedo the clientin Ser ver -
KeyExchange. In this case,the client hasto verify
them. Of particularimportanceis to make sure that
p andq are prime andn andm are sufiiciently large.
As in the ephemeratasethe parametemight be cho-
senby anadwersary it is not possibleto useoptimiza-
tion techniquesvhich drasticallyreducethe numberof
Miller-Rabintestssuchastheonedescribedn Table4.3
of [27]. Insteadwe canonly rely on 1/4! asthe upper
boundof the probability that a candidates prime after
t Miller-Rabintests: Thereforeat least40-50testsper
prime,i.e.,q andp, arerequiredto make the probability
negligible thatwe accepta compositenumberfalselyas
prime. Thetestbases: shouldbechoserat randomand
notbe predictableby theadwersary

Thesetestsare ratherexpensve, in particularif we
assumdight-weight clients. A more efficient way of
verificationis to let the sener sendfurther verification
information togetherwith the group parameters.This
canhelpproving thecorrectnessf theparametersnore
efficiently. The approachchosenhereis quite sim-
ple. To shov therandomnessf the prime selectionthe
sener sendstogetherwith the prime also a pre-image
of that numbertaken from a one-way function. This
would requireonly a smallchangen the sener’s prime
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generationprocessbut it shouldrestrict an adwersary
from choosingweak or specialprimes. Thereforethis
randomizatiorallows the useof the optimizationtech-
niguesdescribedn [27] andthenumberof Miller-Rabin
testsontheclientsidecanbereduceddown to atmost5
testswith thegivenrangeof n asdefinedabove.

4.3 Encryption using Weak Secrets

In additionto exponentiationsn multiplicativegroups
we alsoneeda shared-ky encryptionfunction Ep(z) to
transporthe client’s Diffie-Hellmanhalf-key. Oninput
P, aweaksecretandz, anelementof Z; we perform
thefollowing steps:

Key Derivation We derive the encryptionkey k as
Ho(P,salt). The input parametersare the
weak secret P and the concatenationof the
two challengesfound in ClientHello and
Server Hel | o assalt. The function Ho(z, w)
is computed as the first keylength bits of
PRF(z, “Password — derived key",w). The
pseudo-andomfunction PRF is definedin Sec-
tion 5 of [13], takesasinputasecretanidentifying
label and a seedand producesan output of arbi-
trarylength.keylength equalgo 8 for DES,16for
3DES,IDEA andRC4-128,5 for RC2. For DES
(3DES) the key shouldbe consideredas a 64-bit
(192-bit) encodingof a 56-bit (168-bit) DES key
with parity bitsignored.

Expansion To prevent dictionary attackson the en-
cryptedelementgseeSection6.3for moredetails)
we uniformly expandthe elementz from an n-bit
numberto an + a-bit number We form ablock b
of n + « bits asfollows:

a = 50;

n = [log, pl;

o' = [(2°F7)/pl;

cer {0,...,a' —1};

b := z + ¢p; {Notethatthis calculationis in Z
andnotin Z;, e.g.,noreduction}

Padding If the block length len of the encryption
schemaloesnot divide log b thenb is paddedwith
(len — (logb (mod len))) randombitsto form d'.

Encryption The b’ is encrypted using the derived
key k. The usedshared-ky cipheris defined
by the agreedcipher suite. It is encodedin
the cipher suite name after TLS_DH_EKE. and
is basically the agreed session encryption ci-
pher if existing (e.g., we would encrypt with
RC4/128 if the agreed upon cipher suite is
TLS_DH.EKE_RC4_128 W TH.RC4_128_MD5).

SeeFigure 5 for the proposedcipher suites. For
block ciphersin chainingmodethe IV will be set
toall 0.

Decryption An encryptedvalueis decryptedusingthe
key k derivedasdefinedaborvein “K ey derivation”.
From the decryptedtext, the randompadding(if
existing) is removedandtheresultingvalueis then
reduced (mod p) to undothe expansion.

5. Protocol Flow Processing

Before describingthe processingof the flows let
us first look at the setup of the system. The client
first choosesa passwrd pwd. Then the client de-
rives a passwod authentication key auth_key =
Ha (pwd, client_name) which is later usedto authen-
ticate the sessionkey. Finally the client computes
the passwod verifier v = pH1(pwd;client_name) — The
value v will allow the sener later to verify that
the user really knows the password in a way that
the sener does not has to get or store the pass-
word itself; this way we can limit the damageif the
sener is corruptedor the databaseis leaked. The
functions H; (z,w) and Ha(z,w) are computedas
the first m bits of PRF(z, “password verifier” ,w)
and PRF(z, “password authentication key",w) re-
spectvely. v and auth_key arethensentsecurelyto the
sener andstoredtogethemwith the client’'s namein the
sener'suserdatabase.

In the following we assumethe client proposesin
C i ent Hel | o someof the DH-EKE ciphersuitesand
theseneragreeon oneof them. We alsoomit all stan-
dardprocessingasdefinedin TLS andreferthe reader
to [13].

1. Client — Sewver Theclient preparegshed i ent -
Hel | o asusual.

2. Sewver — Client The sener choosesz €r Z,
and computesh® (mod p). Additionally the
sener alsochoosest’ €r Z, and computesh’”'
(mod p).

ThesenercompletegsheSer ver DHEKEPar ans

field in Server KeyExchange with A* and
h*'. If the sener's group parametersare not a
priori fixed, the sener also preparesSer ver -

DHPar ansPr oof to allow optimized parame-
ter verification for the client as describedin

Section 4.2. The sener sendsthe Server -

Hel | o, Ser ver KeyExchange and Ser ver -

Hel | oDone messageto theclient.

3. Client — Sewer The Client verifiesthe parameters
of the group: if they are not installed and well-



defined the client performsthetestsasoutlinedin
Section4.2.

The client then verifies that the A% and h*' con-
tainedin Ser ver KeyExchange areof theright
sizeandorder((h®)? (mod p) = 1Ah® # 1). The
clientabortsif above conditionsarenot fulfilled.

Theclient (software)askthe userfor herpassverd
andderivesthe authenticatiorkey as auth_key =
Ha(pwd, , client_name). Theclientchoosey €g
Z, andcomputeg)¥ (mod p). Thentheclienten-
crypts g¥ asdefinedin Section4.3, entersthe re-
sulting value E s _key(9Y) aswell asthe users
identityintheCl i ent DHEKEPar ans field of the
d i ent KeyExchange messageand sendsthe
messagé¢o the sener.

4. Sewver — Client The sener extractsthe identity of
the client from the C i ent KeyExchange mes-
sageand retrieves the client’'s passverd context.
The sener verifies that the accountis not locked
anddecryptsthe client’s half-key g¥ asdefinedin
Section4.3 usingthe authenticatiorkey auth_key
storedin the context.

The sener computesthe premastersecret pms
asHs((g¥)@@=1/0) 4*") (with Hs(z, w) defined
as PRF(z, “DH premaster secret”, w) andgen-
erateshe sener’s Fi ni shed messagasdefined
in the TLS specificationsg.g.,the function 4 in
Figure 3 is a MAC over all previously senthand-
shale messagesThe sener performsa Change-
Ci pher Spec andsendgheFi ni shed message
to theclient.

5. Client — Sewer The client computes
/H3((hw)(y (mod q))7 (hw')H1 (pwd,client_name))
to get the premastersecretpms and verifies the
sener’s Fi ni shed message.If the verification
fails, theclientaborts.

Theclient generateshe Fi ni shed messagéHs
in Figure3 is againa MAC over all previously ex-
changedhandsha& messages)yroceedswith the
ChangeCi pher Spec andsendgheFi ni shed
messagdo the sener. Note that contraryto the
standaratasetheclientcanstartto senddataimme-
diately afterthe Fi ni shed (andbasicallyretains
theoriginal 4-flow handshak overhead).

6. Sewver — Client The sener verifies the client's
Fi ni shed messagelf the verificationfails, the
sener aborts,incrementsthe 'potential online at-
tack’ counterin the client’s passverd context and
locks the accountif the 'potential online attack’
counterreachesa threshold(a reasonableaumber

for thethresholdmight be 5. Note that moreelab-
oratepolicieswith exponentialretry delaysmight
be usedin addition). If the verificationis OK, the
'potential online attack’ counteris updated(exact
procedurelepend®nlocalpolicy: possibilitiesare
settingit to 0, decrementingt by 1, etc.).

Note: To reducerisk of passverd exposuramplemen-
torsareadvisedo throw away (zeroout) all tracesfrom
the passverd and all usedcritical randomvalues(e.g.,
the Diffie-Hellmanparameters;, y, h* andthepremas-
ter secretjassoonaspossible.

6. Rationalesand Explanations

The above proposedprotocol takes into accountall
known attacks([8, 34, 19, 30]). In addition,it provides
for semanticsecurityand at the sametime it improves
performanceFind in thefollowing a few moredetailed
rationalesandexplanationof certainchoicestaken dur-
ing the protocoldesign.

6.1 Flows

The client cannotcarryits identity informationin the
d i ent Hel | 0o messagé Thereforethe sener cannot
encryptits valueasin the optimal protocol [34]. How-
ever, to preventdictionary attacks,the party which en-
cryptswith the passverd shouldbe very careful. In no
caseshouldthe client usederivedsessiorkeys beforeit
knows thatthe sener confirmedknowledgeof the pass-
word explicitly by proving knowledgeof thekey or im-
plicitly by encryptingits own half-key with the pass-
word.

This rules out using the standardTLS flows. The
client, which is the first party to be able to encrypt
with the passverd, cannotsendthe Fi ni shed before
getting a “proof of knowledge of passwerd” from the
sener. Any otherapproachwould have increasedhe
numberof flows andwould have deviatedeven further
from the standardl'LS messages.

If we exclude altering or misusingCl i ent Hel | o
we canactually extendthis reasoningand shav that it
is completelyimpossibleto build a securemutually au-
thenticatekey-exchangen four flowswhichreliesonly
on weak secrets. The sener, not knowing the client's
identity afterthe first flow, cannot produceary sort of
implicit or explicit proof of knowledgeof the passverd
in the secondlow. Consequentlyhe client cannotsend
ary key confirmationin thethird flow andthe only way
to completeclient authenticatioris to sendsucha mes-

3At leastif we like to staycompatibleto standardr'LS anddo not
resortto change®f C i ent Hel | o orunacceptablad-hocmeasures
suchasencodingheidentityin thenonce-fieldof thed i ent Hel | o



sagein anadditionalfifth flow. Henceforthour protocol
is optimalin numberof flows.

6.2 Subgroup Confinement

An attacler might sendelementof smallorderto ei-
therreducethepossiblekey-spacedor impersonationsr
attacksonthepasswerd. (e.g.,if theattaclersendsl in-
steadof h* thenthe key will be 1 regardlessof what
the other (honest)party choosesasrandomexponent!).
This attackcan be preventedwhenthe receier of the
unencryptedchalf-key h® verifies the order of the ele-
ment. However, note that verification of the order for
decryptedvalueis not necessaryAn attacler caneither
guessa passvord andencryptanelementof smallorder
or sendan arbitraryrandomvalue. In the unlikely case
thatthepassverd guesavascorrectthenobviouslythere
wasno point of encryptinganelementof smallorderin
thefirst place.Otherwise giventhe pseudo-randoma-
ture of the encryptionfunction, a decryptionwill yield
arandomelementregardlesdf the attacler haschosen
awrongpassverd or anarbitraryvalue.But if ¢(p) has
large primefactorsit is highly unlikely thata randomly
selectedraluedecryptsto anelementof smallordet

If we chooseZ,, suchthat ¢(p) would containonly
prime factorsof sufficient size (e.g.,they areall of at
leastm bits) we could improve the checkfor elements
of smallorderevenfurther. In suchgroupsit is sufficient
to testthatz? (mod p) # 1 to verify thatz haslarger
order Althoughthis seemdo be sufficient, the overall
securityof thismethodneeddurtherstudy[23] andit is
notimmediatelyclearif we canretainsemanticsecurity

6.3 Encryption

The security in the encryption processEp(z) de-
scribedin Sectiond.3reliesontwo propertiedo prevent
anadwersaryfrom verifying candidatgpassverdsusing
an encryptedelementz: First, the encryptionfunction
should produceciphertexts containingno redundang
andthe rangeof the encryptionfunction hasto be the
sameregardlessof the chosenkey. Second the plain-
text hasto be closeto uniformly distributed. The first
conditionis fulfilled by stream-ciphersand by block-
ciphersperforminga permutationon the input block.
The secondconditionis fulfilled by encryptinga (ran-
dom)elementof the groupandnot of the subgroup(see
alsoSection6.4),by randompadding(for block ciphers)
andproperexpansion.

The expansionis necessaryo preventdictionary at-
tackson the encryptedelements.If we omit expansion
an attacler hasa probability of (1 — ) (wherer is the
ratio of sizeof the valid rangeover the size of the pos-
sible range,i.e., (p — 1)/2™) to rejecta wrong pass-
word guessby decrypting obsened encryptionswith

the guessand finding an elementin the illegal range
{0,p,p + 1,...,2"—1}. Takinginto accountthatthe

attacler canobsenet runsof the protocolthe probabil-

ity of successfullyrejectinga passverd guesshecomes
(1 — r*) andapproaches very quickly, evenfor small

t. Notethat0.5 < r < 1 alwaysholdsby definitionof n.

In averageif we expandwith 1 bit we decreasd¢he
proportionof theinvalid rangein respecto thecomplete
rangeby half. Thereforewe also reducethe chances
of an attacler by half. Let usdefinet,,,, asanupper
boundfor thenumberof protocolrunswith agivenpass-
word and 2~ * as the maximally tolerable probability
thatanattacler canrejectan(incorrect)passverd guess
after having obsened some(i.e, at mostt,,,,) proto-
col runs. Thenthe numberof requiredexpansionbits is
a = —log, (1 — (1 —27F)/tmee) x5 k + logs (tmas)-
If wetakeas30 for k and22° for ¢,,,,, Wegetthea = 50
requiredin Section4.3. Notethatwith thesevalueswe
have a wide safetymamin in all practicalapplications:
On the one handno userwill enterhis passverd and
connecto thesener morethan2?® timesandthesener
which tracksfailed connectionrequestin his 'potential
online attack’ counterwill foil all attemptsto getmore
sampleswith active attacks.On the otherhandalready
k = 1 meansthat an attacler reducesthe numberof
possiblepassverds by half which would be acceptable
alreadyin mostcases.

The key derivation mechanisnreusesbasichbuilding
blocks of TLS and approximatesalso the upcoming
PKCS#5 Version2.0[31]. The saltguaranteethatfor
eachprotocol run we get independenkeys to address
concernsaboutinteractionsbetweenmultiple usageof
thesamekey.

6.4. Choice Of Group

As mentionedabove thereshouldbe no structurein
decryptionotherwisewe might be opento attacks. In
previouspaperson DH-EKE it wascommonlyassumed
that this meansthat we cannotoperatein a (more effi-
cient) cyclic subgroupG but have to work in thewhole
groupZ; (e.g.,we needa primitive root asbasefor the
exponentiations) Encryptingelementsof the subgroup
would leadto following attack: The attacler choosesa
candidatepassverd, decryptswith it anencryptechalf-
key g¥ obsenedonthewire andrejectsthe passvord if
thedecryptecelemenis notanelemenof thesubgroup.
If the password guesswvaswrongthelik elihoodthatthe
decryptedelementis not an elementof the subgroupis
high andthereforetheattackwill be quite effective.

However, we runinto a problemif we liketo achieve
semanticsecurityin thesenseof theindistinguishability
of a valid sessiorkey from a randomkey. If we don't
resortto randomoracleg5], thewealestcryptographic



assumptiorwe canrely onis the hardnes®f the Deci-
sional Diffie-HellmanProblem(DDH). It is also obvi-
ousthatthis cannotbe donein Z;“' but only in a prime
ordersubgroupof Z;,. This meanshatthe proof of the
securityasfoundin the appendixof [34] doesnot work
for DH-EKE asoriginally proposedn [8]. To make the
proof work we have to modify the protocol suchthat
they operatein a subgroup.

Luckily, the first obsenation that we cannotoperate
in subgroupss not completelycorrect: While it is true
that we cannotencryptelementsof the subgroupwith
the password it neverthelessdoesnot prevent us from
computingin thesubgroup.Thetrick is simple.Instead
of encryptingan elementof the subgroupwe sendran-
domlyoneof the (p—1)/q)-th rootscontainedn group.
Assuminguniformly and randomly chosenexponents
and roots we will geta uniform distribution over Z;.
Evenbetter asthe senderactuallychooseghe element
thereis no needto computeroots andrandomlyselect
oneof them: Justselectingarandomelementn Z; and
letting the recever constructthe groupelementby rais-
ing it to the power of (p — 1)/q is sufficient (Note that
following equality holds g¢((?—1)/9) = (glp—1)/ayy =
hY = hv (mod 9)) Thereforenot only canwe retainse-
mantic securitybut we alsoimprove efficiency asnow
only two of the four exponentiationgequirelong expo-
nents. Furtherperformanceémprovementscanbe ob-
tainedif we chooseg and/orh to be small. This will
speedup exponentiationsvithout ary lossof security

Insteadof Z;, we could also choosethe alternatve
multiplicative group GF'(2™)*. Computationis rather
efficient and additionally the encryptionproblem dis-
cussedin Section6.3 disappear The cardinality of
GF(2™)* is ¢(2™) = 2™~ andthis canbe efficiently
mappedo m — 1 bits. This meanghatwith properen-
coding a decryptionof a randomvalue and a random
passverd guesswill always producea legal value and
cannotsene asbasisfor dictionaryattacks. However,
further study is necessanyo find concreteparameters
andcomparethe securityand performancewith the so-
lution for Z;,.

6.5. Verifiable Parameter generation

The verification of ephemeralgroup parameteris
basedon heuristics. There still remainssomedegree
of freedomfor the opponentto find (pseudo)primes
through pre-computationasearch. A saferalternatie
might be to use provable primesgeneratedrom Mau-
rer'sprovableprimenumbergeneratio25]. Thesener
generatep basedon Maurer's algorithm. The primality

4The orderof elementsin Z3; leakstoo muchinformation. This
leadseasilyto analgorithmwhich distinguishesvith high probability
between(g®, g¥, g*¥) andatriple of randomelements.
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of ¢ canthenbeshawn aspartof the primality prooffor
p. Onedrawbackof this approachs that messageget
biggerandthe codegetsmorecomplicatedthe current
approachcan be built on componentsalreadyexisting
mostTLS toolkits). Additionally we canexpecta con-
siderableperformancempactfor this approach.

6.6. Reducing the Risk of Stolen Serwer
Databases

As additionalmeasureof precautionwe alsoreduce
the risks causedby loss or theft of user databases
from the sener’'s machine. In the original proposalby
Bellovin andMerrit thesenerhadto storethepassverd.
Thismeantthatanattacler gettingaccesso thesener’s
databasecould masqueradeas both client and sener
right awvay. Extensiongo EKE suchasA-EKE [7], B-
EKE [20] or SRP[36] reducethe risk of stolensener
databaseto—unaoidablein suchsituations—dictionary
attacksasonly a (salted)hashof thepasswerdis stored.
While we arguethat dictionary attacksare always fea-
sible andthereforethe passverd will eventuallybe re-
vealedsucha secondine of defensds neverthelessle-
sirable. For this reasonwe usedthe idea of B-EKE in
our protocolwith the inclusionof v and auth_key and
the computationof the premasteisecretasthe hashof
thetwo DH-keys. Usingthe strongDH-key h*¥ askey
to the pseudo-randorfunction shouldcompletelyhide
ary informationon the passverd, evenif the premaster
secretis availableto an attacler. We considerthe addi-
tional costsof the additionalexponentiationgnotethat
all arewith smallexponentsworthwhilebutit would be
straightforvardto make the useof B-EKE optionaland
allow performanceritical ervironmentgo tradetherisk
of stolensener databasewith improvedperformance.

6.7. Why EKE?

We alsoinvestigatedlternatvesto EKE. While mary
of them do have various advantagesover DH-EKE
none could match DH-EKE with its minimal impact
onTLS: Two additionsin Cl i ent KeyExchange and
Ser ver KeyExchange anda minimal and unavoid-
ablechangen the protocolstatemachine(reversionof
thetwo finishedflows) seemdo be the smallesichange
possibleto integrate securepassverd basedprotocols.
Find belov somemoredetailedexplanationsvhy were-
jectedthe otherprotocols.

6.7.1.SPEKE An alternatve protocolis the Simple
Passvord EncryptedKey Exchangg SPEKE)[19]. The
protocolis alsobasedna Diffie-Hellmankey exchange
but insteadof encryptingthe half-keys with the pass-
word it usesthe passwerd to derive a generatorfor a
large prime-ordersubgroup.



It hastwo mainadvantagesver DH-EKE. Ontheone
handthe problemdueto non-uniformdistribution of en-
cryptedelementsdoesnot occurandon the otherhand
thereis a possibility to improve performanceby com-
putingon elliptic curves®

Unfortunately integrating SPEKE into TLS is not
straightforvard: As previously explainedtheCl i ent -
Hel | o messageannotcarry identity informationand
asidentity of the peerto be known beforearnybody can
startthe protocolwe requiremoreradicalchangesn the

flows, in particularit would requiretwo moremessages

and/orchangesn Fi ni shed messages.

6.7.2.SRP Yetanothemprominentproposalis the se-
cure remote passverd protocol (SRP) [36]. While it
seemghe mostefficient systemwhich reducesalsothe
risk when the sener databasés stolenit has similar
problemswith integrationasSPEKE.The protocolcan-
not be startedin flow 2 which meansthat the hand-
shale would requireanadditionalrequestesponseair.
Takinginto accountcurrentnetwork delaysandperfor
manceof todayscomputerdeadusto tradeperformance
for reducedlows.

6.7.3.What about Protocolsrelying on Server Pub-
lic Keys? Therespondesidein TLS is quite oftena
stand-alonesener capableof keepingstrongpublic key
pairs. You might wonderif this cannotbe exploited to
achieve easierandmoreefficient protocols.Indeed var-
iousprotocolg18, 17] shov how to dothisin aprovably
secureandarguably simpler manner While thesepro-
tocolsaredefinitely suitablein mary applicationghere
is onemajordrawback: The client hasto getthe proper
public key of the sener. Onesolutionis to askthe user
for confirmationof a fingerprintas suggestedn [18].
While this is definitely preferableover fixing the pub-
lic key in the softwareit is quite cumbersomedor the
user You might argue now that currentweb-bravsers
alreadymanageoot-certificate@ndaddingonemoreis
notabig deal. While thisis truethereis the problemof
key revocation. Additionally oneshouldnot ignorethe
factthatit is not too hardto trick ignorantusersin in-
stallingbogusrootkeysto their key ring: Generatsgyour
own root CA, build a fang/ web site andrequirehttps
usingcertificategelying onyour own root CA to access
it. Thelikelihoodthatsomeuserwill install this key is
ratherlarge. Evenworseyou cantell who hasinstalled
your root CA certificateif you track useraccesgo the
site andthe certificateandthenyou cantargetthatuser
for a man-in-the-middleattack. In facta similar man-
in-the-middleattackhashappenedanid-1998to a Dutch
web bankingsite. As EKE-like protocolsrely lesson

5Usingelliptic curvesfor DH-EKE seemsatherhardaswe would
have to bijectively mapthe elementonthe curve ontoarangeof Z.
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the users awarenes®f the suchinvolvedrisksthey are
clearlyamoresecureapproach.

6.7.4.0thers  Furtherprotocolswe consideredvhere
the EKE variantdueto Lucks[24] andprotocolsbased
on collisionful hash[1, 3]. However, noneof their fea-

ture could outweighthe simplicity of theintegration of

DH-EKEin TLS.

7. Conclusion

We outlined a numberof situationswhere the cur
rent cipher suitesof TLS are not completelysatisac-
tory, e.g. homebankingover the weh Securepass-
word basedauthenticatedey-exchangeprotocolscan
improve the situationandcanbe integratedinto TLS in
anefficientandnon-intrusve manner We validatedour
approachby integratingthe ciphersuiteinto a in-house
toolkit providing the completeSSL3.0protocol suite.
Due to our careful protocol designwith a relianceon
existing building blocks and the non-intrusve integra-
tion of the protocolflows we hadto adaptthe protocol
engineonly with few andsmallchangesMeasurements
of the performanceshaved that our cipher suite com-
pareswell with other cipher suites. DH-EKE outper
formed comparablecipher suitesproviding mutual au-
thenticationand perfectforward secreg by a factor of
up to two (SSL_DHE_DSS_ W TH.DES_CBC_SHA) and
wasonly slightly slawverthanthecommonlyusedcipher
suiteSSL_RSA W TH.RC4_128 _SHA.

In a modificationto the original DH-EKE protocol
we shaved further that the sessionkeys not only can
but alsoshouldbe computedn subgroupf prime or-
der: We achieve bettersecurityandasa side-efectalso
improve the performanceof DH-EKE. In line with the
securityanalysisas found in the appendixof [34] we
getreasonabl@ssurance¢hatthe securityof our proto-
colscanbefoundedon the hardnessf DDH. However,
in the light of recentdevelopmentin the formalization
of the securityof key agreemenprotocols[4, 33| it's
anopenquestionif the protocol could alsobe formally
provensecurdn thesestrongerandmorerigid models.
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Appendix: Data Structuresand Definitions

Figure 4 definesthe necessaryadditional data structuresfor the Cl i ent KeyExchange and Ser ver Key-
Exchange messages.For a standardizatiorof TLS extensionone also would have to definethe corresponding
ciphersuitecodes.Figure5 proposegossibleciphersuitesfor the DH-EKE protocolbut leavesfor obviousreasons

the codesblank.

struct{
select(KeyExchangeAlgorithm)
casedh.eke:  /* new option*/
SenerDHEKERarams params;
casediffie_hellman:
SenerDHParams params;
Signature signedparams;
casersa:
SenerRSARirams params;
Signature signedparams;
}s
} SenerKeyExchange;

struct{
SenerDHParams key_params;
SenerDHParams verifier_params;
SenerDHParamsProof proof;  /* optional*/
} SenerDHEKERarams;  /* new type*/

struct{
seed<0..216—1>;
} SenerDHPRaramsProof;  /* new type*/

struct{
select(KeyExchangeAlgorithm)
casedh.eke:  /* newoption*/
ClientDHEKERarams params;
casersa:
EncryptedPreMasterSecret;
casediffie_hellman:
ClientDiffieHellmanPublic;
} exchangekeys;
} ClientkeyExchange;

struct{
String clientldentity;
EncryptedDHRrams params;

} ClientDHEKERarams; /* newtype*/

struct{
passverd-encrypted dn.Xs<1.. 26 —-1>;
} EncryptedDHRrams; /* new addition*/

Figure 4. Adding DH-EKE/TLS to data structures of TLS.

CipherSuite TLS_DH_EKE_.DES CBC_WITH_NULL _SHA

CipherSuite TLS_DH_EKE_.RC4128 WITH_NULL _MD5

CipherSuite TLS_.DH_EKE_ DES CBC WITH_DES CBC_SHA
CipherSuite TLS_.DH_EKE_3DESEDE CBC.WITH_3DESEDE CBC_SHA
CipherSuite TLS_.DH_EKE_RC4.128 WITH_RC4.128 MD5

CipherSuite TLS_.DH_EKE_IDEA_CBC WITH_IDEA_CBC_SHA
CipherSuite TLS_DH_EKE_.RC4128 WITH_NULL _SHA

CipherSuite TLS_.DH_EKE_DES CBC_WITH_NULL _MD5

CipherSuite TLS_DH_EKE_DES CBC.WITH_DES CBC_MD5
CipherSuite TLS_.DH_EKE_3DESEDE CBC.WITH_3DESEDE CBC_MD5
CipherSuite TLS_.DH_EKE_RC4.128 WITH_RC4.128 SHA

CipherSuite TLS_DH_EKE_IDEA_CBC_WITH_IDEA_CBC_MD5
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Figure 5. Proposed Cipher Suites for DH-EKE/TLS.
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