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Abstract

This paperaddressesheidentifierowneship problem.
It doessoby usingcharacteristicsof StatisticUniqueness
and Cryptagraphic Verifiability (SUCV) of certain enti-
ties which this documentalls SUCV Identifiers and Ad-
dressesTheir characteristicsallow themto severely limit
certain classesf denial of serviceattads and hijacking
attacks. SUCVaddressesare particularly applicableto
solvethe addresownershipproblemthat hinders meda-
nismslike BindingUpdatesin Mobile IPv6.

keywords: Security Mobile IPv6, Addressownesship.

1 Intr oduction

This paper addresseghe identifier ownership prob-
lem [1] by using characteristicof StatisticUniqueness
and CryptographicVerifiability (SUCV) of certainenti-
tieswhich this documentcalls SUCV ldentifiers(SUCV
ID’s). This paperalsoproposesisingtheseSUCV char
acteristicsin relatedentitiescalled SUCV Addressesn
orderto severelylimit certainclasseof denialof service
attacksandhijacking attacks.SUCV addressesansolve
the addressownesship problemthat hindersmechanisms
like Binding Updatesn Mobile IPv6.

This paperis structuredasfollows: Section2 defines
the addressowneship problem. Section3 presentghe
notationusedthroughoutthis paper Section4 givesan
overview of our proposal.Section5 presentSUCV iden-
tifiers andaddressegndhow to generatéhem.Section6
describesucvR theprotocolthatis usedoy amobilenode
to prove owernshipof its addresseso its correspondent
nodesandto generatehe sessiorkeys. Section7 presents
anextensionto sucvPfor constrainedlevices(PDA's, sen-
sors, phones,etc.). Section8 explains how to provide
dataconfidentialityandlocationprivagy with sucvP Sec-
tion 9 presentsa securityanalysisof our proposal. Sec-
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tion 10 comparesour schemewith relatedwork. Finally
Sectionl1 concludes.

2 Problem Statement

[1] arguesthatthereis a fundamentaproblemin han-
dling operationdike Binding Updates(BU’s) in Mobile
IP for IPv6 [16], sourcerouting, etc, thatallows hoststo
modify how otherhostsroute paclketsto a certaindesti-
nation. The problemis thattheseoperationscanbe mis-
usedby roguenodesto redirecttraffic away from its le-
gitimate destination. Authenticationdoesnot solve this
problem. Evenif a nodeunequvocally identifiesitself,
this has no bearingon its rights to modify how pack-
etsto ary given addressarerouted. This is true even if
its paclets currently seemto emanatefrom the address
in question. This last point is obvious if one considers
DHCP leasedaddressedlt is imperative notto allow ary
nodeto redirecttraffic for a DHCP addresdor which it
held a valid leasepreviously. This would allow it to hi-
jack traffic meantfor the currentvalid userof the address
in question.Hence,protectionagainsthijacking of valid
addressesequirescryptographicauthorizationfor opera-
tionsthatmodify routing (BU’s, sourcerouting, etc). One
way to achiese authorizationis by shaving that the re-
guestingnodeowns the addresgor which routing infor-
mation is being altered. Quoting[1]: “Currently there
exists no specifiedmechanisnfor proving addressown-
ershipin Internet-widescale”.

3 Notation

This Sectionpresentghe notationusedthroughouthis
paper

e prf: Pseudo-randorfunction. SUCV mandateghe
useof the keyed hashfunction HMAC [23] which
producesl60bits of output. Inputkey is assumedo
alsobe 160bits.



¢ prfT: Pseudo-randorfunctionwhoseoutputis trun- The above rule constitutesthe only rule that operates

catedby takingthe T leftmostbits of the output. In by default, allowing ary othermoredangerou®peration
SUCV, HMAC-SHALis usedsoprf96, for example, only if authorizedby strongcryptographianechanisms.

would be the keyed hashfunction HMAC-SHA1-96 In the absenceof a third party, how doesa principal
[24]. prove ownershipof its identityto a peer?Noticethatusual

owner verificationrelieson a third party to provide this

e hash Cryptographichashfunction, SHA-1 [28] for function. In our proposal,the principal self-generatea

SUCV. private/publickey pair. However, it is muchmorepracti-
cal for protocolsto usefixedlengthidentifiers(represen-

e hashT Cryptographichashfunctionwhoseoutputis tationsof identities). Becauseof this, we do not usethe

truncatecby takingthe T leftmostbits of theoutput. public key itself asthe identifier Instead,the principal

o ) ) usesmaterialobtainedvia a prf of the public key asits

 SUCV Statisticaluniquenesandcryptographio/er-  jgentity (or aspartof its address)and provesits owner

ifiability, thepropertyexhibitedby theidentifiersand  ghjp by signingit with its privatekey. The recipientveri-

addressewhicharethesubjectof this study Wealso fiesthesignature and,consequentlythe ownershipof the

useSUCV to refer to the resultantmechanismasa  gentity. Theseconsiderationteadto thefollowing funda-
whole. mentalassumptiomwith respecto theabove Default Trust
Rule:
e sucvP The protocol developedhere, whoseobjec-
tivesareproof of addresownershipandsessiorkey e Default TrustRule:
generation.

Redirectoperationsareonly allowedto affectrouting

¢ sucvID 128bit identifier obtainedasthe keyed hash for entitieswhich have the SUCV property

outputof the hashof the public key, usinganimprint -
valueastheinputkey. 5 SUCV Identifiers and Addresses

In MIPv6, a nodestartsusingits homeaddressandis-
suesBU’s asit moves. HandlingtheseBU’s securelyis
theissue.lt is never evidentto the CN thatwhoeverwas
usingan addressactuallyownsit. At the very most,the
MN canprovethatat somepointit wasusingacertainad-
dressput it cannotprove ownership.lgnoringthis subtle
distinctionleadsto denial-of-servicd DOS)andhijacking
attacks.

e MN.HA. CN.BU. BAandCoA Abbreviationsof mo- Relying on ingressfiltering may limit therisk, but es-
bile node homeagent, correspondentode binding sentially the only way for a nodeto prove ownershipof

update binding acknowledgmentand care-of ad- an identifier (in the absenceof ary other centralizedor

dress respectiely, asdefinedby MIPV6 [16] glob.al.mechanism)js.for it t_o prove thatit createdthis
statisticallyuniqueseriesof bits.

e sucvHID 64 bit SUCV identifierusedinsteadof the
interfaceidentifier, and combinedwith the routing
prefix to form an autoconfiguredPv6 address[1]3
Obtainedasthe keyed hashoutputof the hashof the
public key, usinganimprint valueastheinputkey.

e MIPVv6: Mobile IPv6[16].

4 ProposalOverview 5.1 SUCV Identifiers

We assumehatwe have a network in which the nodes The ideais to useidentifiersthat have a strongcryp-

inherently distrusteachother andin which a globalor  tographicbinding with their public componentgof their
centralizedPKI (PublicKey Infrastructurepr KDC (Key  private-publickeys). This is exactly the purposethat cer

Distribution Center)is notavailable. tificateshave. Let's call them StatisticallyUnicue Cryp-
Thegoalis to arrive at somefundamentahssumptions tographically VerifiableID’s, or SUCVID’s.

abouttrust on top of which one can build someuseful Becauseof this, oncea CN obtainsinformation about

peerto-peercommunicatiorusingopportunisticsecurity oneof theseidentifiers, it hasa strongcryptographicas-
But in sucha network, is therea default rule we can  gyranceaboutwhich entity createdit. Not only that, it

follow safely?We positthisis it: knows that this identifier is owned and usedexclusively

by onenode:its peerin thecurrentexchange.
Usingidentifiersthat satisfythe SUCV conditionsout-

Redirectoperationsareallowed only with addresses  lined above, it is possibleto gain the tremendousdwan-

which aresecurerlyboundto therequestingntity. tagethat othernodescansafelybelieve the nodewhenit

e Default TrustRule:



claimsownershipof thatidentifier Hencethey cansafely
heedits redirectswhenit saysthatit is now availableat

somedifferent CoA (andlater at another). Furthermore,
youdo notrely oningresdfiltering to limit exposure.

What shouldone use: pureidentifierswith no routing
significanceor addresses?®Vith pureidentifiers,routing
information must be included somavherein the paclet.
This takesup extra spacein the packet via homeaddress
options,routingheader®r tunnelingheaders.

A major advantageto usingan addresss thatthe data
traffic neednot carry extra informationin the paclet to
guaranteg@roperdelivery by routing. Becausef thisit is
usefulto createaddressethatarebothroutableandsatisfy
the SUCV property: SUCVaddresses

5.2 SUCV Addresses

In IPv6, addressethatsatisfythe SUCV propertymay
be obtainedasfollows (asit turnsout, this is very similar
to, andwaspredatedy [4]):

e usethe top 64 bits from your routing prefix (asin

[27])

o definethe bottom64 bitsasan SUCV ID (calledthe
sucvHID). Usethese64 bits insteadof the interface
identifierin IPv6[13].

The resultant128 bit field is an identifier that is also
routable,avoiding the needfor taking extra spacein the
paclet by sendingrouting options. Notice thateven after
moving, it is possibleto reusethe sucvHID portionof the
addresawith the new network prefix at the new location.
Thusit is possibleto reusethe HID with differentCoAs.

Neverthelesshy snoopingon bindingupdatesit is pos-
sible for an attacler to learnthe original network prefix
usedby the home address. This tells an eavesdropper
wherethis homeaddresseganto be used,andto which
network it belongs potentiallyimportantinformation.

On the otherhand,if you usea pure SUCV ID (with-
out ary routing significance),thenyour pacletswill al-
ways needextra information somavhereto assurethey
areroutedproperly Eavesdroppersnay still know where
thatidentity is at any particularpointin time. Neverthe-
less thisis atangibleimprovementover alwaysincluding
avalid 64 bit prefix, asthis divulgesinformationaboutan
identity’s topologicalconnectvity or underwhat prefix a
givenidentity beganto be used(seeSection8).

5.3 Generating SUCV Identifiers and Addr esses

Identifiersandaddressefor usewith SUCV aregener
atedasfollows:

sucvID= hmac-sha-1-128(shdinprint), shal(PK))

sucvHID= hmac-sha-1-64(shaitprint), shal(PK))

Where:

e imprint: Theimprint is a 64 bit field. It couldbea
guantitythatdepend®n the MN’slocationor some-
thing createdby the MN itself (a randomvalue,for
example).Theobjectiveis to usetheimprint to limit
certaintypesof brute-forceattacks(seeSection9.1
by limiting their applicability, or by forcing interac-
tion with the MN.

e PK: Thepublickey is the DSA public key.

Note thataccordingto [13], the leftmost3 bits of the
sucvID can be usedto unequvocally distinguishthem
from IPv6 addressesAccordingly, we assumeonly 125
bits may be used.Additionally, bit 6 of the sucvHID (the
universal/local)hasto be setto zeroto indicatethat the
sucvHIDis not guaranteedio be globally unique.

6 SUCV Protocol (sucvP)Overview

Thefollowing protocol,sucvRis runbetweeraMN and
anarbitraryCN to:

e prove the Mobile host home addressand possibly
CoA ownership

e to establishan IPSecESPSA (Skey, Lifetime, SPI)
betweenthe MN andits CN thatwill be usedto se-
cureMIPv6 BUs.

As for the choiceof using AH or ESPto protectthe
binding updateswe chosethe latter, becauseave believe
thereis no addedvalue in protectingthe IP headersof
BU'’s once a security associationhas been established.
Thisandthe heateddebateon thefuture of AH corvinced
usto useESP

sucvPis functionally independenof MIPv6, andis, in
fact,aseparatgrotocol.sucvPprovidestheauthorization
for the MIPv6 BU's, but the authenticationis provided
by IPsecESP Thesearetwo separatestepswhich could
run serially For example,the sucvPstepcould be car
ried out over UDP (asour initial experimentaimplemen-
tation does) afterwhich the ESP-authenticateBU could
besent.

However for efficiengy reasonssucvPmessagemight
containMIPv6 BUs (alongwith sucvP3).

In orderfor sucvPto setupanlPsecsecurityassociation
(includingan SPI)justin time to processan ESPheader
andits encapsulate®8U, the sucvPpayloadis carriedas
an IP protocol number(currently unassigned).Further
more, it mustprecedehe ESPpayloadusedto authenti-
catethebindingupdate.

6.1 Goalsand Constraints

Thisdesignallows sucvPto satisfythesewo objecties:



¢ not affect existing IPsecimplementationsnorethan sucvP1,by choosingthosealgorithmsit wishesto
absolutelynecessary support.

In order to defendagainstsucvP1storms, a host
might use the sameDiffie-Hellman (DH) value for
a periodof time. The sucvP2containsa client puz-
zle to prevent DoS attacks[20]. Along theseline,

¢ supportefficient BU processingy reducingasmuch
aspossiblethe numberof roundtrips.

Furthermorewe assumehereis no piggybackingwith

the BU, sono furtherpayloadfollows. the CN may wish to ignorethe optional negotiation

sucvPhasbeendesignedasednthefollowing consid- of parameternitiated by the MN in sucvP1.In this

erations: casethedefaultalgorithms(seeSection6.4) mustbe
usedby bothparties.

1. the protocol shouldnot rely on a third party (i.e. a ) ) .
Whenthe MN receves sucvP2,it verifies that the

global PKI, centralkey distribution center etc), al-
thoughit coulduseoneif available

. notall nodemneedto useSUCV addressegnly those
thatwish their bindingupdatego be heededmobile
nodes)

. notall nodesneedto verify thevalidity of SUCV ad-
dressespnly thoseCN'sthatacceptaindhandlebind-
ing updatesrom MN’s (theseCN’s mustuseSUCV
as explainedbelow to safely populatetheir binding
caches)

. sucvP paclets are exchangeddirectly betweenthe
mobile nodeandits correspondentodes. They are
not routedthroughthe Home agentbecausehe mo-
bile nodemightbehomeles®rthehomeagentmight
be out of orderfor a certainperiodof time. Theim-
plicationsfor this decisionareexploredbelow.

6.2 Packet Exchanges

Theproposedgrotocolthata mobile hostusesto senda
BU toits CN is thefollowing:

e sucvP1 The MN sendsa sucvP1lmessagédjust to
initiate theexchange}o its correspondentode.This
messagecontainsa Nonce N1 This packet may
containa MIP HomeAddessOption containingthe
MN’s homeaddressThe CN might sometimesieed
the homeaddresgo decidewhetherit wantsto pur-
suethe protocolexchangeor not. Thesourceaddress
of the paclet is the MN'’s current CoA. Addition-
ally, SUCV supportsaverysimplenegotiationmech-
anismthat works as follows: Optionally, the MN
canexpressits desireto usecertainDiffie-Hellman
groups(for the ephemeraDH exchange)aswell as
algorithmsfor ESP authenticatiorand for ESP en-
cryption.

sucvP2- The CN replies with a sucvP2 mes-
sagethat containsthe following: N1, Client puz-
zle request, Diffie-Hellman value (¢¥modp), Ses-
sionKey_lifetime. The CN may respondto any op-
tional parametenegotiationincludedby the MN in

nonceNL1 is the sameaswhatwassentin sucvP1.It
thensolvesthe puzzle. At this stageof the protocol,
the MN:

1. generatesa DH value (¢°modp) and derives
from it andthe DH receved from the CN the
sessiorkeys (seeSection6.3).

2. computesskeyespautr, (the ESP sessionkey
usedto authenticatehe MIPv6 binding update
- seeSection 6.3) lifetime asthe minimum of
the lifetime valuesuggestedy the CN andits
lifetime value.

3. builds an IPSec SA. If ESPis used subse-
quentlyin the paclet to securea Binding Up-
date, the MN must use a fixed SPI assigned
from therangel to 255 (currentlyunassigned).

4. sendsa sucvP3paclet. Note thatthis message
is sentdirectly from the MN’s CoA to the CN.

sucvP3-A sucvP3messageontainsthe following
fields: Puzzlereply, Public key and imprint it has
usedto generatets HID, a Diffie-Hellmanvalue the
skey_espauth lifetime andan SPIfor the CN to use
when sendingBA’s (securedvia ESP)to the MN.
This messagenustbesignedby the MN with its pri-
vatekey (thepublickey is usedto generateheHID).

Note that this sucvP3might be followed by an ESP
headerauthenticatingan encapsulate@®U. The au-
thenticationis performedusingthe SA availablein-
line within this sucvP3paclet.

Whenthe CN recevesthe sucvP3jt first checksfor
avalid Puzzlereply. It verifiesthesignaturausingthe
includedPublickey, andthenverifiesthatthis Public
key andimprint producethesucvHID usedaspartof
thesenders addresgasperSection5.3. TheCN can
then concludethat the MN owns its the Home and
CoA addresses.

At this point, the CN makesa noteof this Publickey
andHID.

The CN canthen computethe sessionkeys (using
theephemeraDH valueasdescibedn Section6.3).



From the fixed SPI, the CN learnsthat the secu-
rity associationmaterialis all inline in sucvP3. It
proceedsto build an IPSecSA and processeshis
ESPheader In preparatiorfor subsequentESPpro-
cessingof BU'’s, it computesan SPlandsendsit in
sucvP4 After thispoint,andthanksto thisSPI,IPsec
usagerevertsto normal,i.e., future BU’s canbe se-
curedvia ESR unaccompaniethy ary inline sucvP
material.

e sucvP4-In sucvP4,the CN sendsan SPI. The MN
will usethis SPIin associatiorwith ESPin order
to authenticatesubsequenBU’s. The CN authenti-
catessucvP4with HMAC-SHA1 usingthe Session
key (Skey_sucv) derived previously. Additionally,
a CN thatusesan SUCV addressould sign sucvP4
instead.This possibilityis exploredbelow in Section
8.

A CNmayincludeaBA (bindingacknavledgement)
alongwith sucvP4 andif so,it mustuseESPfor au-

thentication. The SPIlusedis thatcommunicatedy

theMN in sucvP3Whenthe MN receiesa sucvP4,
it must make note of the SPI correspondingo the

CN.

As long asthe MN usesthe sameHID interfaceidenti-
fier for its CoA, it doesnot have to prove the CoA owner
shipandBU authenticatioris enough.

Proving the CoA ownershipcanbe very usefulto pre-
ventamalicioushostfrom bombinga victim with paclets
by usingthe victim’s addressas CoA. For example,with
“regular” Mobile IPv6, a hostcanstarta big file transfer
from asenerandthensendaBU with thevictim’saddress
asCoAtothesener. Asaresult thefile will besendo the
victim. If anhostcanprovethatit ownsits CoA, andthat
thereforeit is not usingsomeones elseaddressas CoA,
this attackcanbe avoided.

If for ary reasorthe MN configurests CoA with anew
interfaceidentifier, it mustrestartthe whole protocol se-
guence.

6.3 Deriving the SessiorKeys

We needto generatekeying materialand keys for the
SUCV protocolitself andfor usewith ESP

skeymat = pr f(hash(g*¥modp), N1|imprint)

whereNL1 is thenonceusedin sucvPlandsucvP2.

6.3.1 SUCV SessiorKey

skey_sucv = prf(skeymat, g*Ymodp| N 1|imprint|0)

Usedwith sucvP4for: authenticationandoptionallywith
sucvPYseeSection8) for bothauthenticatiorandencryp-
tion.

6.3.2 Keysfor ESP-protectedBinding Updates

skeymat_espauth =
prf(skeymat, skeysyev|g™Y | N 1|imprint|1)

Usedto authenticateBU’s unaccompaniedhy SUCV
paclets(oncesucvPis completed).

Note that whereasskey_sucv is the actualkey used
by the SUCV protocol, skeymat_espauth is keying ma-
terial usedto derive the real key for usewith ESP i.e.
skey_espauth in analgorithm-specifienanner

6.4 Default Algorithms

The following algorithms must be supportedby ary
SUCVimplementation:

e DSA [5] for signingsucvP3.

e Diffie-Hellman Oakley Group 1 [25] for the
ephemeraDiffie-Hellmanexchange.

o HMAC-SHA-1-96[24] for ESPauthentication.

e 3DES-CBC(C[26] for sucvP5andESPencryption.

7 Extensionfor Constrained Devices
In our sucvPprotocol,a MN must:
1. generatea DSA public/privatekey pair.
2. signthesucvP3message.
3. performaDH exponentiatiorto derive the Skey.

All theseoperationsarevery computatvally expensve
especiallyif theMN is aconstrainedievice (i.e. aPDA or
asensomith limited memory batteryor CPU)[3]. Ellip-
tic curvecryptographialgorithmsmightbemoreefficient
but still too expensveto executefor aconstrainedievice.

In this section,we proposean extensionto our scheme
for thistypeof contraineddevices.Ourgoalis to off-load
mostof the expensve cryptographicoperationsof a MN
to its HA. We assumahatthe MN andHA sharea secret
key, possiblyobtainedvia imprinting [7], andthatthe MN
trustsits HA.

The proposedxtensionoperatesasfollows:

1. the HA generateshe DSA keys (public and private
keys) and sendsthe public Key to the MN via the
securecchannel.



2. the SUCV id and HID is generateddy the MN it-
self by choosinga k& and computing sucvHID =
prf64(hash(publiclgy), k).

3. whena MN wantsto initiate a sucvPexchangewith
CN, it sendsa SUCYV _request messageghatcon-
tainsthe CN addressandthek value,to its HA (au-
thenticatedwith the sharedkey). The HA thenini-
tiatesa sucvPexchangewith the CN. The HA then
provesthatit knowsthe privatekey correspondingo
thepublicby signingtheexchangednessagetsucvP
hasto beslightly modifiedhere)andgeneratea ses-
sionkey, S Key usingDH algorithm.

4. TheHA thensendghe Skey tothe MN viathesecure
channel.

5. TheMN canthensendauthenticatiorBUs to the CN
usingthe SKey.

With this extensionall the expensve cryptographicmp-
erationsare offloadedto the home agentbut the session
key thatis usedto authenticatedhe MIPv6 BU (Skey)
is only known to the MN, its HA andthe CN. A mali-
cioushostthat wantsto redirecta MN's traffic needsei-
therto discoverthe HA-MN secretkey or to find a public
key/privatekey pairandak’ suchthat

sucvHID = prf64(hash(public), k')

Both arevery difficult to achiere.

8 Privacy Considerations

A normal sucvPexchangeconsistsof sucvP1through
sucvP3anda subsequergucvP4authenticatedisingthe
sessiorkey. Thisbasicprotocoldoesnotallow ary hijack-
ing attackssoit alreadyfulfills the securityrequirements
for protectingBU’s in MIPv6 asdefinedby the Mobile IP
working group[17].

8.1 Support for Random Addr esse$27]

A first concernregardingprivacy is how to userandom
addresseasdefinedn RFC304127] in amobileerviron-
ment. Theissuehereis that,whereagtheseaddressehide
anodes permanentdentifier(perhapglerivedfrom IEEE
addresses)}he node cannotprove addressownershipof
themsoit cannotsafelysendbindingupdatesThismeans
thatanMN cannotuseRFC304laddressewith routeop-
timization. SUCV addressesre indistinguishablefrom
thosedefinedin RFC3041,with the addedbenefitthat
an MN canusethemin a route optimizedfashion. The
basicsucvPoutlinedabove in Section6 alreadyhandles
this case.The only consideratioris thatnodesinterested
in being anorymousmay want to useephemeal SUCV

identifiers(asopposedo morepermanenbr longerlived
SUCV ID’s)for this purpose.

Furthermore,if nodeswish to have higher protection
againstattaclersthanwhatis afforded by 63 bits in the
sucvAddr they canuseansucvID.Theprotocolexchange
is the same but sincean sucviIDis a pureidentifier with-
outary routinginformation,the MN is restrictedto being
aclient. Of courseasshavn belaw, routing information
mustbeincludedsomavherein the paclet, via homead-
dressoptionsandroutingheadergalternatvely, tunneling
headerzouldbeusedaswell).

8.2 Support for Confidentiality
8.2.1 Confidentiality

If confidentialityis aconcernthereis the possibilityof an
intruderin the middle gaining knowledgeof the session
keys, asexplainedin Section9. In fact,sucvPpreventsan
intruderfrom impersonatinga Mobile nodebut not from
impersonatinga correspondenhode. As a result,a MN
might think thatit is talking with its CN whereast is ac-
tually talking with anintruder The MN maywishto make
sureit isindeedtalkingto agivenCN whoseaddres# has
previously obtained(via, for example,a DNS searchpr a
preconfiguredist). If in additionto the MN, the CN also
usesan SUCV addresshis problemcanbeprevented.We
suggesthata CN usesa SUCV addressvhen confiden-
tiality is anissueandthatthe CN signssucvP4to prove
its addresswnership.By doingso,bothMN andCN have
theassurancéhatthey aretalkingto eachotherandnotto
anintrudet

8.2.2 Location Privacy
In Mobile IPv6:

e eachpaclet (BU and data)sentby a MN contains
a HomeAddresption that revealsthe MN's home
address.

e eachpaclet sentto a MN containsa routing header
with the MN’s homeaddress.

As aresultit is very easyfor ary hostin the network to
track the location of a MN by snoopingits paclets. If
locationprivacy is anissue,a MN canusean ephemeral
homeaddressucvAD D Rppen insteadof its actualone
andonly revealits actualhomeaddressucvADDRto its
CN (see [15] for more details). Packets (BU and data)
sentover the network then usethe ephemerahome ad-
dresssucvADDR phem -

This privagy extensioncan actually be appliedto our
proposal. The MN will needan ephemeralSUCV iden-
tity sucvlDephem, and defer revealingits more perma-
nentSUCV identity sucviD afterthe CN hasprovenown-



ershipof its addressThisis accomplishedoughlyvia the
following extendedprotocolsequence:

e sucvP1l:asusual

e sucvP2:the CN addsa bit to adwertiseits SUCV ca-
pabilities

e sucvP3: the MN proves ownership of its
sucVADDRcppem (derived from an ephemeral
public-private key. At this point, the MN derives
sessiorkeys but is not yet sureit sharingthemwith
theCN itself.

e sucvP4:the CN provesownershipof its SUCV ad-
dresdy signingsucvP4with its privatekey, atwhich
pointthe MN knows the sessiorkeys have not been
compromisedy anintermediary

e sucvP5:the MN useghesessiorkey obtainedabove
to sendan encryptedpayload revealing its actual
SUCV Home AddresssucvADDR. sucvP5mustbe
signedwith thekey usedto generatghe sucvADDR
in orderto proveits ownership.

Noticethatif the MN wishesto usethe strongemode,
it cando so by using an sucvIDpperm andsucviD in-
steadof sucvADDRppem and sucvAddr respectiely.
As in thediscussiorabove, this providesfor moreprotec-
tion againsfattaclers,with theprovisothatthe MN is now
limited to beingaclient. Thatis, it mustinitiate communi-
cationwith the CN, becausét is now usingnon-routable
entities(SUCV ID’ s versusSUCV Addresses).

9 Security Analysis
9.1 HashID SizeConsiderations

In SUCV addressesineof thelower 64 bits is resered
asthe local/uniersalbit (the u bit), so only 63 bits are
actuallyusableasahash.

Supposehe hashfunction producesan n-bit long out-
put. If we aretrying to find someinput which will pro-
ducesometarget outputvaluey, thensinceeachoutput
is equallylikely we expectto have to try 2(»~1) possible
inputvalueson average.

On the other hand, if we are worried aboutnaturally
ocurring SUCV addresgduplications,then by the birth-
day paradoxwe would expectthataftertrying 1.2 x 2™ /2
possiblenput valueswe would have a 50% probability of
collision[8].

Soif n = 63, you needa populationof 1.2 x 2315 j.e.
3.64%10° nodeson averagebeforeary two producedupli-
cateaddressesThis is acceptableespeciallyif you con-
siderthat this collision is actually harmfull only if the 2
hosts(that collide) are in the samesite (i.e. they have

the sameb4 bit prefix), andhave the samecorrespondent
nodes. This is very unlikely. Additionally, assuminghe
collision is not deliberatethe duplicateaddressletection
(DAD) will detectit.

If anattacler wishesto impersonate givenSUCYV ad-
dress,jt mustattempt2%? (i.e. approximatelyd.8 x 10'8)
tries to find a public key that hashego this SUCV ad-
dress If theattaclercando 1 million hashegpersecondt
will need142,235years.If theattacler canhashl billion
hashepersecondt will still needl42years.

If we useSUCV Addressesas suggestedn RFC3041
(perhapgenaving themasoftenasonceevery 24 hours),
an attacler would then have to to hash 5.3 % 10'3
hashes/seconid orderto beableto find a public key that
hashedo the sucvHID of agivenhost.

Note thatthe previous analysisonly considerghe cost
of computingthe hashof the public key. Additionally, an
attacler mustalso generatea valid (public, private) key
pair. Thisis asignificantlymoreexpensve operation.

Thiswouldstill leave openthepossibilityof brute-force
attackg19]. In thisscenarioabadguyBG couldgenerate
a hugetable of PK’s andtheir correspondindHID’s, as-
sumingary fixedimprint. It couldthenlook for matching
real IP addressesBy doing soit would identify a victim
for ahijackingattack.BG cansendaBU to any CN with-
outabindingentryfor thevictim's addresgfor example,
by targettingnon-mobilefixed hostsasvictims).

In general,such attacksare possiblewith hashfunc-
tions, but not with keyedhashfunctionsbecausehey re-
quire interactingwith the legitimateuser[9]. Noticethat
normalusageof keyed hashfunctionsrequiresanauthen-
ticatedsecretwhichwe donothave. Neverthelessye can
still limit exposureby creatingthe HID (or ID) using(in
additionto the Publickey) somekey or known statethatis
establishedn advanceof the sucvPinteractionitself, and
which will forceinteractionwith theMN. Thisis therole
of theimprint, sentby the MN to the CN in sucvP Since
theimprint is not authenticatedhe CN couldverify it in-
dependenthyof sucvR perhapshy checkingdirectly with
theMN by routingit via theHA. True,theimprintis nota
secrefasexpectedor HMAC use,but it senesto severely
limit which entitiescanlaunchtheattackto only thoseen-
tities with this priviledgedlocation,andwithin this time
period. As anothempossibility, theimprint mayinsteadbe
a quantitywhichthe CN knows aboutthe MN, andwhich
the CN canverify independentlyusinga separatesubsys-
tem (DNS, routing fabric, etc). In this case the attackis
limited to only thosenodesfor which the imprint is also
avalid quantity Tying the HID in this mannemay have
undesirableeonsequencewith regardsto privacy andlo-
cationindependencéor examplehomeles®peration).

Alternatively, onecould alwaysusesucvID’s (in which
casethe brute-forceattackswould be nearlyimpossible).



Evenfor HID’s, actually carryingout suchbrute-force
attacksremainhighly unlikely in practice,andwe claim
our schemaemainssecureavenwithout requiringany of
theabove countermeasures.

9.2 Keysizeconsiderations

Thereare threeways that an attacler could breakthe
MIPv6 securityprotocolpresentedh the paper:

1. If anattaclerfind a DSA public/privatekey pairthat
hashego the MN's sucvID, it canrun a sucvPex-
changewith aCN andimpersonate¢he MN. Thiscan
beachievedby abruteforceattack.Theattaclertries
severalpublickeysasinputto the hashfunctionused
to generatehe sucvID. The difficulty of this attack
depend=n the size of the sucvID andis at leastas
hardasbreakingasymmetrickey algorithmthatuses
the samekey sizeasthe sucviD size(actuallythisis
moredifficult becausehe attacler mustalsogener
atevalid public/privatekey pairsbeforeperforming
the hashfunction).

2. If anattacler canfind the public/privatekey pairthat
is usedto generatethe sucvid and sign sucvP3,an
attacler canimpersonatea MN in sucvP Breakinga
DSA systemdepend®n the DSA modulusandsub-

group.

3. If anattaclercanretrievethegeneratedessiorkey it
cansendfake BU’s on behalfof the MN andredirect
its traffic. An attacler hastwo waysof retrieving the
sessiorkey: (1) generatat from the DH valuesex-
changedetweertheMN andtheCN, or (2) perform
a brute-forceattack on the sessionkey itself. The
difficulty of theseattacksdependespectiely onthe
DH modulussizeandthe sessiorKey size.

A security systemis consistentif all the components
of the securitychainprovide the samesecuritylevelsand
noneof themis aweaklink.

Most of the security parametersisedin our proposal
(DH modulussize,Sessiorkey size,DSA subgroup)can
beadjusted.Theonly fixedparameteis the SUCV identi-
fieritself. It is either63 bitslong (i.e. we useansucvHID)
or 125hitslong (if usingansucviDitself).

If we usesucvHID’s, the securityof our proposalde-
pendson these63 bits. Accordingly, the symmetrickey
strengthshouldnotbeless,notwould we gainmuchby it
beingsignificantlystronger In light of [6], Oakley group
1 is aboutenoughfor this application(althoughthereare
othermoreconsenrative views[14]).

However, if we usesuvclD’s,we will needasymmetric
key strengthof almost128 bits (125 bits) of outputfrom
our prf. Notice that 96 bits symmetrickeys aregenerally

consideredafefor anothe20yearsor so. However, if we
wantto keepup with the strengthaffordedby the sucviD
itself, we would needto use other MODP groups[18].
For example,MODP group5 with exponentsof 1563bits
shouldbeenoughto derive 90 bit symmetrickeys. MODP
group6 with 2048bits shouldbe usedto producel00 bit
symmetrickeys.

9.3 Intruder -in-the-middle attacks

As describedn Section6, a mobile nodeandits corre-
spondentodederive a shared'symetric)key to authenti-
catethe MIPv6 Binding updatesentby the MN.

The MN andits CN derive the sharedkey usingDiffie-
Hellmanalgorithm.

e The CN choosesa random secrety and sends
g¥modp to theMN (in theDH valuefield of sucvP2)

e The MN choosesa random secretx and sends
g®modp toits CN (in the DH valuefield sucvP3)

The sessiorkey sharedby the MN andits CN is thena
hashdigestof g*¥modp (g and p areknown by the MN
andCN).

9.3.1 Summary of the Attack

Diffie Hellmanis know to bevulnerableo theintruder-in-
the-middleattackon un-authenticate®H key agreement:
CN -->g"y-->Intruder-->g"y_i-->MN
CN<--g"x_i-->Intruder<--g"x<--MN

Theintruderinterceptgy? sentby the CN andsendsy¥:
totheMN. Theintruderalsointercepty” sentby theMN
andsendsg®i to the CN. As aresult,MN shareshe key
g®¥ with theintruder (it actuallythinksthatit is sharing
thiskey with its CN). TheCN shareshekey g*¥ with the
intruder (it actuallythinksthatit is sharingthis key with
the MN). The Intrudercanthenimpersonatehe MN and
theCN.

In our protocol, the MN signs sucvP3(with contains
g®). As aresult,theintrudercannot modify nor replace
this messageThis only thing thattheintrudercoulddois
thefollowing attack:

sucvP1l: CN<--HID’-->Intruder<--HID<--MN
sucvP2: CN-->g°y-->Intruder-->g"yi-->MN
sucvP3: CN<--g“xi-->Intruder<--g"x<--MN

In sucvP1,MN sendsits HID by virtue of sending
from its addresgthe HID is justthe bottom®64 bits in the
address)Theintrudercouldreplacethis HID by another
value,say H I D;, without affecting returnroutability, as
long asthe prefix remainsthe same. In sucvP2,the CN
sendsits DH value g¥, which is replacedby the intruder
for g¥%. In sucvP3the MN sendsits g*. Noticethatthe
intrudercanreplaceit by anotherg® aslong asthis g7 is
usedto createH I D;.



9.3.2 Risks

Thekeys createdarederivedfrom: ¢g*¥: (betweerthe MN
andthe intruder)and g¥*: (betweenthe intruderandthe
CN).

Sotheintrudercannotpassitself off asMN (assuming
it is computationallyunfeasibleto find anotherprivate-
public pairthatgenerateshe sameHID). It can,however,
passitself off as M N;, wherethis is the addresformed
from HID;. This meanghatit is not possiblefor anin-
truderto hijack an existing communicatiorbetweenViN
andCN. Butif theintruderis presenattheverybeginning
of the communicationandif it sits on the pathit could
supplantMN. In so doing it could obtain knowledge of
ary sessiorkeys derivedfor this communication.

If thesessiorsupportedncryptiontheendpointsnight
beledto believein theprivagy of theircorversationpbliv-
iousto the factthatthe intrudercould snoop. For exam-
ple, supposeanMN establishen sucvPsessiorwith an
CN. Subsequentlyand usingthis optimizedpath,an ap-
plication (for exampletelnet) started. If a securitypol-
icy databaseequiredall suchapplicationtraffic to been-
crypted,a misconfiguredsystemmight leveragethe exist-
ing sucvPsessiorand use ESPfor confidentiality This
would resultin theintermediarybeingprivy to all the ap-
plicationtraffic.

Becaus®f this, sucvPsessiorkeys mustnotbeusedfor
arnything morethansecuringBU’s. In otherwords,IPsec
traffic selectorsn the SPDmustlimit useof SA'sobtained
via sucvPfor the solepurposeof securingBU’s. In order
to avoid ary potentialmisapplicationof theseSAs BU’s
mustnot be piggybacled.

Not heedingthe above guidelinesmay result in the
aforementionedsnoopingattack. Neverthelessthe at-
tacker would have to remainon the path forever. This
interceptionis possiblebecausef the non-authenticated
nature of the example. Of course,if the exchangeis
authenticated,perhapsas contemplatedby default by
HIP [10, 11, 12], thiswould not be possible.Evenif this
interceptionis possibleoncetheintruderceaseso beon
the pathbetweenMN and CN thereis nothingfurther it
cando. In otherwords,the useof unauthenticateUCV
entitiesdoesnot addary risk to thosethatcurrentlyexist.
Evenunauthenticate@UCYV, eliminatesthe possibility of
on the pathredirectionof traffic. Noticethatwith current
MIPv6, “off the path” (aswell as“on the path”) redirec-
tion of traffic is possible.

In somecaseaMN mightrequesto its CN to acknawl-
edgethereceptionof the BU. Theintrudercould actually
fool theMN by sendinganacknavledgementvith the CN
addressassourceaddresgnotethattheintrudercouldalso
authenticatehis acknavlegementsinceit knows the key
usedby the MN, ¢*¥). This might confusethe MN that
hasrecevedanacknavledgemenbut keepsreceving the

paclets from the CN via its home agent(note that the
sameproblemexists alsowill currentMobile IPv6 speci-
fication)!

Onesolutionto theseproblemss for thethe CN to use
an SUCV addressandto sign sucvP2(the messagéehat
containsthe DH value). Then, the intruder will not be
ableto substituteg? by g¥:.

Of course,the intruder can hinder successfucomple-
tion of the SUCYV protocol,thuspreventingthe CN from
heedinghe MN’sBU usingrouteoptimizationto theMN.
In effect, this is a denial-of-serviceattack againstroute
optimization,andit leadsto servicedegradationnot dis-
ruption.

The previous securityanalysisshows that the protocol
describedn Section6 preventsary intrudersfrom redi-
rectingthe traffic addressedo a mobile hosts homead-
dressand consequentlyprovides the minimal Mobile 1P
securityrequiremeng17].

9.3.3 Why not Route sucvP2 Through the Home
Agent?

What, if we assumesucvPlwas carried with a home
addressoption, and then sucvP2travelled via the home
agent. At this point, the homeagentcan checkthat the
validity of this M N; (correspondingo HID;), its cur
rent care-ofaddressetc. In this case,noneof the above
snoopingwould be possible. In orderto further mitigate
the sucvP2paclet from being redirected,the MN must
checkuponits receptionthat it was senttunneledby its
homeagent.Homeaddres®ptionscanbe misusedo set
up distributeddenialof serviceattackswherebytheseop-
tions are sentto numeroushostspromptingthemall to
responado the sameaddress.Evenif CN’s exercisecau-
tion whensendingheir sucvP2pacletsasinstructedvia a
homeaddresoption, the natureof DDoS attacksis such
thatany givenCN maynotsendmorethanafew sucvP25
to the samehomeaddresgegion (sameprefix), the col-
lection of thousand®of suchresponsesnay be sufficient
to clog atargetnetwork.

The above analysisshows the pro’s and consof using
the homeaddressoption. Notice thatfor our purposeof
authenticatind3U’s we do not needto resortto the heary
requiremenbf routingsucvP2viatheHA. SUCV paclets
areexchangedlirectly betweerthe MN andthe CN.

9.4 Denial-of-Sewice Attacks

Denial-of-servicd DOS) attacksthat exhausta hostre-
source(memory and computionalresources)s a major
securitythreaton theInternet.In the sectionwe studythe
behaiors of the protocoldescribedn Section6 against
DoSattacks.

e sucvP1storm: Malicious hosts,could try to attack



a host, by sendinga stormof sucvP1messagesWe
preventthis potentialattackasfollows:

1. whenreceving asucvPlahostdoesnotcreate
ary stateandreplieswith a constantmessage
(sucvP2)xhatcontainsaclient puzzle[20].

2. An hostonly createsstateif it receivesa valid
puzzlereplyto its puzzlereques(in sucvP3).

e sucvP2storm: Malicious hostcould try to attacka
hostby sendinga storm of sucvP2messages.We
preventthis attackby insertinga nonce,N1, in the
sucvP1.If ahostrecevesasucvP2with anonceN1
thatis not equalto thenonceN1 thatit hassetin the
initial sucvP1this sucvP2mustberejected.

Note that anintruder (betweenthe MN andits CN)
couldinterceptthe sucvPlandreply to the MN with
a fake sucvP2containinga valid N1 and an inten-
tionally difficult puzzlerequestThe MN would then
spenda lot of CPU and power computingthe puz-
zle reply. This attackcanbe avoidedif the MN had
a meanto authenticateahe addresaisedby its CN.
One solutionis that the CN usesa SUCV address
andsignssucvP2.

Insteadof this heary alternatve, we suggestthat a
MN simply rejectarny sucvPZmessagethatcontain
an overly complex client puzzlerequestOf course,
theMN itself defineghe complexity thresholdof the
puzzlerequestsa functionof its processingower.

As aresult,the attackthat consistsof sendingcom-
plex puzzleg(in sucvP2}o aMN, in orderto exhaust
its computingresourceswill not be sucessfulbe-
causeheMN will dropthesucvP2.TheMN service
will be degraded(becauséts incoming paclketswill
then be routedthroughits homeagent)but not dis-
rupted.

e sucvP3storm: Malicious hostscouldtry to attacka
hostby sendinga storm of sucvP3messages.We
preventthis attackby usinga client puzzle. A host
acceptsa sucvP3messagenly after verifying that
thepuzzlereply (containedn the sucvP3)s valid.

10 RelatedWork

CAM [4] presents solutionto theMobile IPv6 security
problemthatis verysimilarto our proposal Whenwefirst
submittedour work to the IETF in April 2001, we were
unavareof thiswork. CAM alsouseslPv6 addressede-
rivedfrom cryptographideysto solvethe MIPv6 address
ownershipproblem. The maindifferenceetweenCAM
andSUCV are:

e CAM reliesonsignatureso authenticatdindingup-
dates.In SUCV, asignaturds only usedby thesucvP
protocolto prove addresowernship. A sessiorkey
is derived betweenthe MN andits CN, after which
thebindingupdatesareauthenticatedisinglPsec.

e CAM requiresthatthe CN andMN have a synchro-
nizedclock to protectagainsteplayattacks.We be-
lieve that this is a strongassumptiorthat is not al-
ways practical. SUCV usesa puzzlemechanismnto
protectagainstsuchattacks.

e CAM only uses addressegderived from crypto-
graphickeys. In addition, SUCV definesthe con-
ceptof an SUCYV identifier thatis longer (128 bits)
andthereforemoresecure.As explainedpreviously,
an SUCYV identifier may be usedas a non-routable
Home Addresswhen the mobile nodeis the client
(i.e. whenit initiatesthe communication).

¢ |n additionto proposingamechanisnto solvethead-
dressownershipproblem,SUCYV alsoprovidespro-
vide dataandlocationprivagy.

¢ Digital signaturesirevery expensie operationghat
cannot be performedon small mobile devicessuch
asPDA or sensorsSUCV proposesnextensionfor
constrainedlevicesthatoff-load all of the expensve
computationgsignaturePH exponentiatiorandses-
sion key generation}o the homeagent,while still
providing end-to-endsecurity(seesection?).

e CAM uses a hashto derive what we call the
sucvHID.We usea prf-basednechanism.

The BAKE proposal2] presents solutionto the Mo-
bile IPv6 securityandkey distribution problems . As com-
paredto SUCV, BAKE is lighterin termsof computational
overhead put wealer security-wise.In fact, BAKE only
requiresafew hashoperationsut is subjectto man-in-the
middle attackswhenthe attacler residesalongthe rout-
ing pathbetweerthe CN andthe MN’s homeagent.The
BAKE protocolusesthreemessages.The first oneis a
triggersentby theMN. TheCN replieswith asecondnes-
sagethatcontainsa cryptographidoken. This messagés
sentto theMN viaits HA. Uponreceptionof themessage,
the MN sendsathird messagéo the CN thatcontainsan-
othercryptographicoken. The generatedkey is derived
from thetwo tokens.As aresult,only anintruderthatcan
hearmessage& and3 could reconstructhe sessiorkey.
Also, sincemessage is sentvia thehomeagentthe CN
hasreasonablassurancthatthehomeaddres$elonggo
the MN. Although BAKE hasits benefitswe believe that
it is not secureenoughto be adopted.An intruderthatis
closeto the CN (on the samewirelesslink, for example)
canhearall threemessageandbe a potentialattacler.



11 Conclusion

We proposea protocolfor a mobile nodeto prove the
ownershipof its addresseandto authenticateahe bind-
ing updatethatit sendgo its CN. This protocolwasmade
partof Mobile IPv6 for deploymentreasonsHoweverthe
addresownershipproblemis more generalthan Mobile
IPv6 andotherprotocolsandapplicationsmight needthis
functionality The sucvPprotocol, in fact, canbe used
by all protocolsandapplicationsabore it. Communicat-
ing hostscanuseit to prove to eachotherthatthey own
theirrespectreaddressesT hey canfurtheruseit to derive
sharedkeys that canbe usedby the hosts’ protocolsand
applications. This protocol provides mutual ownership
proof (i.e. provesthe addressownershipof both hosts)
and/orunilateralownershipproof (i.e. provesonly thead-
dressownershipof oneof the hosts).
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Appendix: Implementation Considerations

This sectionpresentsomeof the designchoicesmade
in our sucvPprototypeimplementation.

sucvPis implementate@dsauserprocesshatusedJDP
to exchangesucvPmessagesThis processisesOpenSSL
library (underthe FreeBSDOS)for all the cryptographic
functions(hash,signaturesDH exponentiationgtc).

This sectiondescribeshe puzzle mechanisnmthat we
used, the digital signatureimplementation,the Session
key generatiorandthe pacletformats.

Puzzleimplementation

sucvP makes use of puzzleto protectit againstDoS
attacks. The puzzlethat we implementeds the onede-
scribedin [20] . In the proposedschemethe sener peri-
odically generates nonce,N s, andsendst to the client
with thetargetvalue,Y, andthe numberof bits to match.

To solwe the puzzle, the client generatesa random
nonce,Nc andsolves X from the following equationby
bruteforce.

hash(Ns,N¢,X) =Y

Thesenercandecidethedifficulty level k of thepuzzle
by settingthek first bitsof Y to 0. Thedifficulty level can
be increaseddy decreasing: (i.e. the client will hasto
try more value to matchthe correspondingv’). If k£ =
0, no work is required,the puzzleis simply a cookie. If

k = 128, theclient mustreversethe entirehashfunction,
whichis computionallyvery difficult.

This puzzlemechanisnis well suitedto sucvPbecause
thesener (i.e. the CN in our case)usesthe sameN s for
all the sucvP1messaged receveswithin a given period
of time andthereforedoesnothaveto keepastateperpuz-
zle sent. The sener changeshevalueof Ns periodically
to limit the time clientshave for precomputingsolutions.
We use SH A1 asthe hashfunctionin our implementa-
tion.

Theformatof thepuzzlerequesis thefollowing: a N's
field (4 bytes),a k field (4 bytes),aY field (20 bytes).

The format of the puzzlereply (usedin sucvP3)is: a
Ns field (4 bytes),a N¢ field (4 bytes)anda X field (20
bytes).

SessiorK ey generation

sucvPgeneratea Sessiorkey betweerthe MN andthe
CN, Skey, thatis usedto authenticated/1Pv6 BU.
Skey is derivedusingthe Diffie-Hellmanalgorithm:

e The CN choosesa random secrety and sends
gYmodp totheMN (in theDH valuefield of sucvP?2).

e The MN choosesa random secretx and sends
g®modp toits CN (in the DH valuefield sucvP3)

According to [21], the resultof a DH exchange,de-
noted g*Ymodp, asa direct key to cryptographicalgo-
rithms shouldbe avoided. Whenerer possiblefirst hash
this valueandthenusethe hashedvalueasa key to a prf
for deriving furtherkeys. This hasthe effectof notrelying
on the securityof eachindependenbit in g®¥ but rather
onthe“overall cryptographientropy” presenin g*¥.

As aresult,the Skey in sucvPis generatedisfollows:
SKey = prf(hash(g®¥modp), N1), whereNL1 is the
nonceusedin sucvPlandsucvP2.

Our implementationrusesHMAC-SHA1-96as prf and
SHA-1 ashashfunction.

Ourimplementatiordefault groupis Oakley groupl. P
is fixedto 2768 — 2704 _ 1 4 264 4 [2638 1] 4 149686, its
sizeis 768 bits andg is setto 2 (sinceP andg arefixed
they do not have to be sentin sucvP2and sucvP3). As
aresultonly g®*modp and g¥modp have to sentover the
network. Thesevaluesare768bits long.

Notethatthegeneratiorof asessiorkey is notsufficient
to authenticatehe MIPv6 BU. A lifetime anda SPI (i.e.
a Securityassociationhave to be associatedvith it. In
our scheme the Skey lifetime is the minimum value of
thelifetime valuesuggestedby the MN andthe CN.

Signature implementation

Our sucvPimplementatioruseshe DSA [5] OpenSSL
routinesto signthe sucvP3message.



In DSA, a messageM’s signatureis defined by r
and s, suchthat: » = (g*modp)modq and s =
k=Y (SHA1(M) + zr))modq, whereg, k, p, ¢ andz are
definedin FIPS186 (notethatthe public key is y andthe
privatekey is ).

The signature(r and s) is thentransmittedalongwith
the messagéo theverifier. Thepublic parameters, g, g,
andy mustalsobe madeavailableto theverifier.

Notethataccordingto FIPS186,r, s andq are160bit
longandp, q, g, y are64 + 8 x t byteslong. A signature
format asusedin sucvP3containsthe following field: a
typefield (8 bits), alenghtfield (32 bits) thatcontainsthe
lenghtof the whole signaturemessagén bytes,a r field
(160bits), a s field (160bits), a g field (160bits), at field
(8 bits), ap field (64 + 8 x t bytes),aq field (64 + 8 x ¢
bytes),ag field (64 + 8 x ¢ bytes),anday field (64 + 8 x ¢
bytes).

Themessageerificationis thenperformedasdescribed
in FIPS186.
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