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Abstract

In this paperwe presentprotocolsfor distributed certified e-mail,
which useencryptionto ensue both confidentialityand fairness. As
with otherprotocolsfor certifiede-mail,ours achievefairnessby plac-
ing trust on an external entity referredto asthe TrustedThird Party
(TTP). The TTP can becomea bottlenek, however, and we explore
scenarioghat supporta distributed TTR in the context of both off-line
and online protocols. With several serves dividing the TTP respon-
sibilities, the level of confidenceplacedin individual serves can be
reducedvithoutcompomisingthe TTP’s overall trust.
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1 Intr oduction

Considerablyvaluable data - commercial, medical,
educationahndscientific- is todaystoredin electronic
formatin computerdatabasesThe commercialization
of this information,aswell asotherelectronicitemsof
intrinsic value- suchassoftwarecode,for instance via
internets(or the Internet)is a developmenbf greateco-
nomicalandtechnologicaimpact, allowing companies
to operatewith greaterefficiency andincreasehevalue
of their productsandfacilitating fasterdevelopmentof
medicalandscientificinnovations.Thefactthatthisin-
formationis intrinsically valuablethenhasimplications
asto how it mustbetransmittecbr exchangedIn thereal
world, whenwe purchasesomethingareceiptis issued
simultaneouslywith our receving the product. Several
protocolshave beendevised which theoreticallyallow
simultaneougxchangeof electronicitemsbetweentwo
computers.However, mostof them demandtoo much
computationapower and/orcommunicatiorbandwidth
to be implemented. The lack of simultaneityin elec-
tronic transactionscreatesan issueinvolving fairness:
If the purchaseissuesthe receiptbeforeobtainingthe
producthe may be deniedthat productlater on, while
chaged neverthelessfor it. Symmetrically the pur
chasemay refuseto pay for a productit hasreceved
beforeissuinga receipt,claiming that thereis no proof

he/sheever purchaseduchanitem. Thus,if two mutu-
ally untrustedpartieswish to engagen an exchangeof
anelectronicitemfor its receiptthey will needto follow
a seriesof protocolstepsthatmake it impossible- or at
leasttoo hardor expensve - to misbhehae.

One exampleof fair exchangeserviceis certified e-
mail delivery, in which the recipientgetsthe mail con-
tentif andonly if themail originatorrecevesa proof-of-
receiptfrom therecipient. Theproof-of-receipis gener
ally a signaturethatcanbe usedto tracethe transaction
andcertifiesthe mail content.Thisis differentfrom the
traditional certified mail protocol operatedby the U.S.
PostalService,wherethe recipients signatureis only
a proof that “the recipienthasindeedreceivedan item
from the sender”. In particular thereis no guarantee
thata specificmail contentwassent.Only dateof trans-
missionandpersonsnvolvedarecertified.

Online protocolsemploy a trustedthird party (TTP)
which actsasadelivery channel Both partiessendtheir
itemsto the TTP which checksfor their integrity, en-
suresthe validity andfairnessof the exchangeandfor-
wardstheitemsto theintendedrecevers. In this paper
we presentgfficient certifiede-mail protocolsthatmake
useof a trustedthird party but in a optimisticway; i.e.,
the TTP is involved only in caseof dispute,which is
expectedto bearareevent.

We explorenew trustmodelsby distributingthe TTP’s
role to several entitieshaving differentlevels of trust.
We, finally, describehybrid protocolsthat combinethe
strengthsof both optimistic and online approacheand
a coresystemthatimplementghem. Our protocolscan
be easily extendedand employed to exchangegeneric
electronicitems.

2 Digital certified e-mail

A certified e-mail serviceshouldthereforeusecryp-
tographictools to provide proof that a particularmes-
sagewasdeliveredbetweertwo partiesatacertaintime.
Moreover, we desirecertified e-mail schemeghat are
fast, fair, and simple. We believe that such schemes
shouldminimally provide:



e Fairness: No party shouldbe ableto interruptor
corruptthe protocolto force an outcometo his/her
adwantageln ary instanceof theprotocol,it should
terminatewith eitherparty having obtainedthe de-
sired information, or with neither one acquiring
anything useful.

e Monotonicity: Eachexchangeof informationdur-
ing theprotocolshouldaddvalidity to thefinal out-
come. Thatis, the protocolshouldnot requirearny
messages;ertificates,or signaturego be revoked
to guaranteea properterminationof the protocol.
This is important,becauseéf revocationin needed
to ensurdairnessthentheverificationof thevalid-
ity of the protocol outcomebecomes bottleneck
asit requiresT TP’s active participation.

e TTP invisibility: A TTP is visible if the endre-
sult of anexchangemalkesit obviousthatthe TTP
participatecduringthe protocol.

¢ Non-repudiation of receipt: The recipientof the
messagshouldnotbeableto dery having received
themessagé indeedthe messagevasdelivered.

¢ Non-repudiation of origin: Thesendeshouldnot
beableto dery having sentthe message.

e Confidentiality: In casethe exchangeis deemed
confidential,the protocol should not needto dis-
closethe messageontentsto any otherparty ex-
ceptfor senderandrecipient. In particular other
trustedor semi-trustecpartiesactingasintermedi-
ariesshouldnot be able to readthe contentsof a
confidentiale-mail.

¢ Realistictrust models: Thetrustmodelshouldbe
basedon realisticassumptionshe usersare com-
fortable with. A systemthat placeslesstrustin
outsidepartiesis morelikely to beaccepted.

e Efficiency: The protocol should not involve ex-
cessve computationabr communicationcosts. It

shouldletitselfto reasonablyastimplementations.

e Timeliness: Roughly speaking,timelinessguar
anteesthat both partieswill achieve their desired
itemsin the exchangewithin finite time or that at
leastone party hasthe ability to decideto abort
the normal operationof the protocol and adopta
schemdor protocolresolutionthatcanbeexecuted
in afinite, eventuallyshort,periodof time.

We stresghe pointthata certifiede-mail systemmust
assureconfidentiality Most of the protocolsfor fair ex-
changeof electronicitems proposedso far do not pro-
vide ary level of confidentiality in the sensethat they

allow a TTP (which is neededasanarbitratorto ensure
fairness}o seethe contentsof the exchange at leastin
the exceptionalcasesn which thereis a disputeandac-
tive arbitrationby the third party is needed.While our
protocolalsorequiresthe existenceof a trustedarbitra-
tor, the arbitrationcan be performedwithout violating
the confidentialityof theexchange Indeed,e-mailmes-
sagescan be certified without revealing their contents
to third parties. Suchconfidentialitycould actuallyim-
provetheusageof acommerciakertifiede-mailservice,
asusersmight wish that privateinformationnot be uti-
lized by third partiesfor commercialor otherpurposes.
This desirewould evenbetruefor a third partythatis a
major corporationwhich peopletrustto performtrans-
mission,storagepr disputeresolution put donottrustto
keepconfidentialinformationprivate. In fact, suchde-
siresareevenwritten into law in mary Europearcoun-
tries.

In the next section,we review existing protocolsand
comparethem with our own accordingto the criteria
above.

3 Relatedwork

The certified e-mail problemis relatedto the more
genericcryptographicproblemof fair exchange. The
classicsolutionto this problem(e.g.,see[18]) involves
the gradualexchangeof information betweenthe two
parties.Evenetal. [10] introducedthe randomizedap-
proachwheretwo partiesexchangeitems one bit at a
time. At somepoint, eitherparty canusea brute-force
algorithmto completethe exchange hence the scheme
graduallycorvergesto onethatachieresa probabilistic
notion of fairness,albeit with a large numberof com-
municationrounds.Lik ewise, this classicapproachim-
plicitly assumeshatthe two partieshave equalcompu-
tational power, which is unrealistic. Ben-Oret al. [5]
give analternategradualapproachln their schemethe
partiesgraduallyreleasenformationthatincrementally
increaseghe probability that a fair exchangeis valid,
with this probabilitygoingto 1 aftermary rounds.Thus,
while it reduceghe needfor equalcomputationapower
betweerthe parties,this schemds still expensve from
acommunicatiorpoint of view.

Becauseof the high communicatiorcostsof gradual
exchangeschemesmore recentwork hasfocusedon
the useof TTPsto make fair exchangemore efficient.
Asokanet al. [1, 2] describevery efficient optimistic
protocolsfor the fair exchangeproblem. Whenapplied
to certified e-mail, their (asynchronousjchem¢g?2] re-
sultsin five messagebeing sentwhenthereis no dis-
pute. The protocolin [2], however, is not strictly mono-
tonic: In orderto achieze completefairnesssomemes-
sagesnighthaveto berevokedby the TTP. Theprotocol



in [1] is expensve asit makesuseof verifiableescrav
protocolsimplementedvia a cut and choosemethod.
However, it providestimely terminationassumingonly
resilientchannels.

Noticethat,certifiede-mailis asymmetrici.e., there-
cipientcansendbackareceiptonly afterhehasreceved
the messagen someform (possibly even encrypted),
whereasthe fair exchangeinvolves simultaneousex-
changeof two items. This differencemaybe crucialand
canbeexploitedin orderto find moreefficient solutions
thanthosefor fair exchange.Many existing approaches
addressspecificallythe certified e-mail problemrather
thanthemoregenericfair exchangeproblem.

The Internet servicewww. certi fi edmail . com
provides certified e-mail using its sener asa TTP. It
is an online servicewherethe TTP acts as transmis-
sion mediumfor boththe messageandits receipt. The
schemeis very simple: The sendersendsthe message
to the TTP which informs the recipientthat a message
for him hasarrived. Therecipientauthenticatebimself
with a passverd and, then,readsthe messageFinally,
the TTP sendsa signedreceiptto the sendetthatthere-
cipient hasindeedreceved andreadthe message Al-
thoughsimpleandefficient, the schemeaequiresan on-
line TTP for every transactionjt doesnot provide con-
fidentiality, and it doesnot actually give the sendera
receiptsignedby the recipient,asthe receiptis signed
by the TTP only.

Thereare several publishedprotocolsspecializedor
certifiede-mail,aswell. ZhouandGollmann[21] give
anonlinecertifiede-mailprotocol,whichinvolvestrans-
ferring the messagdrom the senderthough a series
of TTPs, delivering the messagecollectingthe receipt
from the recipientandrouting it backto the message
originator They alsoprovide a versionof their protocol
wherethe recipientsignsa hashof the messagéefore
he canreadit. Thetrustedpartyin their protocolcon-
sistsof replicatedseners. This meansthat eachsener
mustbe trustedin orderfor the protocolto work prop-
erly. Onesinglecompromisedsener would invalidate
theentirescheme.

Bahremanand and Tygar [3] presentan eleganton-
line stratgyy thatusessix messagedn their schemethe
sendersendsthe messagéo the TTPR, which returnsa
proof of mailing. The TTP, then,encryptsthe message
andsendst to the intendedrecipient,who signsthe ci-
phertext andreturnghesignaturgo the TTR. Finally, the
TTP sendghereceiptto thesenderandthedeciphering
key to therecipient.Noticethat,thereceiptis signedby
the recipient,however this systemassumeshatthe on-
line TTPRis fully trusted.Moreover, confidentialityfrom
theTTPis notdiscussed.

Dengetal. [7] alsoprovideanonline protocolfor cer

tified e-mail. Their schemeequiresonly four messages
to be sent,which is obviously optimal for online pro-
tocols requiring a proof-of-receiptfrom the recipient.
Even so, their schemedoesnot achieve confidentiality
fromtheTTP.

SchneiemandRiordan[17] presentwo protocols,one
online andthe otheroptimistic, wherethe TTP is a se-
curearchving messagealatabase(The authorspresent
the TTP asapublic publishinglocation,which mightbe
implementedisasecuradatabaseener.) In theironline
protocol,thesenderAlice, sendsanencryptedmnessage
to the recipient,Bob. Bob, then, replieswith a dated,
signedrequestfor the decryptionkey. Then,the sender
submitsthekey to the TTPR, from whereBob canretrieve
it. Alice’sproof-of-receiptonsistof thesignedrequest
from Bob andthe databaseecordkeptwith the TTP. In
the optimistic versionof their protocol,Alice sendshe
decryptionkey directly to Bob, andBob sendsAlice a
receiptof the key. If Bob doesnt reply, thenthe pro-
tocol revertsto the online version. Their optimistic ap-
proachimplies avisible TTPR, astheform of thereceipt
from Bobis differentdependingpn whethertheprotocol
worked optimistically or not. Moreover, the TTP must
be directly involvedin ary secondaryadjudicationasit
must provide, in the caseinvolving disputeresolution,
an additional signedproof-of-mailing with eachquery
or deposit.

3.1 Prior work on Degreeof Trust

Franklin and Reiter [11] introducethe notion of a
semi-trustedhird party for the fair exchangeproblem.
Their protocolis online asit requiresthe TTP to bein-
volvedin ary transaction.The TTP cansometimedail
or misbehae but it cannotconspirewith either of the
partiesinvolvedin the exchange. Their modelis actu-
ally morerestrictve, it is assumedhatatmostoneparty
misbehaes. If the sendercheatsfor instancethenthe
recipientandthetrustedthird partymustbebothhonest.
This alsoimplies that if the TTP misbehaesthen, by
definition, the othertwo partiesarehonestand,in prin-
ciple, they could simply exchangetheir itemsby them-
seles.

4 Our results

In this paperwe proposea schemeor distributedcer
tified e-mail,whichwe call TRICERT. Ourmainmotiva-
tion is to find amodelfor certifiede-mailthatwould al-
low for efficientandeasy-to-implemerdchemesThere
aremary efficient protocolsfor certifiede-mailbut very
few arepractical. Efficiency is generallyinterpretedn
theoreticaltermsbut very rarelyit is consideredrom a
practical point of view. In fact, the only protocolsfor
certifiede-mailimplementedand operationakofar are
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thoseonline, i.e., thatrequirea TTP to be involved for
eachexchange.

TRICERT is a hybrid protocol that combinesthe
strengthsand overcomethe disadantagesof both op-
timistic andonlineapproaches.

The TRICERT schemescales We introduce the
notion of postal agents(P As), which are distributed
senersactingon behalfof the TTP, with eachP A re-
quiring minimal trust in itself. The PAs are online
but they do not resole disputes,which are still han-
dled by the TTP. The protocol is monotonic,in that
eachparty cannotrevoke a messageafter it hasbeen
sent(lik e physicalcertifiedmail) andmakesuseof “off-
the-shelf cryptographidechnologysuchasdigital sig-
naturesand public-key cryptography Additionally, the
protocol provides TTP’s invisibility, and achievescon-
fidentiality from both the TTP and the PAs, which
areableto verify the validity of a proof-of-receiptand
proof-of-originwithout knowing the e-mail content.

We extendedhe modelof FranklinandReiter[11] as
thePAs aresemi-trustedin thesenseahatthey canfail or
misbehae, but in additionthey canconspirewith either
of the partiesinvolvedin the exchange.

Beforewe describeTRICERT, we shaw, in Section5,
thatthreemessageare sufficient to performoptimistic
certified e-mail, which is actually one messageelon
thelower-boundfor theonlinecase.Thisthree-message
optimistic protocolis hardly novel anddoesnot consti-
tute the contribution of this paper In fact, we laterdis-
coveredthatthe generalideabehindit is describedn a
US patentby Micali [16]. Neverthelessye will extend
it andshov how to make it morepracticalin Sectionss
and6. In particular we addtimestampsndlifetime pa-
rameterandshav how to distributethetrustof the TTP
via thresholdcryptographidgechniques.

5 A simple optimistic protocol

Before we discussissuesof distributing the trusted
party, we introducea simpleoptimistic protocolthatwe
will useassub-protocoln ourimplementatior(seeSec-

tion 6). In the optimistic approach.the protocol ter-
minatessuccessfullywithout interventionof the trusted
party if senderandrecipientbothacthonestly Only in
caseof dispute,the TTP is involved. The generalidea
is asfollows ([16]): The initiator, Alice, first encrypts
amessagen with the public-key of therecipient,Bob.
The result, Pgon(m), is further encryptedunderTTP’s
public-key, achieving Z = Prrp(Paob(m)), andfinally
sentto Boh. Bob, then,issuesa receiptby sendingAl-
ice hissignatureon Z. Uponverifying thereceipt,Alice
sendsBob themessagen. If Alice doesnotreply, Bob
sendsZ and his signatureon it to the TTP which will
thenrecover Pgop(m) andgiveit to Bob, while forward-
ing Bob's receiptto Alice. Sincethe messagevasfirst
encryptedwith Bob’s public-key, the confidentiality of
thetransactioris guarantee@venin this specialcase.

This protocolis extremelysimple. However, we need
to slightly modify it in orderto achiese timely termina-
tion. In particular atime limit mustbe incorporatedn
the protocol otherwiseBob might never reply or might
decideto resole the protocolwith the TTP aftera cer
tain amountof time that may be unacceptabléo Alice.
In the next section,we describethe actualprotocolwe
have includedinto our systemimplementation.

5.1 Protocol Description

Alice wishesto sendamessager to Bob,andwantsa
signedreceiptback.Alice producesanidentificationto-
kenfor herself,containinghernameande-mailaddress
for responsesand other identifying information (such
asapublic-key certificate).Wereferto thisby Ida. The
generatiorof this token involvesno secretsandcanbe
doneby ary entity from publicly availableinformation
aboutAlice. In fact,Alice alsogeneratesor retrieves)a
similar tokenfor Bob (Idg) andfor the TTP (Idt7p).

Theidentificationtokenswill becombinedwith other
parameterssuch as a timestamp,a noncen 4 (a ran-
dom number),and a time limit in a protocol header
(PH). Notice that, in this protocol, both timestamps
and noncesare neededto preventreplay attacks. The



headeralso should containother pertinentinformation
aboutthe protocol, suchasthe encryption,authentica-
tion andsignaturealgorithmsused.Thus,we have:

PH = {lda||ldg]||ld7Tp||protocoldescriptors,

where|| denotesthe concatenatiomperation. Alice,
then, encryptsm with Bob’s public-key and concate-
natesthe result with PH, which is subsequentlyen-
cryptedunderTTP’s public-key. The resultingcipher
text is:

C = Prrp(PH||Pgob(m))-

Alice concatenatesthe above with the protocol
header signs it and sends the resulting signature
Sigajice(PH||C) to Bobt.

Bobrecevesthemessageand,from PH, hegetsrel-
evantinformationto properly generatea receipt. Bob
candiscardthe messag®r he may decideto readthe
content,which implies a receiptmustbe sentto Alice.
Thereceiptis asignatureof Bob, Sigg,,(PH'||C), stat-
ing thathe hasindeedreceved a messagencryptedas
specifiedin PH. The new protocol headerPH' con-
tainsa new timestampandthe specificationof the sig-
naturealgorithm. It alsoincludestheold PH andindi-
catesthatthe signedmessagés indeeda receipt. Upon
receving Bob’sreceipt,Alice releaseshemessagen.

Thesequencef protocolmessagesanbeseernin fig-
urel.

The only placewherethe protocolcanbeinterrupted
with an unfair outcomeis after the transmissiorof the
secondmessagewhen Alice hasBob’s signaturebut
Bob cannotyet readthe messagelf indeedAlice does
not sendBob the third messageBob contactshe TTR,
forwardingthe contentsof the messagem the first two
steps.TheTTPdecrypta, checksheprotocolheaders,
andthenverifiesBob’s receipt. If all is correct,it gives
Bobthemessag®sgn(m) andforwardthereceiptto Al-
ice (in caseBob didn’t sendthe secondmessagdefore
complaining).

Notice that, Bob is signing encryptedinformation
which constitutes statemento thefactthathereceived
themessge. Thisis madeexplicit in the receiptby the
concatenatiomf the protocolheaderP H' with the en-
cryptedmessageSinceBob cantake stepso ensurere-
covery of the messageontentshe cannotrepudiatehis
signedreceiptonthesolebasishatthemessageeceved
wasencryptedandunintelligible. Theverificationof the
receiptcanbe doneby encryptingtwice the messagen

1The notationSigpjice (-) implies thatthe signedplaintext is also
available, eitherbecauséhe signatureschemeallows for messagee-
covery or becauséhe plaintet is attachedo the signature.

in orderto computeC' andthencheckingBob’s signa-
turevia public verificationalgorithmsspecifiedn PH'.
Alice mustalsoprovide the signedmessagef the first
stepof the protocol.

In theactualimplementationthe messagén thethird
stepis concatenatewith anotherprotocolheadetin or-
derto allow the recipientto properlylink this protocol
stepwith the two previous ones. Notice that, if con-
fidentiality was not desired,the encryptionwith Bob’s
public-key could be avoidedwithout compromisingthe
otherguaranteesf the protocol.

6 TRICERT

As already mentioned, the model introduced by
FranklinandReiter[11] for onlinefair exchangds quite
restrictve. Their protocolcannotbe easily adaptedor
certified e-mail, mainly for two reasons:lt is assumed
thatat mostonepartyfails or misbeh&es,andthateach
party knows the one-way hashvalue of the item thatis
expectedn theexchange Theseareunrealisticassump-
tionsin our environment. Neverthelessthe TTP need
notbefully trustedandthisis appealingor protocolson
large networks. The costsof realizingandmaintaininga
semi-trustedsener aremuchlower thanthoseincurred
for afully-trustedthird party However, the TTP cannot
conspirewith eitherof thecommunicatingparties.

We proposea hybrid schemehatachiezesthebenefits
of theoptimisticandonline protocols.In our model,we
considera highly-secureandfully-trustedsener (TTP)
andseverallow-costsemi-trustedeners,which we re-
fer to asAgents.In afair exchangeschemethe Agents
aredirectlyinvolvedin theexchangebut they canmisbe-
have or simply crash,in which casethe TTP is invoked
in orderto handlethis exceptionalcase. Our protocol
distributesresponsibilitiesso thatthe TTP neednot be
highly available, thuslowering the communicatiorde-
mandon it. The Agentsare semi-trustedseners act-
ing asintermediarybetweerthetwo partiesinvolvedin
the exchange.This increaseshe availability of theen-
tire systemat a lower cost. Most importantly, in our
model,the Agentsareallowedto conspirewith eitherof
themainparties.

In the next Section,we describeour hybrid protocol
specializedfor certified e-mail. The Agent sener in-
volvedis calledPostalAgent (P A) andis initially cho-
senby themessageriginator Becauseof this, we sim-
plify ourmodelandmake it morepracticalby assuming
that PA will notconspirewith therecipientof the mes-
sage.

6.1 Protocol Description

The TRICERT schemestartswith Alice recruitingthe
postalagent(P A) to intermediatgheinterchangen her
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behalf. Shegives PA the messagen encryptedwith
Bob’spublic-key (Pson(m)). Thentheprotocolproceeds
with an optimistic exchangebetweenP A andBob. At
theend, P A forwardsBob's receiptto Alice. We also
assumehatthe communicationis performed thr ough
private and authenticated channels.

We have two versionsof our protocol. Thefirst ver
sionrequiresfive messageto be completecandthe sec-
ondoneonly four, whichis optimal.

Protocol 1. Thefive-messageersionworksasfollows:
Alice encryptsthe messagen first with Bob's public-
key, and concatenatethe protocol headerPH to the
ciphertext. Shethen encryptsthe result under TTP’s
public-key and signsit. The signatureis sentto PA
alongwith Pggp(m). Optionally, Alice couldask P A to
provide herwith aproof-of-mailing(areceiptfrom P A)
in replyto herfirst messageNext P A andBob perform
anoptimisticexchange Specifically PA sendsBob the
requestfrom Alice alongwith its own commitmentto
the transactionin form of a signature.Bob checksthe
signaturesand sendsthe receiptto PA which replies
with the encryptedmessagdsop(m) while forwarding
thereceiptto Alice. The messagdlow diagramcanbe
seenin figure2.

P A canfail or conspirewith Alice. Bobcancomplain
with theTTPif hedoesnotreceivethelastmessagérom
PA, in which case he forwardsto the TTP the content
of the first messageeceved from P A andhis receipt.
As in theoptimisticprotocol,the TTP performsthe nec-
essarychecks,sendsPgq,(m) to Bob and, finally, for-
wardsBob’sreceiptto Alice. Thesignatureof Alice, S,

constituteghe proof-of-origin. Moreover, eachprotocol
header suchas PH, mustinclude the identitiesof all
partiesinvolved. In particular it mustincludetheidenti-
tiesof Alice, PA andBob, aswell asthe TTP’s identity
in caseof multiple TTPs. In addition, PH mustbe in-
cludedin theencryptionunderTTP’s public-key. All is
doneto preventsubtlereplayattacks.For instance Bob
couldclaimthattheencryptedmessagen hadbeensent
to him by a colluding partner The TTP would thende-
cryptthe messagéor Bob andforwardBob’s receiptto
the cheaterwho would corveniently (for Bob) dispose
of it. As before,a time limit mustbe includedin the
protocolheaderswhichimpliesthatBob cannotrecover
the messageafter that specifiedtime. Sincea proof-
of-origin is uselesswithout the correspondingnessage
body, Alice’s liability immediatelyendsafter the time
limit if Bobhasnotrecoreredthemessagéandprovided
Alice with thereceipt).

Protocol 2. The secondversionof TRICERT is very
similar to Protocoll but it requiresonly four messages
whichis optimalfor online protocols.Our protocolim-
proves over existing solutionsas the postalagentcan
misbehae or fail and, in particular conspirewith the
messageoriginator This is achieved as follows: Al-
ice recruitsa postalagentP A to act as intermediary
Shesendghe signatureS in Protocoll directly to Bob
alongwith Pgop(m) but encryptedunder PA’s public-
key. Bob checksthe signatureandgenerates receipt.
Noticethat,Bob cannotreadthe messagen sinceit has
beenencryptedor the postalagent.Alice’s messagés
thenforwardedto PA by Bob, alongwith the receipt.
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If the receiptis valid, it is sentto Alice by PA which
alsoforwardsPgon(m) to Bob. In caseof dispute,Bob
contactghe TTP asusual.For details,seefigure 3.

An importantpoint to noticeis thatin this versionof
the protocol Bob shouldsign both C' andT in the sec-
ond protocolmessageObsene thatin the first version
with five messages$3ob only needsto complainto the
TTPif the PA is notforthcoming,anunlikely event;in
particular in thatsettingif the P A is honesit is notpos-
siblefor Alice to cheat,asthe contentsof her message
canbe verified for consisteng by the PA. Howeverin
this four messageersionAlice sendsBob the contents
directly, andBob cannotverify thatC andT arelinked
in any way. Thusif Bob signedonly C' he would have
to rely on the TTP to solve ary further disputes,ashe
doesnot trustthe P A to discardhis signatureafter Al-
ice’s dishonestyhasbeenverified. The entire role of
the PA would thus be a redundantone. On the other
hand,by signingboth C andT’, Bob safeguardshimself
againstary dishonestyon Alice’s part. The verification
algorithmis modifiedto computebothC andT from the
privatemessag®s.,(m) andto checktheir consisteng
aswell asBob’s signatureon them; and thusBob will
have to resortto the TTP only if the PA misbehaes,
exactly asin thefirst protocolversion.

Althoughthis versionof TRICERT is moreefficient,
we decidedto implementthe five-messageprotocol.
There are reasondor this, strictly relatedto practical
concerns. First, we believe Bob shouldhave a signa-
turefrom P A beforeissuingthe receipt. This signature
constitutesa commitmentof P A to thetransactiorand
helpsBob collectingevidenceghatcanbeusefulin case
of dispute.Second P A maynotbewilling to acton Al-
ice’s behalfatsomepoint. Forinstance P A maychage
Alice for its servicebut Alice mayrefuseto pay: If thisis

the casethenAlice and P A shouldfirst negotiatepay-
menttermsandtheninvolve Bob in the exchangeasit
may happenin Protocoll. In Protocol2, PA mayde-
cide not to terminatethe protocol, after Bob generated
andforwardedthereceipt,becausef issueawith Alice,
requiringBobto complainwith the TTP,

Remark 1 Our trust model assumesthat Alice, the
sendertrusts PA which cannotconspirewith Bob by
providing him the messagewithout collecting the re-
ceipt. We believethisis aplausibleassumptiorsinceAl-

iceinitiatesthetransactionfreely choosingP A. Within

a businessmodel, a contractcan be setin which the
agentagreedgo provide its servicesto Alice. Bob, on
theotherhand while trustingthe TTP (asdoall parties),
doesnot needto placetrustin PA choserby Alice.

An extensionof the original TRICERT schemess
possible,in orderto eliminateAlice’s needto trustthe
postalagent. Alice can selectseveral agentsand send
eachthe signatureS alongwith a distinct shareof the
ciphertext Pgop(m). Eachpostalagentwouldthentrans-
fer S andits own commitmentdo Bob in exchangefor
thereceipt.If thereceiptis valid, eachagentwould send
its own shareto Bob. Bob can retrieve the ciphertext
Pson(m) by poolingtogetherall thesharesThisis done
via simple secretsharingschemes.If Bob doesnot re-
ceive all the sharesor the messages not the one ex-
pectedhecancomplainwith the TTP. Bobwouldstill be
protectedagainstary of the agentscheating,while Al-
icewould have theguarante¢hatBob couldnotretrieve
arnything usefulunlessall the agentsshehired conspire
with Boh.

The sharesanbe madeby xoring the ciphertet with
random numberswith the samebitlength. For three
agents,Alice would generatedwo randomnumbersry
andr,. Then,shewould sendto the first agent: S =



Siguice (PHI|C), 70 = Paop(m) & r1 @ ra. The sec-
ond agentwould receve S andr; andthethird one, S
andrs. If the receiptis valid, Bob recevesthe shares
19, r1, r2, andthencomputeghe ciphertext Pgon(m) =
ro ®r1 dre. It isenoughhatatleastonepostalagentis
honestin orderto protectAlice from colluding attacks.

Remark 2 During the receiptverification process Al-
ice provides the messagen which is then encrypted
by the verifier twice to achiere the value C =
Prrp(PH||Peon(m)). OnceC' is computed the verifier
checkghesignatureof Bobthatconstituteshe proof-of-
receipt.This verificationis alsoperformedoy Bobwhen
herecevesPgon(m) from P A in orderto checkthatthe
messagée is readingis the samecontainedin the re-
ceipt R. If the messagés different,thenBob contacts
the TTP to solve the dispute. This impliesthatthe pub-
lic encryptionalgorithmsPg(-), Prrp(-) shouldbedeter
ministic. If they arerandomizedthenAlice mustalso
provide the randomparametersisedduringthe encryp-
tion phase.

We adopteda different,morepractical technique We
employed a MessageAuthenticationCode (MAC) to
constructa heuristically secureencryptionscheme. A
practicalconstructionfor a MAC functionis described
in Bellaire et al. (see[4]), called HMAC. Then, one
would encryptm asfollows:

Er [m||HMAC,(m)],

whereE;, is a symmetricencryptionalgorithm, such
asDESin CBC mode,andk and/ arerandomsession
keys. Thekeys k and/ canbe encryptedusing public-
key cryptographyfor instance:

Paon(k|[£),

where Pggp(-) is deterministic,such as plain-RSA.
Hence Alice revealstherandomsessiorkeysto thever-
ifier during the verification process. Notice that, this
encryptionmethodprovidesalso protectionagainstthe
adaptve choserciphertet attack,althoughthis protec-
tionis only heuristic.

Remark 3 Our protocols reducethe demandon the
fully-trusted party, which needsonly to be involvedin
caseof disputes. This situationcan be evenimproved
by usingthresholdcryptosystemg8, 9] insteadof tra-
ditional public-key cryptography The ideais to have
n TTPsinsteadof a single one and encryptmessages
suchthatonly ¢ < n or more TTPscandecryptthem.
In a thresholdcryptosystemthe secretkey is shared
amongthe participantsusinga t-out-of-n secretsharing
scheme.Oncethe messageés encrypted,eachpartici-
panttakesasinput the ciphertext and his shareandre-
turnsasoutputtheoriginal plaintext. If atleastt partic-

ipantsfollow the decryptionprotocol, thenthe original
messagés recoveredsuccessfully

TRICERT canbe easilymodifiedto supportmultiple
TTPsby justselectingthe encryptionfunction Prrp(-)
as a thresholdcryptosystem. This appliesalso to the
optimistic protocolin Section5.

6.2 Motivation

Comparedvith online protocols, TRICERT is clearly
preferableasit requirefour messagesyhichis optimal
for onlineschemesandit scaledetterasit makesuseof
low-costsemi-trustedhird party, the postalagentsthat
canmisbehae or fail.

While simple and elegant, the protocol describedn
Section5.1, basedon [16], hassomedisadwantages.It
placesatoo large burdenon Bobh. We believe Bobis a
passiveparticipantthatrecevesmessageom, perhaps
unknown, untrustedsender@andshouldnt be soheavily
responsibleof handlingdisputesby interactingwith the
TTP. OnceBob sendshis receipt,thereis no guarantee
thathewill recevethemessagérom Alice. So,Bobhas
to wait for someunspecifiedamountof time and still
must contactthe TTP beforethe time limit. Bob does
this for any messagéde receves;a very unpleasansit-
uationthathasnot counterpartn the realworld. More-
over, the communicatiorchannelbetweernBob andthe
TTP mustbereliable, i.e., alwaysoperationabndwith-
out delays,otherwisefairnessmay not be ensuredfor
Bob asthe time limit could expire beforehe canreach
theTTP.

Theprotocolin [1] assumesnly resilientchannelsA
resilientchannelwill eventuallydeliver a messageent
throughit. Thetime lapseincurredat the conclusionof
the delivery procesamay be arbitrarily long, yet finite.
However, the protocolin [1] requiresthe TTP to keep
stateandit is quite expensve comparedo othersolu-
tions.

Our approachmitigatesthe above issueswithout re-
quiringthe TTPto keepstate(the TTP doesnotstoreary
value). We still requireareliable channebetweenBob
andthe TTPR, however the numberof disputesis dras-
tically reducedsincewe expectthe postalagentto act
honestlymoreoftenthanatotally untrustecsenderOur
protocolsmay increaseBob’s willingnessof participat-
ing by providing his signatureBob will only be signing
receiptsfor requestsoriginating from certified agents,
ratherthan from unknowvn senders.Bob hasa further
incentie: the durationof his interchangewith PA is
likely short (in termsof seconds,n our implementa-
tion). Thisbecause&’ A is anonlineseneralwaysavail-
ablewhereagAlice, the sendermaynotreply promptly,
putting Bob at risk.
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7 Systemimplementation

Thefirstimplementatiordecisionwaswhich platform
to use. Efficiency wasonly one of the concerngo be
addressed.As in the caseof online systems,we had
to develop both the agent(sener) applicationand the
userinterface(client application). We wantedour sys-
tem highly usableand ableto supportseveral authenti-
cation methods(e.g., PGP-typeor X.509 certificates).
An important restriction on the platform type is that
it shouldbe able to incorporateexisting, freely avail-
ablecryptographidibraries. We employed OpenSSLto
provide SSLcapabilitiesht t p: / / www. openssl . -
or g/ ) and a modified Gnu GPG library (htt p: // -
WWW. gnupg. or g) to signandencryptmessages.

The client application provides a user interface
througha SSL-enabledveb sener. The postal agent
seners are currently implementedon two Linux ma-
chines running the Apache web sener (http://-
www. apache. or g/ ) with the module modssl en-
abled which allows for SSL secure connections
(http://ww. nmod_ssl . or g/ ). Daemonsunning
in thesecomputersperformedall the agents’transac-
tionsautomatically We experimentedvith Java servlets
for thedaemonsgnsteadof CGl/bin sincethewebsener
cansatisfya client requesthrougha single processal-
lowing to handlemoretransactionsimultaneoushand

morerobustly.

The userinterfaceshouldideally be a standalonep-
plication, with capabilitiesof web browsing (including
SSL connections).In our case however, we borroved
the sameweb senersrunningthe postalagents.

Thetrustedpartyis clearlythe securitycritical sener.
We did not run a daemoron this machine.Instead we
designateaursehesserviceoperatorsTherequestare
loggedinto the trustedsener, and the operatorimme-
diately promptfor assistance The trustedsener itself
is a machinededicatedo this serviceduring our test-
ing phasga800MHzpentiumlll, 256 MB RAM Linux
box) thatis protectedby a firewall and unavailablefor
remotelogin.

The client GUI is extremely simple as shown in the
screenshot.After pointing it to the securesite, Alice,
the senderis promptedfor an ID and passverd. The
leftmosttop button, labeled‘Resources”if presseawill
popup awindow from whereAlice canspecifythefiles
containinginformationsuchascertificatesandkeys, and
also enter bookmarksto web directoriesfrom where
usercertificates/public-eyscanbedownloaded Alice’s
own certificatesaredisplayedn thetop left list window.
Similarly, the certificatesandlds of the postalagentsare
shawvn in the lower left list window. Alice canspecify
the nameof the recipientin the field labeled“Receier



Identification”, and, by pressingthe “Fetch certificate”
button, downloadthe correspondingertificatewhich is
displayedin the middle left list window. While we ex-
pect that most messagesvill consistonly of attached
files, a simpletext composeis alsoincludedfor corve-
nienceat the bottomright. By pressinghe “Send/Exit”
button, Alice sendsthe encryptedrequestto the postal
agent.

Therecever, Bob, will receive asecuréJRL to point
to. Thenusinga SSL-enabledrowser he providesthe
receiptandrecevesbackthe messag@romptly.

We found thatthe systemperformedsatishctoryun-
der the simulatingconditions. We planto extendit by
implementingthe versionwith multiple TTPs.

8 Conclusion

In this paperwe presentegbracticalprotocolsfor cer
tified e-mail. We introduceda hybrid approachwhich
combineghesstrengthof bothonlineandoptimisticap-
proachesndallowsfor effective scalabilityby distribut-
ing responsibilitiego low-costsemi-trustedeners.Our
protocolsare simpleandefficient. They articulatereal-
istic andflexible trustmodelsthatcouldbe employedto
createattractve, usablecertifiede-mail systems.
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