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Abstract

In this paperwe addressthe problemof secue commu-
nication and authenticationin ad-hocwirelessnetworks.
Thisis a difficult problem asit involvesbootstappingtrust
betweenstrangers. We presenta userfriendly solution,
which providessecue authenticatiorusingalmostany es-
tablishedpublic-key-basedkey exchange protocol, aswell
as inexpensivehash-basedlternatives. In our appmoad,
devicesexchange a limited amountof public information
over a privileged sidechannel,which will thenallow them
to completean authenticateckey exchange protocol over
the wirelesslink. Our solutiondoesnot require a public
key infrastructue, is secue againstpassiveattadkson the
privilegedsidechannelandall attadksonthewirelesdink,
anddirectlycapturesuses’ intuitionsthatthey wantto talk
to a particularpreviouslyunknowndevicein their physical
proximity We haveimplementedur systemn Javafor a
variety of differentdevices,communicatioimedia,and key
exchange protocols.

1. Intr oduction

Imaginethe following situation: you are standingin an
airportloungeandwouldlik e to print a sensitve document
you just receved on your wirelessemail gizmo. You can
chooseamonga substantiahumberof printerssetupin the
loungeby variousdotcoms somefamiliar, somenot. What
youwouldliketo dois choosea particularprinter, andthen
male surethatyouremailgizmoprintsto that printer—that
nootherprinter, andno othertravelerwaitingin thelounge,
canlearnthe contentsf your sensitve document.

In the good old days, you would take out your printer
cable, connectyour email gizmo to your chosenprinter,
andbe donewith it. However, you would really preferto
accomplistthis taskusingthe wirelesscapabilitiesof both
your emailgizmoandthe printer.

Whatcanyoudo?

First, you needaway to let your emailgizmoknow how
to find your desiredprinter over the wirelessnetwork. As-
sumingeachprinterhadauniquename you couldtypethe
nameof the printer you want to useinto your gizmo, or
you couldgo throughsomesortof discovery protocol,and
pick the correctly-namedgrinter out of the list of respon-
ders.Secondyou wanta guaranteghatyour emailgizmo
is actuallytalking to theintendedprinter, andthatthecom-
municationis secured.

If thatprinterhada certificateissuedby anauthorityyou
trust,your emailgizmocould,in theory performakey ex-
changewith the printer andestablishan authenticatednd
secretchannelto it. Note several problemswith this ap-
proach:first, we have to assumehatthereis animmense
public key infrastructurein place— every printer (and ev-
ery otherpotentialparticipantin any ad-hocnetwork) has
to have a uniquename,anda certificateissuedby an au-
thority you trust. This is impracticaland prohibitively ex-
pensve. Secondgvenwith suchaninfrastructureherehas
to beareliableway for you to find the nameof the printer
you want. We could imaginehaving labelsthat shov the
nameof eachprinter, but thenwe would have to assume
thatno onetamperedwith thoselabels. Third, this proce-
dureis notveryuserfriendly. It requiresyouto typecryptic
nameslike printer12345. fancypri nt. com into
your email gizmo, or selectcorrectly from a long list of
similar namesheforeyou canprint securely

Without such a universal naming infrastructure, you
might chooseto go aheadand wirelessly exchangekeys
with the mostlikely candidatefrom your list. You would
thenhave to make sureyou hadactually chosencorrectly
by comparingthe fingerprint of the resulting sharedse-
cret displayedon your device with one displayedby the
printer. This essentiaktepis annging andvery likely to
beskipped.

In this paper we proposea cheaper more secure,and
more userfriendly solution to this problem (and to the
problem of authenticationin local ad-hocwireless net-
works in general,for which our printing scenariomerely
senes as one example). In our example (seeFigure 1),
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Figure 1. Pre-authentication and location-limited
devices, whic h (1) exchang e pre-authentication

channels. The human operator introduces two
information over a location-limited channel before

they (2) authenticate each other over the wireless netw ork.

you would walk up to the desiredprinter and briefly es-
tablishphysicalcontactbetweenit andyour email gizmo.
Thatwill beenoughfor themto exchangeheir publickeys.
Your email gizmo canthenproceedo performa standard
SSL/TLSkey exchangewith theprinteroverawirelesdink
(e.0., Bluetoothor 802.11).Sinceit justlearnedo securely
identify the printer’s public key, it canverify thatit is in
facttalking to the right printer, and establishan authenti-
catedandsecrettommunicatiorchannel.

Suchan exchangedirectly capturesthe users intuition
thats/hewantsto communicatevith that device by usinga
special,location-limitedside channelto exchangea small
amountof cryptographicinformation. That information
canbe usedto authenticatestandarckey exchangeproto-
colsperformedoverthewirelesslink.

We would like to commenton a few conceptsllustrated
by this example:

Demonstrative identification. We identified the printer
the emailgizmo shouldtalk to by the highly intuitive
actof touchingit. Contrastthis with the clumsyway
of identifying trustedcommunicationpartieson the
Internet— in that caseone usually hasto type URLs
into browsers. In the caseof an ad-hocwirelessnet-
work whereat leastsomeof the participatingdevices
areportable,you cansimply walk up to a device and
touchit. Thereis no needfor a global public key in-
frastructurecertificationauthorities or evennames.

Location-limited channels. The printer and the email
gizmo exchangedpublic information during physi-
cal contact. We call this physicalcontacta location-
limited channel Location-limitedchannelshave the
propertythat humanoperatorscan preciselycontrol

which devices are communicatingwith each other

The notion of location-limited channelswas intro-

ducedby StajancandAnderson(althoughthey did not

usethat name)[18], asa part of their “Resurrecting
Duckling” model of interactionin ad-hocnetworks.

They usesecretdataexchangedver a contactchan-
nelto bootstrapa particularauthenticatiomndkey ex-

changeprotocol(“imprinting” betweera “mother” or

controldevice,anda“duckling”).

Pre-authentication. We candivide the“Duckling” proto-
col of Stajanoand Andersoninto two parts. In the
first part, duckling and mother exchangesecretin-
formation over a particularlocation-limited channel
(physicalcontact). In the secondphase the duckling
usesthis secretdatato recognizeand authenticatets
motherwhenshecontactst overthewirelesslink; the
ducklingis willing to be controlledby ary “mother”
that canpresenthe right authenticatiordata. We re-
fer to thefirst phaseasa pre-authenticatiorexchange.
The datathat is exchangedover the location-limited
channelduring pre-authenticatiomill then be used
for subsequentwuthenticationof the partieson the
wirelesslink. We notethatwhile Andersonand Sta-
jano considerthe useof suchpre-authenticationlata
asintrinsicto settingup a motherducklingcontrolre-
lationship,thatin factit canbeseparatedutandused
in awide variety of contexts.

In this paper we generalize this idea of pre-
authenticationto securearbitrary peerto-peerad-hocin-
teractionsusinga wide variety of key exchangeprotocols
(aswe saw in ourexample),andprovide detailedblueprints
for its use.We introducetheuseof publickey cryptography



in this contet, andaretherebyableto remove the secreg
requiremenbn location-limitedchannelsusedto authenti-
catekey exchangeprotocols.This allows usto broaderthe
typesof mediasuitablefor useaslocation-limitedchannels
to include,for example,audioandinfrared. More impor-
tantly, it allows usto expandthe rangeof key exchange
protocolswhich canbe authenticatedh this mannerto in-
cludealmostany standargublic-key-basedorotocol. As a
result,our approachcanbe usedwith an enormousange
of devices,protocols,andapplications.

At the sametime, our approachis significantlymorese-
cure than previous approachesas we force an adwersary
to mountan active attackon the location-limitedchannel
itself in orderto successfullysubvert an ad-hocexchange.
Previous approachege.g., use of unauthenticatediffie-
Hellmankey exchange)are eithervulnerableto eitherac-
tive attacksin the mainwirelesschannelor, in the caseof
Andersonand Stajano,to passve (eavesdroppinglttacks
in thelocation-limitedsidechanne[18].

The restof this paperis structuredasfollows: In Sec-
tion 2 we explainthenotionof location-limitedchannelsn
moredetail. We establistrequirementsor location-limited
channelausedfor pre-authenticatiomnddiscussthe secu-
rity of the resultingcomposedauthenticatiorandkey ex-
changeprotocols.In Section3 we shav concreteschemes
for two-partypre-authenticationWe first shawv how to use
a pre-authenticatiostageto authenticat@almostary well-
establishegpublic-key-basedkey exchangeprotocol. We
thenpresentwo additionalschemeshatmaybeof interest
in situationswherepublic key cryptographyis considered
an unacceptableomputationaburden. In Section4 we
exploretheuseof location-limitedchannelsvith broadcast
characteristicge.g., audio)for pre-authenticatioin order
to securead-hocgroup communication. In Section5 we
briefly reporton our first implementatiorbeforewe wrap
up with acomparisorof relatedwork in Section6 andcon-
clusionsin Section?.

2. Preliminaries

2.1 Location-Limited Channels and Pre-

Authentication

Inspired by Andersonand Stajano[18], we propose
bootstrappingecurewirelesscommunicatiorthroughpre-
authenticatiorover a location-limited channel. Location-
limited channelsare separatdrom the main wirelesslink,
andhave specialsecuritypropertiesby virtue of the media
over which datatravels. In this sectionwe examinewhat
is requiredof sucha channelandlist anumberof existing
technologieshatcanbe usedto implementone.

In orderto be usedfor pre-authenticationa candidate
location-limitedchannemusthave two properties First, it
mustsupportdemonstratie identification;thatis, identifi-

cationbasedn physicalcontext (theprinterin front of me,
all thePDA'sin thisroom, etc). Communicatiortechnolo-
giesthat have inherentphysicallimitations in their trans-
missionsaregoodcandidatesFor example,audio(bothin
the audibleandultrasonicrange),which haslimited trans-
missionrangeand broadcastcharacteristicsgan be used
by a groupof PDAs in aroomto demonstratiely identify
eachother For situationgthatrequirea singlecommunica-
tion endpoint(e.g., the printer acrossthe room), channels
with directionalitysuchasinfraredare naturalcandidates.
It is thesedemonstratie propertieghatallow communica-
tion acrossa location-limited channelto “name” a target
device or groupof devices.

Thesecondoropertyrequiredof alocation-limitedchan-
nel is authenticity— thatit is impossible(or difficult) for
an attacler to transmitin thatchannelor at leastto trans-
mit without being detectedby the legitimate participants.
As we will seebelow, this propertyis sufficient to ensure
thatinformationexchangedverthelocation-limitedchan-
nel will to allow the partiesinvolvedto securelyauthenti-
cateeachotheroverthewirelesslink, evenin the presence
of potentialattaclers.

A third propertythat wasrequiredin previous work is
sececy— thatthe channelbe impervious(or resistant)to
eavesdropping. For example, Andersonand Stajano[18]
usesecet data,suchasa symmetrickey, exchangedcross
thelocation-limitedchanneto allow participantgo authen-
ticateeachother As aresult,thatauthenticationprotocolis
vulnerableto a passie attacler capableof eavesdropping
on the location-limitedchannel therebyobtainingthe se-
cretsnecessaryo impersonat@neof thelegitimatepartic-
ipants. A location-limitedchannelusedto exchangesuch
secrefpre-authenticatiodatamustthereforebe very resis-
tantto eavesdropping:

If we can remove that requirement that pre-
authenticationdata be secret, and instead only require
that it be authentic we can increaseour security dra-
matically Becauselegitimate participantswould only
communicatewith entitiesfrom whom they hadreceved
pre-authenticatiodata,we would now requirean attacler
to perform an active attack — to be able to transmit —
not only in the main wireless medium, but also in the
location-limitedchannel. Becauseof the physicallimita-
tions of transmissionon location-limited channels,it is
significantly harderfor an attacler to passvely earesdrop
onthem,notto mentionto actively transmit.

For suchan active attackto succeedthe attacler must
notonly transmiton thelocation-limitedchannelput must
do sowithout beingdetectedy ary legitimateparticipant.

1Sucha protocolmaystill be considerablymoresecurethanonethat
doesnot use pre-authenticatiorfe.g., an unauthenticatedkey exchange
over the wirelesslink), asthe latter may be subjectto active (or even
passve, see[19]) attackson the wirelesslink, which are considerably
easietto mount.



To be effective, such detectiondoesnot require that we
correctlyidentify the devicestransmittingon the location-
limited channel. Instead,it only requiresone’s ability to
count: if you know that both you andyour intendedcom-
municationpartnerhave successfullynitiatedcommunica-
tion (e.g., the lights on the target device blink, the human
usingtheotherlaptopindicateshecommunicatiorattempt
wassuccessful)andyou (or your proxy device) know that
only two participantshave attemptedto inject messages
into the location-limitedchannelthenyou know you must
betalkingto whomyouthink youare.If somethingappears
to bewrong,you cansimply abortthe communicatiorpro-
tocol.

Thedifficulty of monitoringapre-authenticatiofor such
unwantedparticipationdepend®nthetypeof channelsed
andthe numberof legitimate partiesinvolved. The more
directedthe channeland the smallerthe numberof par
ties, the easierit is to monitor. Note that, becausef the
physicallimitations of the channelsisedandthis monitor
ing requirementjt is only possibleto useour techniques
to pre-authenticatdevicesthatarephysicallyco-locatedat
thetime of first introduction.

We thereforeproposethat any physically limited chan-
nel suitablefor demonstratie identification, on which it
is difficult to transmitwithout being detectedby at least
one legitimate participant(humanor device), is a candi-
datefor useasa pre-authenticatiochannel. Suchcandi-
datesinclude: contact,infrared,neatfield signalingacross
the body (see[20]), and sound(both audible[16] andul-
trasound). The amountof dataexchangedacrossthe pre-
authenticatiorchannelis only a smallfraction of that sent
acrossthe main wirelesslink, and so we canusechannel
mediacapableonly of low datarates.

2.2 Useof Public Key Cryptography

How do we remove the requirement that pre-
authenticationdata be kept secret? We can do this
very simply throughthe use of public key cryptography
If the participantsuse the location-limited channel to
exchangetheir public keys as pre-authenticatiorata, it
doesnt matterwhetheran attacler managego eavesdrop
on the exchange. The participantswill authenticateeach
otherover thewirelesslink by proving possessiownf their
correspondingrivatekeys; asthe attacler doesnot know
thoseprivatekeys, hewill not be ableto impersonatery
of thelegitimateparticipants.

If we acceptthe existenceof cryptographically-secure
hashfunctions(e.g., SHA-1), we canfurtherlimit the size
of the pre-authenticatiodataexchanged.The participants
donotactuallyneedto exchangeheircompletepublickeys
aspre-authenticationlata,they merely needto committo
thosekeys (e.g., by exchangingheir digests).

2.3 Pre-Authentication of Established Key Ex-
changeProtocols

Having describedthe use of location-limited channels
to exchangepre-authenticatiordata, we must now show
how suchdatacan be usedto establisha secureand au-
thenticatedchannelover the main wirelesslink. Instead
of proposingnovel protocolsspecificto this application,
therebyintroducingthe securityflaws endemicdo new pro-
tocols,we preferto provide generamethodghatallow the
useof pre-authenticatiochanneldo bootstrapthe useof
any standardkey exchangeprotocolto setup thesesecure
andauthenticate¢hannels.This allows us to take advan-
tageof all of the existing work in protocoldesignand se-
curity analysis.At the sametime, we gainthe advantages
of our pre-authenticatioschemesn flexibility andeaseof
use,which areparticularlyimportantin thead-hocsetting.

Combining pre-authentication with most standard
public-key-basedkey exchangeprotocolsis in fact, quite
simple (seeexamplein Figure2). Almost all suchproto-
colsbegin with theassumptiorthattheparticipantsalready
have accesgo authenticatedopiesof eachother’s public
keys [14, 4, 6]. Theseprotocolsthen provide methods
to establishsecureand authenticatedhannelsgiven that
thesepublic keys have alreadybeenexchanged- that the
participantknow whothey aresupposedo betalking to.

Pre-authenticatioschemeganbe usedto performthis
initial step— to make surethat the legitimate participants
getauthenticatedopiesof eachothers’public keys. The
participantsexchangecommitmentsto their public keys
acrossa chosenlocation-limited channel. In doing so,
they eachidentify whoit is they wish to be communicat-
ing with —this is the purposeof “demonstratie identifica-
tion”. Theexchangeof pre-authenticatiodatatransforms
this “demonstratie identification” step— e.g., identifying
the device you wantto communicatevith by touchingit —
into aform of identificationthatcanbeusedto authenticate
thatdeviceacrosghewirelesdlink (“the device holdingthe
privatekey correspondingpo thepublickey committedo in
this pre-authenticatiomessage”).

Thedevicesthencontacteachotheron thewirelesslink,
and exchangetheir completepublic keys. This key ex-
changecaneitherbe prefixedto protocolexecution,or (as
in SSL/TLS)occursnaturallyasa standargartof thecho-
senkey exchangeprotocol. Thesekeys are authenticated
simply by virtue of the factthatthey werethe onescom-
mitted to acrossthe pre-authenticatiorthannel. The de-
vicesnow have authenticate@dopiesof eachothers’public
keys,whichis whatwe needto proceedvith ourchoseres-
tablishedkey exchangeprotocolon thewirelesslink. That
protocolshouldensurethatthe devicesprove to eachother
thatthey indeedholdtheprivatekeyscorrespondingo their
authenticateghublic keys.

If weassumehatthe dataexchangedcrosgshelocation-



Pre-authenticatiortaking placeoverthe location-limitedchannel:

1. A—B:
2. B=A:

addra, h(PKa)
addrg, h(PKg)

Authenticationcontinuesover thewirelesschannelwith any standarckey exchangeprotocol,e.g., SSL/TLS:

1. A—=B: TLSCLIENT_HELLO
...andsoon.

Thevarioussymbolsdenote:

addra, addrg :
PKa, PKg :

key usedonly in this exchange

h(PKa) :

A’'s (resp.B’s) addressn wirelessspace providedstrictly for cornvenience
the public key belongingto A (resp.B), eitheralong-livedkey or anephemeral

acommitmentio PKa, e.g., aone-way hashof anencodingof the key

Figure 2. Basic scheme for pre-authentication.

limited channeis indeedauthentiqthatwe would have de-
tectedary active attacks) andthatthepublic key algorithm
andthe cryptographichashfunction we choseare secure,
thenthe security of the final composedorotocol depends
only onthe securityof the choserkey exchangeprotocol.

2.4. Security of Ad-Hoc Interactions

In choosingto engagen anad-hocnetwork, you areef-
fectively choosingto talk to strangers. As your mother
may have warnedyou, there are somerisks inherentin
sucha choice— andno cryptographicprotocol, no matter
how securecanprotectyou from them. If you choosede-
liberatelyto communicatevith a maliciousadwersary that
adwersarycanpostyour privatemessagesnto a billboard
somavhere. Whatwe cando, andwhat we attemptto do
in this paperis ensurghatwhenyou chooseto establisha
connectionto a previously unknown device, you areactu-
ally communicating securelyand authentically with that
device,andnotanattaclerin thenext room.

3. Two-Party Protocols

In this section, we shov concretelyhow to use pre-
authenticatiorto securelyauthenticatedevices. First, we
describehow to usethis approachto authenticatealmost
ary public-key-basedkey exchangeprotocol. This allows
existingprotocols(e.g., SSL/TLS,IKE) to beusedsecurely
andeasilyin an ad-hocsetting. Secondbecause signif-
icantnumberof devicesin ad-hocnetworks may not have
theresourcesor doingpublickey operationsye alsooffer
two cheapeaslternaties. Thefirst is a variantof our basic
schemeandrequiresonly oneof the partiesto have public
key. The secondwhich providesonly integrity protection
insteadof secreg, usesdigestsof pre-committedsecretgo
replacepublic keys.

3.1 BasicProtocol

In the most basic of our pre-authenticatiorschemes,
partiesexchangecommitmentto their public keys over a
location-limitedchannel. The informationthatis actually
exchangedtanbethe public keys themseles,their certifi-
cates,or simply securedigestsof the keys using crypto-
graphichashfunctions. The only requirements that the
informationexchangedallowsthereceverto verify theau-
thenticity of the key thatis usedin the authenticatiorpro-
tocol.

In Figure?2, partiesexchangeadigestsof their public keys
in the pre-authenticatiophase.For corveniencegachde-
vice canalsotransmitits addressn wirelessspacegle.g., a
IP addresandport number or a Bluetoothdevice address)
anda userfriendly name.We note,however, thatthe secu-
rity of our schemedoesnotrely onthecorrectnessf these
additionaldata. (If you getawrong IP addressfor exam-
ple,thepartyontheotherendwill nothavetheright private
key, andwill notbeableto completeanauthenticatiompro-
tocol with you.)

Once the pre-authenticatioris completed,the devices
proceedo establishasecureconnectiorbetweerthemover
themainwirelesslink. To thisend,they canuseanyestab-
lished public-key-basedkey exchangeprotocol which re-
quiresthemto prove possessionf a particularprivatekey
(e.g., SSL/TLS[4], SKEME [14] IKE [6], etc), whichin
this casewill correspondo the public key committedto in
thepre-authenticatiostep.

The choiceof key exchangeprotocolmay influencethe
exactform of thepre-authenticatiodataexchangedandin
particularwhetherpartiesexchangetheir completepublic
keys or merelycommitmentgo them. If thekey exchange
protocolusedon the wirelesslink explicitly sendspublic
keys or certificatespnly commitmentgo thosepublic keys
needto be exchangedn pre-authentication.If insteadit
expectspartiesto alreadyhave eachother’s public keys,



Pre-authenticatiortaking placeoverthelocationlimited channel:

Authenticationcontinuesoverthewirelesschannelg.g.:

1. A—B: addra, h(PKa)

2. B—A: addrg, h(Ss)

1. A—»B: PKa

2. B—=A: EpKA(Sg)
...andsoon.

Symbolsasabove, with the following additions:

S asecretelongingto B
h(Ss) :

Epk,(Sg): theencryptionof Sg underPKa

acommitmento Sg, e.g., aone-way hashof the secret

Figure 3. Basic pre-authentication scheme modified to require only one public key.

thenthe keys themselesshouldbe exchangediuring pre-

authentication. (If the location-limited channeldoesnot

have sufficient capacity we canstill sendthecommitments
duringpre-authenticatiorandprependhekeysthemseles

to thewirelessexchange.)

Notethata partythatdoesnot receve pre-authentication
datacannotauthenticatéts communicatiorpartner andis
thereforeunprotecte@gainsimpersonationThus,in most
casegpre-authenticatiomustbemutual-bothpartiesnust
sendandreceve pre-authenticatiodata(asin Figure?2).

Thereare someapplicationsfor which mutual authen-
ticationis not required.For instance a device designedo
provide aserviceto aryonethatrequest#t doesnotneedto
authenticatés partnerandthereforevould betheonly one
to sendpre-authenticatiodata. At the extreme,sucha de-
vice couldbeapassie beacon(e.g., anIR beacoror RFId
tag), sendingpre-authenticatiodatasufficientto uniquely
and securelyidentify its active proxy in wirelessspace.
Suchan approachcould be usedto add a measureof se-
curity andauthenticationto systemghatusesuchbeacons
to provide a “digital presencefor physicalobjects[13].

Finally, this schemas applicableto useeitherlong-lived
or ephemerakeys’. The choiceis basedentirely on the
applicationat hand. In eithercase the keys do notrequire
certificationby ary trustedauthority If the key exchange
protocolchoserrequiresthe exchangeof certificatesthey
canbeself-signed.

3.2 Single Public Key Protocol

The basic schemewe proposedin Section3.1 works
if both devicesare ableto executepublic key operations.

2Unlike long-lived keys, which arerepetitively usedacrossa number
of key exchangesgphemerakeys aremadeup afreshfor eachnew trans-
action. They offer theadwantageof anorymity becauseransactionsising
differentkeys cannotbelinkedtogether

Whenonly oneof the deviceshasresourcesor expensve
public key operationswe proposea lesscomputationally
expensve variant(Figure3).

In Figure3 only A hasa public key PKa; B hasanarbi-
trary secretSs instead(e.g., arandomnumber). As in the
basicschemeA sendsacommitmento his public key dur-
ing pre-authenticationAs before,the commitmentcanbe
the public key itself, a certificate,or a digestof the key. B
respondsvith a commitmentto his secret,Sg, in the form
of adigesth(Sg) (asSs istoremainsecretjt cannotesent
in the clearandmustbe sentin digestform).

Oncethe pre-authenticatioris complete,they proceed
with authenticationParty A senddts public key acrosghe
wirelesschannel. Party B verifiesit againstthe commit-
ment,andthenusesit to encryptSs (and optionally other
informationusedto constructa symmetrickey) andreturns
theresultto A. Sucha protocolauthenticate8 by its abil-
ity to producethe secretSg, andA by requiringit to prove
its ability to decryptthatsecret.

This schemeassumeghat PK, usesan algorithm for
which encryptionis computationallycheap(e.g., RSA), so
that the computationakequirementsn B are minimized.
A protocollike SKEME[14] thatauthenticateparticipants
by requiringthemto prove their ability to decrypta mes-
sagewould alsobe particularlyamenabldor usehere.

3.3 Interacti ve Guy FawkesProtocol

In casesvherethedevicesinvolvedareextremelylimited
in computationakesourcegpublic key operationsarein-
feasible) andtheavailablelocation-limitedchannelglonot
permittrustedexchangeof secretdata,we proposea nen
schemefor constructinga channelthat providesauthenti-
cationandintegrity protection(thoughnot encryption)of
communicatiorbasecdentirelyon cryptographicashfunc-



Pre-authenticationtaking placeover thelocation-limitedchannel:

RoundO:

1. A—B:
2. B—A:
3. A-B:
4 B-A:

a; = h(&,h(xz),)ﬁ), h(xl)
by = h(Blah(YZ)aYl)a h(Yl)
h(b1, X1)

h(as, Y1)

Authenticationcontinuesover the wirelesschannel:

Round1:

1. A—B:
2. B—=A:
3. A-—-B:
4. B-A:

Round2:

5 A-—>B:
6. B—A:
7. A-—>B:
8. B-—oA:

Round3:

9. A—B:

A1, h(X2), X1, a2 = h(A2,h(X3),X2)
B1, h(Y2), Y1, b = h(Bp,h(Y3),Y>)
h(bz, X2)

h(az,Yz)

Az, h(X3), X2, a3 = h(Ag,h(X4),)(3)
&a h(Y3)7 Y2, bs = h(B37h(Y4)aY3)
h(bs, Xs)

h(as, Ya)

As, h(X4), X3, as = h(Ag,h(Xs),Xs)

10. B—A:
1. A—-B:
122 B—A:

Round4:

9. A-—B:
100 B—A:
11 A—B:
12 B—A:

B3, h(Ya4), Y3, bs = h(Ba,h(Ys),Ys)
h(ba, X4)
h(au, Ya)

&7 h(XS)J X47 a5 = h(A57h(X6)7x5)
B4, h(Ys), Y4, bs = h(Bs,h(Ys), Ys)
h(bs, Xs)

h(as, Y5)

...andsoon.

Thevarioussymbolsdenote:

Xi, i
h(Zj_,...,Zn) .
ALB;:
ALB :
a,bi:

randomlygeneratedlata,usedasauthenticators
aone-way hashonthe concatenationf valuesZy, ..., Z,
Meaninglessandommessagérom A (resp.B) atroundi
Meaninfulmessagérom A (resp.B) atroundi
thecommitmentrom A (respB) for roundi

Figure 4. Interactive Guy Fawkes protocol



Figure 5. Pre-authentication over broadcast location-limited channels.

pre-authentication

(1) One device broadcasts

information. (2) Human operator s obser ve legitimate group member s’ response .
If unwelcome devices respond, the protocol stops at this point.

(3) After authentication and key

exchang e, each device may broadcast encrypted data, whic h can only be decrypted by legitimate

group members.

tions.

Our proposalis basedon the Guy Fawkes protocol[1],
originally designedor authenticatingligital streams.The
Guy Fawkes protocol assumesthat parties A and B
wantto exchangestreamsconsistingof sequentiablocks
Ag,A1,A2,... andBg,B1,By,... respectiely. At stepi, A
sendsto B a paclket P, containing4 piecesof data: block
A;; arandomvalueX;, usedasanauthenticatofor A;; the
digestof the next authenticatoh(X+1); andthe digestof
the message;+1 = h(Aitr1,h(Xi+2),Xi+1). (B doesthe
same.) Assumingthat B receved an authenticategbaclet
R, B canauthenticatét assoonasit recevesit, becausé
containedhe digestaj+1 = h(Ai+1,h(Xi +2),X+1). Note
that this claim doesnot hold if A andB do not executein
lock-step,andthe authenticatorsre revealedbeforethey
shouldbe (see[2] for detailsof suchan attack). Finally,
this protocolrequiresboth A andB to know, onestepahead
of time, whatthey wantto saynext, which makesthe pro-
tocol unsuitablefor interactve exchanges.

We modify the protocol to accommodatenteractive
communicationThekey ideaconsistof having A (respec-
tively B) committo (andlatersend)a meaninglessandom
messagéeo B (respectiely A) wheneaver A (respectiely B)
is notin apositionto know whatto saynext. Aisin sucha
positionafterhe hassenta meaningfulmessagehut before
hehasreceveda (meaningful)reply from B.

Figure4 shavsthe modifiedprotocol. Overthelocation-
limited channel A andB sendthe digestof thefirst secrets
(authenticatorshey will useto authenticat¢heirfirst mes-
sageqh(X1) andh(Y1), respectiely) togethemwith the di-
gestof theirfirstmessageg; andb;). They thencontinue
the communicationusing the main wirelessmedium, re-

vealingthe messagethey committedto over the location-
limited channel.

In roundl, astheinitiator of thecommunicationA sends
ameaningfulmessagé\; to B. Thereply B provides(B;)
is meaningless.It hasto be meaninglesbecausdt was
committedto in round 0, when B did not know message
A;. Inround2, A sendsa meaninglessnessagé\. It has
to be meaninglesdecauset is B's turn to “talk”. B then
sendsB,, whichis ameaningfulmessageNote thatit was
committedto in round1, right after B learnedthe message
A;. In round3, Az is meaninglesslt hasto be becauset
wascommittedto in round2, while A hadnotrecevedB,.
However, A cannow committo a meaningfulmessagé\y
becausde haslearnedwhatB hadto sayin round2. Bz is
meaningles®ecausdhe next to “talk” is A. In round4, A
“talks” againandthe protocolrepeatdtself. Note thatthe
protocoldoesnot actually requirethe presenceof mean-
inglessrandommessageo work: thesemessagesanbe
replacedoy emptymessages.

Notethatthis interactize protocol,aswell astheoriginal
non-interactve Guy Fawkes protocol, provides integrity
protectionand authenticationput cannotprovide encryp-
tion. (See[1] for a securityanalysisof the Guy Fawkes
protocol.) If thelocation-limitedchannebeingusedis be-
lievedto provide secreg aswell asintegrity (e.g., contact),
it is possibleto directly exchangea secretkey acrossthat
channel,and usethe key to encryptfurther communica-
tions. However, sucha directexchangeof secretss vulner
ableto passve earesdroppingn thelocation-limitedchan-
nel, whereagheinteractve Guy Fawkesprotocolis not.



First,thekey managebroadcastits pre-authenticatiodataover the location-limitedchannel:

1. KM i) group: addrkm, h(PKkm)

Then,groupmembersendtheir pre-authenticatiodata:

1. A—KM:
2. B> KM:

addra, h(PKa)
addrg, h(PKg)

The protocolcontinuesoverthe wirelesschannelwith ary standarcpoint-to-pointkey exchangeprotocol,e.g.:

1. A—KM:
2. B> KM:

TLSCLIENT_HELLO
TLSCLIENT_HELLO

...andsoon; onceconnectioris establishedhe KM givesthe appropriatenulticastkeysto every groupmember

Thevarioussymbolsdenote:

addra, addrky :
PKa, PKkm :
key usedonly in this exchange
h(PKa) :

b

—: messagdroadcast

A's (resp.KM’s) addressn wirelessspaceprovidedstrictly for corvenience
thepublic key belongingto A (resp.B), eitheralong-livedkey or anephemeral

acommitmento PKa, e.g., aone-way hashof anencodingof the key

Figure 6. Basic group key exchange protocol authenticated with local information.

4. Group Key ExchangeProtocols

Someof the location-limited channelswe have identi-
fied have broadcastapability— they canreachmorethan
one target simultaneously Using such broadcastchan-
nels,we canconstructprotocolsthat provide authenticated
group communication. There are a numberof applica-
tions that would benefitfrom the ability to rapidly and
easilydesignatea group of usersor devicesto participate
in a securenetwork — networked gamesand meetingsup-
port/conferencingoftwarebeingthetwo mostobvious.

Audio, in particularis amediumthatcanprovide signif-
icantadvantagesvhenusedasabroadcastocation-limited
channel16]. First,it canbe monitoredandtrackedby hu-
mans— evenif the peopleinvolvedin the exchangedo not
know exactly whatis carriedin the audio messageshey
canrecognizethat legitimate group participantsoughtto
be sendingthemandthe pottedplantin the cornershould
not. Secondjt canbeincorporatednto soundshatareal-
readyusedby mary piecesof softwareto provide feedback
to humans- for instance,most corporateconferencecall
settingplay ashort“join tone”wheneeranew participant
entersacall; suchtonescouldbealteredto alsocontainthat
participants keying information. Third, becausehereare
alreadydesignatec¢hannelgdesignedo carry audio/\oice
information,it canactuallybe usedvia the telephonenet-
work (assumingneplacesreasonablérustin thecarrier).

Audio is in somesensethe canonicalnon-secrethan-
nel—it is literally possibleto eavesdropon communicated
data.In usingit asa pre-authenticatiomhannelwe rely on

thefactthatour protocolsaredesignedo beimperviousto
passie (eavesdroppinglttaclers. We defendagainstac-
tive attaclersby emphasizinghe ability of legitimatepar
ticipants(humanor device)to detecthesdllegitimatemes-
sagesandabortthe protocol(seeSection2).

As in the two-party case above, our goal is to use
location-limited channelsto authenticatesecurekey ex-
changeausing well-establishedand trustedprotocols. In
this section, we investigate various options for pre-
authenticatinggroup communication. We will shav how
to usepre-authenticatioschemesvith thetwo majorfam-
ilies of groupkey exchangeprotocols:thosethatdesignate
aspecially-trustegyroupmembeyor “Group Manager” to
distribute groupkeys, andthosethatdo not.

4.1 Centrally ManagedGroups

Figure 5 illustratesthe settingfor a centrally-managed
groupkey exchangeandFigure6 shaws a straightforvard
exampleof a protocolinvolving pre-authentication.One
participantis designatedo becomethe manager(e.g., the
first to pre-authenticateyr amorecomplicatedschemecan
beusedto electarandomparticipant).The groupmanager
thenestablishepoint-to-pointlinks with every otherpar
ticipantusingthetwo-partyprotocolsdescribedibove. For
efficiency, if thefirst memberto broadcasts designatecs
the groupmanagerall participantsafterthefirst canusea
digest-baseduthenticatiorschemégseeSection3.2).

In a centrally managedgroup, managingjoining and
leaving memberss relatively easy In thesimplestpossible
approacha joining membercanusethe two-party proto-



Eachmembemroadcast#s pre-authenticatiodataover thelocation-limitedchannel:

1. A2 group: addra, h(PKa)
2. Bi> group: addrg, h(PKg)

Participantsexchangeauthenticate®iffie-Hellmanpublic valuesover the wirelesschannel:

1. A2 group: A, PKa
2. B group: B, PKg

Participantscontinuewith their choserprotocolto derive asharedsecretkey K:

1. A—B:
1. B—C:

PROTOCOL.MSG_1ap
PROTOCOL.MSG_1g¢

Thevarioussymbolsareasin Figure6; the public keys PKa, etc.areDiffie-Hellmanpublic values.

Figure 7. Group key exchang e protocol with no designated group manager.

cols discussedn Section3.1 with the group managerto
authenticatatself, andthenreceve the groupkey over a
securedvirelesschannel. Whenamembeldeavesagroup,
thegroupmanagercandistributeanew groupkey to all re-
mainingmembersover the wirelesslink. This is possible
becausehe group managehasestablishegharedsecrets
with all of thegroupmembers.

4.2 UnmanagedGroups

There are at leastthree problemswith centrally man-
agedgroups. First, the group managemresentsa single
point of attack. Not only doesit know the group key, it
alsoknows sharedsecretswith every groupmember Sec-
ond,thegroupmanagers trustedto generateanddistribute
all groupkeys; mary applicationsarenot compatiblewith
sucha distinguishedrustedparty. Third, the groupman-
agercannoteasilyleave the group, sincethentherewould
be no oneleft to manageit. As aresult, thereis a large
family of groupkey exchangeprotocols(e.g., [12, 11]) de-
signedto allow all membersto equally participatein key
generationand henceall to be equallytrusted. We would
like to useour framework to authenticatehis classof pro-
tocolsaswell.

Most groupkey-exchangeprotocolsemploy somesortof
modifiedDiffie-Hellmankey exchangeamonggroupmem-
bers[12, 11]. However, justlik e two-partyDiffie-Hellman,
we know that we canestablisha sharedsecretwith some-
one but we do not know necessarilyho thatsomeonas.
As in the two-party case,theseprotocolsassumethat all
group membergparticipatein a sharedpublic key infras-
tructure,or have previously exchangedublic keys[12].

If we usepre-authenticatiolver location-limitedchan-
nels,theseassumptionsolongerhave to bemade.We can

usea broadcastocation-limitedchanneto allow all group
participantdo committo their publickeys publicallyto one
or moregroupmembersGroupmembersanthenproceed
with their chosengroup key exchangeprotocol over the
wirelesslink usingtheseauthenticatedkeys. In Figure7,
we shov anexampleof suchanexchange.

Groupmembersvho join asynchronouslganbroadcast
theirkey commitmentoverthelocation-limitedchanneto
therestof thegroupasthey arrive,andarandomlyselected
currentgroup membercanrespondthus ensuringmutual
authenticationThechosergroupkey exchangeprotocolis
usedto handlethe detailsof updatingthe sharedyroupkey
for thesenew groupmemberspr revoking keys of depart-
ing members.

5. Implementation

We have begun experimentingwith theseprotocolsas
partof alargerprojectinvestigatinghew paradigmdor us-
ablesecurity We have implementedhe basicprotocolsin
Java™, built to provide a flexible substratdor exploring
mary of the pre-authenticatiomethodsdiscussedn this
paper

We have built a software framework for using pre-
authenticatiordatato authenticaterbitrarykey exchange
protocols. This framework allows dynamicchoiceof the
mediumusedfor the location-limitedchannel,the public
key algorithmusedfor the key commitmentsandthefinal
authenticatedkey exchangeprotocol usedover the wire-
lesslink (andin fact, this stageassumesnly a TCP/IP
soclet, allowing pre-authenticationlatato be usedto au-
thenticatesecureconnectionsnadeoverawirednetwork as
well). Extendingtheframework to provide anew location-
limited channeltype, or a new key exchangeprotocol,



is only a matterof implementinga Java™™ interface to

provide a small amountof syntactic“glue”. The frame-
work providesboth client andsener componentsandal-

lows developersto choosefrom eitherlow-level, step-by-
stepcontrol over dataexchangepr to usesimpler, higher

level interfaces. Such interfaces, for instance,provide

senerthreadghatcanmanagepre-authenticationf multi-

ple clientsoverthelocation-limitedchannelandoffer con-

trol over how suchpre-authenticatiomatais usedto au-
thenticatehoseclientsoverthewirelesslink (e.g., serially,

whereonly the mostrecentclient to pre-authenticatés al-

lowedto connectwirelessly or in amulticastconfiguration
whereall pre-authenticatedlientsareallowedto connect
at once). Framavork componentsnaintainstatetracking
who hascurrentlypre-authenticatedyhatkeying informa-

tionis currentlyin useby this endpointetc.

An examplescenaridmplementedisingthis framework
consistof aclient(suchasouremailgizmofrom theexam-
ple above),whichis theinitiator of theauthenticated¢han-
nel,andarespondingsener. The sener componentistens
for a connectionon both the location-limitedchanneland
theprimarylink, but only admitsprimary-link connections
from clientswho have performedpre-authenticationnthe
location-limitedchannel.

We currently use IrDA [9] as the medium for the
location-limited channel. We are in the processof con-
structinga contact-mediateéhterface,andplanto expand
shortly to group authenticationusing audio. The client
opensan IrDA connectionto the sener (generatingan er-
ror if it discoversmorethanonepotentiallrDA endpoint).
Acrossthis connectionclient and sener exchangexXML-
encodedpre-authenticatiolatacontaininga commitment
to an ephemeraDSA public key, a “friendly name”, and
an IP addressand a port on which the sener will be lis-
tening. This yields a payloadof the orderof 300 bytesin
eachdirection. With sucha small payloadsize, the pre-
authenticatiorstepincursverylittle time overheadavenon
low-bandwidthlocation-limitedchannels.

With the pre-authenticatiomomplete the IR channelis
closed,andthe client extractsthe sener’s IP addressand
port numberfrom the datait receved. The client then
opensa normal SSL/TLS connectionto the sener on the
primary link. Each side usesthe information gainedin
thepre-authenticatiostep(namelythecommitmentdo the
publickeys)to authenticat¢henewnly openecchannel.The
clientandsenerarenow freeto securelyexchangeary in-
formationthey chooseoverthe primary (wireless)link.

6. Related Work

Our work addresseshe problemof bootstrappingrust
in networked ervironments. Traditional solutionsto this
problem (e.g., X.509 [7]) link a target to some crypto-
graphicinformation (e.g., a key pair) through someout-

of-bandmechanismandthenusethatcryptographidnfor-
mationto securelyidentify the target. Trustedweb sener
certificateghatlink domainnameso key pairsarean ex-
ampleof sucha mechanism Approacheghatrely on cer
tificatesfor bootstrappingrustrequireheary setupandon-
line seners,andarethereforanappropriatdor wirelessad-
hocnetworks.

A numberof approacheso trust and key management
have used out-of-bandchannelsto authenticatekey ex-
changes. In the simplestversionof PGP5 web of trust
[21], usersobtain public keys from a variety of insecure
sourcege.g., web sites,key seners,etc). To make sure
the key thatthey receve is authenticusersthenengagen
someout-of-bandcommunication(e.g., phone,US mail,
face-to-hce corversationor exchangeof businesscards)
with the party they believe to be the key’s owner to ob-
tain the fingerprint, or digest,of the key, which they can
thenuseto judgethe authenticityof the key they obtained
insecurely They trust the fingerprintbecausdt was ob-
tainedover a securechannel.The actof gettingthefinger
print of a public key overthe phonein PGPis, in essence,
a pre-authenticatiorstep. What distinguishesPGP5 pre-
authenticatiormpproactrom oursare:thetypesof out-of-
bandchannelaused;the type of entity (device or human)
verifying the pre-authenticatiodata;andwhetherthe ver-
ification of pre-authenticatiomlatais a separatepptional
(andfrequentlyskipped)stepin key exchange or is built
in asaseamlespartof the key exchangatself. In our ap-
proachwe usethe exchangeof pre-authenticatiomatain
part for demonstative identification to selectour desired
communicationpartnerat the sametime aswe automati-
cally authenticatéhem. PGPattemptsnsteadto link keys
to email addressegnames),and addson manualkey au-
thentication(fingerprintcomparisonjpsa separatestep.

A few proposalhave beenput forth recentlyto address
the issueof bootstrappingrustin the specific context of
ad-hocwirelessnetworks. Bluetooth[3], in its mostse-
cureconfiguration requiresthe userto entera (preferably
long andrandom)PIN into both devicesto bootstraptheir
first communication. This PIN senesasthe out-of-band
information,but putsa burdenon users Asidefrom usabil-
ity issuesBluetoothis plaguedby a wide variety of other
securityflaws [10]. WEP, the link-layer securityprotocol
for 802.11[8], hasthe sameusabilityissues.It requiresa
groupof communicatingdevicesto be initialized with the
samekey, usuallyderived from a passvord. WEP too has
beenbroken[5, 19]. Our proposalis moreappealinghan
BluetoothandWEPfrom bothusabilityandsecuritypoints
of view. Our pre-authenticatiostepis intuitive anduser
friendly, andwe rely on well-known andtestedprotocols
for key exchange.

Stajanoand Anderson[18] suggestedhe useof an out-
of-bandmechanisnfor establishingrust whenthey pro-



posedthe Resurrectingduckling securitymodel to regu-
late securdransientassociatiorbetweerdevicesin ad-hoc
wirelessnetworkswhereauthenticatiorsenersmaynotbe
available. In their model, a masterslave relationshipbe-
tweentwo devicesis setup whenthemaster(or themother
in their terminology) establishes sharedsecretwith the
slave (theduckling)througha contactchannel.Thisshared
secrewill enabletheducklingto recognizethe motherand
becontrolledby herin futureinteractions Stajandaterex-
tendeahis modelto addrespeerto-peetinteractiond17].
In the extendedmodel, the mothercanuploadan access-
control policy into the duckling. This policy then deter
minesthetypeof relationshipghatthe slave canhave with
other devices (otherthanthe mother). Our work extends
theirsin a numberof ways: while Andersonand Stajano
suggesthe useof contactchanneldo exchangesecretau-
thenticationdata, they don't provide ary details of what
thatdatashouldbeor how to combineit appropriatelywith
datasentonthewirelesslink. We have providedthosecon-
cretedetailshere. We separatethe very generalidea of
pre-authenticatiofor bootstrappingecurityin ad-hocnet-
works from their very specificnotion of motherduckling
“imprinting”, andshaow thatit canin factbeusedo securea
wide variety of protocolsandapplications We extendtheir
work throughthe useof public key cryptographyallowing
usto take advantageof a muchwider rangeof privileged
channetypes,andto make useof well-establishedkey ex-
changeprotocols. And finally, for thosesituationswhere
the computationaload of public key cryptographyis un-
acceptablewe provide cheaperhybrid optionsthat share
mary of theadvantage®f the publickey schemes.
Outsidethe securitydomain, location-limited channels
have beenused as a meansfor accessingdevices and
servicesdemonstratiely. Satchel/MobileDoc[15] from
XRCE allows usersto usea PDA to retrieve documents
located in their home offices, and “beam” them to a
printer, a PC, or anotherwirelessPDA. In HP’s Cooltovn
project [13], entitiesin a users surroundingshave web
presencesaswell asphysicaltagsthatsendouttheir corre-
spondingURL s throughinfrared. To interactwith suchan
entity, the userfirst pointherwirelessdevice to theentity’s
tag, receving its URL, andthenproceedwith a (wired or
wireless)interactionwith the entity usingthe URL. There

have even beenattemptsto standardizeéheseapproaches.

TheIrDA [9] hasbeencreatingand promotinginteropera-
ble, infrared connectionstandardghat supporta walk-up,
point-to-pointusermodel. Theseefforts all recognizethe
usability advantagesof demonstratie identification, but
male no provision for security Our proposalprovidesa
way to simply andseamlesshaddsecurityto theseefforts
withoutincreasinghe demandn theuser

7.Conclusions

In this papermwe presentechen schemegor peerto-peer
authenticationin ad-hocwirelessnetworks. Building on
previous work by Stajano,Anderson,and others,we ex-
plainedhow to usedemonstratie identificationto perform
pre-authenticationverlocation-limitedchannelsDemon-
strative identificationprovidesthe userwith an extremely
intuitive way to identify — and authenticate- partiesto a
communication.Our schemeslo not requirea public key
infrastructure anddo away with the namingproblemthat
plaguedraditionalauthenticatiorsystemsBelow we sum-
marizethe novel aspect®f our work:

Useof location-limited channels. We proposethe useof
location-limited channelsto bootstrapa wide range
key-exchangeprotocols.In particulay we do not limit
oursehes to imprinting a duckling device with its
motherssecretkey.

Novel location-limited channels. Becauseour location-
limited channelsdo not have to provide secrey, we
openthe door to new media. In our prototypewe
arecurrentlyexperimentingwith audio,infrared,and
contact-basedhannelshut othermediaarecertainly
imaginable.

Concretepre-authenticationprotocols. We provide a
concreterecipefor augmentingxisting key exchange
protocolswith a pre-authenticatiostep. For the case
thatbothcommunicatingpartiesareincapableof pub-
lic key operationswe alsointroducea new, interac-
tive, versionof the Guy Fawkes protocol. We note
thatnoneof the protocolspresente@xchangeary se-
cretinformation. Therefore,a passve attacler can-
not gain anything by earesdroppingon the location-
limited channel We raisethesecuritybarby requiring
the attacler to becomeactive in the location-limited
channelandwe explainedhow active attackscanbe
detectedby humanoperatorsor by the system.

Group communication. Becauseve uselocation-limited
channelsthat are not necessarilysecret,we can em-
ploy broadcastharacteristicef somemedia(suchas
audio)to pre-authenticatgroupcommunicatiorover
location-limitedchannels.

No relianceon Public Key Infrastructur e. Key ex-
changeandkey agreemenprotocolsdependnanau-
thenticationstepto verify who we are exchanginga
key with. PublicKey InfrastructuregPKI) have been
commonlysuggestedsaway of solvingthis authen-
tication problem.PKIls usea trustedauthorityto bind
public keysto namesor otheridentifiers;thosenames
areusedin turn to identify the party with whomyou
wishto communicatée.g., SSL/TLSimplementations



require X.509 certificatesthat certify a web sener’s
DNS nameandaresignedby a certificationauthority
trustedby the web client). We have showvn that such
arelianceon pre-eisting third partynamingandtrust
infrastructuress unnecessarif onecanbriefly bring
communicatingpartieswithin closephysicalproxim-
ity. In sucha case,our pre-authenticatiomprotocols
canbeusedin placeof a PKI.
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