
1

Transport-Friendly ESP

Steven M. Bellovin
AT&T Labs Research

smb@research.att.com
http://www.research.att.com/~smb



2

Layer Violations for
Fun and Profit

Steven M. Bellovin
AT&T Labs Research

smb@research.att.com
http://www.research.att.com/~smb



3

Assumptions

● ,W�LV�UHDVRQDEOH�IRU�VRPH�DXWKRUL]HG�SDUWLHV�WR
ORRN�DW�VRPH�SDFNHW�KHDGHU�ILHOGV�
± ,W�LV�UHODWLYHO\�KDUPOHVV�LI�XQDXWKRUL]HG�SDUWLHV�VHH
WKH�VDPH�ILHOGV�

● 7KHVH�DXWKRUL]HG�SDUWLHV�VKRXOG�QRW�SDUWLFLSDWH
LQ�WKH�NH\�PDQDJHPHQW�GLDORJ��QRU�VKRXOG�WKH\
EH�JLYHQ�NH\LQJ�PDWHULDO�

● 3DFNHW�H[DPLQDWLRQ�VKRXOG�EH�FRQWH[W�IUHH�
● 3DFNHW�PRGLILFDWLRQ�LV�QRW�QHFHVVDU\��RU
GHVLUDEOH��
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Is this Necessary? Safe?

● 0DQ\�UHDVRQV�DOUHDG\�JLYHQ�IRU�SDFNHW
KHDGHU�LQVSHFWLRQ�

● �8QDXWKRUL]HG��HDYHVGURSSHU�SULPDULO\
OHDUQV�,3�DGGUHVVHV�DQG�SRUW�QXPEHUV�
± 7KH�IRUPHU�DUH�YHU\�KDUG�WR�FRQFHDO��WKH
ODWWHU�DUH�SUREDEO\�GLVFHUQDEOH�E\�WUDIILF
DQDO\VLV�

● 'RQ¶W�VKDUH�NH\V��VR�PRQLWRULQJ�VWDWLRQ
VXEYHUVLRQ�QRW�D�VHULRXV�SUREOHP�
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Principles for Proposed Scheme

● 3DFNHWV�VSHFLI\�DPRXQW�RI�OHDGLQJ�SRUWLRQ
WKDW�LV�LQ�WKH�FOHDU�
± ([SRVXUH�DPRXQW�RSWLRQDO�DQG�QHJRWLDWHG�
± 'RQ¶W�FKDQJH�LQWHJULW\�FKHFN�ERXQGDU\�DW�DOO�

● $GG�SDGGLQJ��IRU�ERXQGDU\�DOLJQPHQW�DQG
FLSKHU�EORFNVL]H�PDWFK�

● 0RYH�SURWRFRO�QXPEHU�WR�WKH�VWDUW��LQ�WKH
FOHDU�
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Proposed TF-ESP Format

clearlenProtoFlags
(Reserved)

SPI
Anti-replay counter
Cleartext payload
Cleartext padding

IV (if needed)
Encrypted padding
Encrypted payload

padlenPadding

Encrypted

Integrity
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Features

● )ODJ�ELW����³UHSOD\DEOH´�
● 3RVVLEO\�PRYH�LQWHJULW\�FKHFN�ERXQGDU\�
WR�SHUPLW�PRGLILDEOH�ILHOGV�
± $UH�WKHUH�DQ\�VDIH�RQHV"

● +HDGHU�ILHOGV�DW�IL[HG�RIIVHWV�IURP�VWDUW
�XQOHVV��RI�FRXUVH��WKHUH�DUH�,3�RSWLRQV��

● &OHDUWH[W�ERXQGDU\�LV�GDQJHURXV����EHWWHU
QRW�H[SRVH�7&3�FKHFNVXP�RQ�VKRUW
SDFNHWV�
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“Disclosure” Header

Proto lendiff

Source Port Dest Port
Sequence Number

Dest Address

Acknowledegment

Source Address
Window
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A Cleaner Solution?

● &RQWDLQV�FRSLHV�RI�LQWHUHVWLQJ�HQFU\SWHG
ILHOGV�
± 0XVW�EH�WUXWKIXO�RU�]HUR�

● /HDNV�DOPRVW�DV�PXFK�LQIRUPDWLRQ�
± %XW�HDVLHU�WR�DYRLG�PLVWDNHV�

● 3RVVLEO\�ODUJHU�WKDQ�7)�(63�VFKHPH�
● 3URYLGHV�KLJK�TXDOLW\�SODLQWH[W�FLSKHUWH[W
SDLUV�
± &RXOG�ZH�MXVW�XVH�D�VWURQJHU�FLSKHU"
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Suggested Alternatives

● 66/
± 0XVW�FKDQJH�HYHU\�DSSOLFDWLRQ�
± 9XOQHUDEOH�WR�DFWLYH�GHQLDO�RI�VHUYLFH�DWWDFN�
± 'RHVQ¶W�KDQGOH�8'3�

● 66/�SOXV�$+
± 0XVW�VWLOO�FKDQJH�HYHU\�DSSOLFDWLRQ�
± 6WLOO�GRHVQ¶W�KDQGOH�8'3�


