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Trust Management

1 PolicyMaker [BFL96, 98] (AT&T)
(1 REFEREE [CFLRS97] (AT&T & W3C)
"1 Extends the ACL model

JACL = yes/no

OTrust = multi-dimensional

X trusts Y under conditions Z
[OJModel applies policy to trust decisions




Public Key Trust

[1Models
PGP (web of trust) = key-centric
PKIX (X.509) = certificate-centric
Chains (Fuzzy) = rooted vs. cross-certificates
[1Real world applications
PGP, SSL, S/MIME, Code signing




Issues for this panel

[1Authentication vs. Authorization
[(1Publisher vs. Permissions the code needs

[JGranularity means complexity

JPKI is not fully-baked
Certificate POLICY
Package-level revocation?
Immature legal framework
Incomplete standards




