Proceedings
2017

Workshop on
Usable Security
(USEC)

February 26, 2017
San Diego, California

Sponsored by the
Internet Society

Internet
Society




Internet Society
Internet 1775 Wiehle Avenue
s Suite 201
SOCIety Reston, VA 20190-5108

Copyright © 2017 by the Internet Society.
All rights reserved.

Copyright and Reprint Permissions: The Internet Society owns the copyrights for this publication and all
of the papers contained herein. Permission to freely reproduce all or part of any paper for noncommercial
purposes is granted provided that copies bear the copyright notice and the full citation on the first page.
Reproduction for commercial purposes is strictly prohibited without the prior written consent of the Internet
Society, the first-named author (for reproduction of an entire paper only), and the author's employer if the
paper was prepared within the scope of employment.

Address your correspondence to: Senior Events Manager, Internet Society, 1775 Wiehle Avenue, Suite
201, Reston, Virginia 20190-5108, U.S.A,, tel. +1 703 439 2120, fax +1 703 326 9881, ndss@isoc.org.

The papers included here comprise the proceedings of the meeting mentioned on the cover and title
page. They reflect the authors' opinions and, in the interest of timely dissemination, are published as
presented and without change. Their inclusion in this publication does not necessarily constitute
endorsement by the editors or the Internet Society.

ISBN Number (Digital Format) 1-891562-47-9

Additional copies may be ordered from:

Internet Society

Internet 1775 wiehie Avenue
Suite 201

Socnety Reston, VA 20190-5108
tel +1 703.439.2120
fax +1 703.326.9881
http://www.internetsociety.org



Proceedings of 2017 Workshop on Usable Security (USEC)

Table of Contents

Program Chair’s Message
Steering Committee
Program Committee Chairs
Program Committee

Session 1: Authentication (Chair: Sonia Chiasson)

Learning system-assigned passwords (up to 56 bits) in a single registration session
with the methods of cognitive psychology
S M Taiabul Haque, Mahdi Nasrullah Al-Ameen, Matthew Wright and Shannon
Scielzo

EmojiAuth: Quantifying the Security of Emoji-based Authentication
Maximilian Golla, Dennis Deterring and Markus Dirmuth

Password Creation in the Presence of Blacklists
Hana Habib, Jessica Colnago, William Melicher, Blase Ur, Sean Segreti, Lujo
Bauer, Nicolas Christin and Lorrie Cranor

Seamless and Secure VR: Adapting and Evaluating Established Authentication
Systems for Virtual Reality
Ceenu George, Mohamed Khamis, Emanuel von Zezschwitz, Henri Schmidit,
Marinus Burger, Florian Alt and Heinrich HuBmann

Session 2: Perceptions (Chair: Jean Camp)

| Don't Use Apple Pay Because It's Less Secure ...: Perception of Security and
Usability in Mobile Tap-and-Pay
Jun Ho Huh, Saurabh Verma, Swathi Sri V Rayala, Rakesh Bobba, Konstantin
Beznosov and Hyoungshick Kim

(Work in Progress) Is this a privacy incident? Using News Exemplars to Study End
User Perceptions of Privacy Incidents
Pradeep Kumar Murukannaiah, Jessica Staddon, Heather Lipford and Bart
Knijnenburg

(Work in Progress) An Insight into the Authentication Performance and Security
Perception of Older Users
Sovantharith Seng, Sadia Ahmed, Mahdi Nasrullah AI-Ameen and Matthew
Wright



Session 3: Security & Privacy (Thomas Gross)

Be Prepared: How US Government Experts Think About Cybersecurity
Mary Theofanos, Brian Stanton, Susanne Furman, Sandra Prettyman and Simson
Garfinkel

Exploring Design Directions for Wearable Privacy
Katharina Krombholz, Adrian Dabrowski, Matthew Smith and Edgar Weippl

"Don't Break My Heart!": User Security Strategies for Online Dating (Short Paper)
Borke Obada-Obieh, Sonia Chiasson and Anil Somayayji

(Work in Progress) User-Tailored Privacy by Design
Daricia Wilkinson, Saadhika Sivakumar, David Cherry, Bart P. Knijnenburg, Elaine
Raybourn, Pamela Wisniewski and Henry Sloan



Program Chairs’ Message

A number of seminal papers appeared towards the end of the 20th century calling for more
attention to be paid to the human in the security loop. Good examples are: Anne Adams
and Angela Sasse's "The User is not the Enemy" and Mark Ackerman and Lorrie Cranor's
"Privacy critics: Ul components to safeguard users' privacy." The research field of Usable
Security was thereby launched, and quickly garnered interest amongst academics and in
industry. Almost two decades later this field has achieved independent status with a number
of conferences and workshops being dedicated to this research field. USEC is a proud
member of these bespoke conferences, rubbing shoulders with SOUPS, EuroUSEC and
STAST. Other international conferences, such as CHI, HICSS and IEEE S&P, have strands
dedicated to usable security, demonstrating a growing recognition of this field as a serious
research endeavor.

This is the sixth USEC workshop/mini-conference and it is starting to exhibit signs of
maturity. This year we received an unprecedented 58 submissions. This was a gratifying
confirmation of the growing number of researchers working in the field, all doing great
research and wanting to share it with others. It also means that USEC, as a workshop, is
firmly on the map, being deemed a worthy venue for publishing and presenting valuable and
breaking research outcomes.

Unlike the situation in the 20th century, we no longer have to convince anyone of the
importance of the human in the security loop. Hardly a day goes by that the newspapers do
not carry a report about a successful hack, and many of these are facilitated by the humans
who own and use the computers that have been hacked, either deliberately or inadvertently.
Much of the research in this area works to aid users in understanding security and privacy
concepts, to help them to gain the sKkills to repel the efforts of myriad hackers and to provide
end users with usable tools to bolster their personal and organisational security more
effectively.

The papers we accepted for USEC 2017 fall roughly into three groups. The first is
authentication. Any conference of this kind receives a number of authentication-related
papers. This is not unusual since this is the point where end-users and security are
guaranteed to meet and it is the space that causes both security professionals and end-
users a great deal of pain. The second group of papers addresses perceptions -
contemplating how people perceive security and privacy aspects of systems. The final
group addresses new topics in the research area - perhaps we can refer to these as stretch
papers.

We're looking forward to an excellent workshop, with much to discuss, think about and
explore in future research. Above all, this is a great opportunity to make new friends, catch
up with old ones, and enjoy the wonderful San Diego weather.

The USEC workshop depends on the highly-valued contributions of our sterling Programme
Committee, who do the reviewing without remuneration. We extend our heartfelt thanks to
them. We also thank our Steering Committee: Angela Sasse, Jean Camp, Jim Blythe,
Matthew Smith and Andrew Adams, for their guidance and assistance.

Melanie Volkamer' & Karen Renaud?
'University of Karlstad and TU Darmstadt (melanie.volkamer@secuso.org)
University of Glasgow and Mississippi State University (karen.renaud@glasgow.ac.uk)
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