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Abstract

Several new approachesfor detectingmaliciousattacks
on computersystemsand/or confining untrustedor ma-
licious applicationshave emepged over the past several
years. Thesetechniquesoftenrely on the fact that when
a systenis attadkedfroma remotelocationover a network,
damage can ultimately be inflicted only via systemcalls
madeby processesunningonthetargetsystemThisfactor
hasleadto a surge of interestin developinginfrastructues
that enablesecue interceptionand modificationof system
calls madeby processesunningonthetarget systemMost
knownapproadesfor solvingthis problemhaverelied on
an in-kernel appmoad, whele the interceptionmedanisms
as well as the intrusion detection/confinememstystemsre
implementedwithin the operating systemkernel. We ex-
plore an alternative approadc that usesmedhanismspro-
videdby mostvariantsof the UNIX operating systento im-
plementsystemcall interpositionat user level, whee the
systentalls madeby oneprocessare monitoedby another
process Someofthekey problemsthat needto solvedin de-
velopingsud an appmoad are: providing adequatesetof
capabilitiesin theinfrastructue, portability of the security
enhancementand the infrastructue itself acrossdifferent
opefting systemsand minimizingperformanceoverheads
associatedwith interceptionfor a wide range of applica-
tions. We presenta solution that satisfactorilyaddresses
thesassuesandcanthusleadto a platformfor rapid devel-
opmentand deploymentf robustintrusion detectos, con-
finemensystemsandotherapplication-specifisecurityen-
hancements.

1 Intr oduction

One of the biggestproblemsfacedby businessesin-
dividuals and organizationss the protectionof their net-
worked computingsystemdsrom damagedueto malicious
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attackslaunchedremotelyvia the Internet. Suchattacks
mayutilize avarietyof techniquese.g.,exploit softwareer

rorsin privilegedprogramsto gainr oot privilege, exploit

vulnerabilitiesin systemconfigurationto accessonfiden-
tial data,or rely on a legitimate systemuserto download
andrun a legitimate-lookingTrojan Horseprogramthatin-

flicts damagelntrusiondetectiorrefersto a broadrangeof

techniqueghat have beendevelopedover the pastseveral
yearsto protectagainstmaliciousattacks. A majority of

thesetechniquegake the passve approactof offline moni-

toring of system(or user)actuities to identify thoseactiv-

ities that deviate from the norm [1, 26, 10, 12, 17, 21] or

are otherwiseindicative of attacks[14, 18, 22]. More re-

cently, several proactive approachetiave emeged. These
approachesanpreventor isolateattacksbeforeary dam-
ageis caused?9, 13, 20, 29].

Most approachesimedat preventingintrusions[9, 13,
20, 28] are basedon the following obsenation aboutat-
tacks:regardles®f thenatureof anattack,damagecanulti-
matelybe effectedonly via systemcallsmadeby processes
running on the target system. It is thus possibleto iden-
tify (andprevent)damagef we canmonitor every system
call madeby every processandlaunchactionsto preempt
ary damagee.g.,abortthesystencall, changets operands
(e.g.,openadifferentfile from onethatis specified)or even
terminatethe process.

In additionto the preventive approachessystemcall in-
terceptioncan significantly enhancethe power and effec-
tivenesof mostoffline intrusiondetectiontechniqueghat
male useof systemauditdata. This is becausesystemaudit
logs oftendo not provide all of the informationneededor
intrusiondetection.For instanceywe mayneedto know the
valueof a stringthatwasreadfrom a network connection,
the target of a symboliclink or contentsof a file. While
it may be possibleto identify and recordall such poten-
tially usefulinformationin the auditlog, suchanapproach
is likely to be impracticaldueto excessve overheadsand
disk spacerequired.Consequentlyeven offline techniques
can benefitfrom active systemcall interception,asit en-
ablesthemto accessll the dataneededor identifying in-
trusionswithout incurringthe overheador accessingyrel-
evantinformation.



For reasonsmentionedabove, the problemof develop-
ing infrastructuredor active interceptionand modification
of systemcalls has attracteda lot of researchattention
[9, 11, 13, 20]. Modificationis effectedby userspecified
codefragments(sometimegeferredto aswrappers or ex-
tension$ that are interposedat the systemcall entry and
exit points. Theseresearchefforts have demonstratedhat
suchextensionscan be usedto enhanceapplicationfunc-
tionality in a variety of ways, e.g.,application-specifiac-
cesscontrol, intrusiondetection transparenenhancements
for security(e.g.,dataencryption)or fault-tolerancde.g.,
datareplication).lt is importantto notethatall of theseen-
hancementsanbe obtainedusingsystemcall interposition
withoutmakinganychangesto theapplicationsthemseles.

This paperpresentsa new approachfor implementation
of a systemcall extensioninfrastructure. Our approach
is characterizedy a userlevel implementationlike [13],
wherethe systemcalls performedby oneprocessareinter-
ceptedandpossiblymodified)by anotheprocessThis ap-
proachcontrastswith a majority of approachesn this area
thatemploy anin-kernelimplementatiorof system-calin-
terposition.Our work improvesupon[13] by (a) providing
a moreextensie setof capabilitiesfor extensioncode,(b)
developingan architectureandimplementatiorthatis eas-
ily portedto differentversionsof the UNIX operatingsys-
tem, and(c) presentinga comprehensie evaluationof the
performanceverheadsissociateavith extensions.Below,
we describepreviouswork in systemcall interpositionand
summarizeéhe main benefitsof ourapproach.

1.1 PreviousWork in System-Callinter position

In this sectiorwe review prior researclin systenmcall in-
terposition,motivate userlevel implementation®f system
callinterceptionandsummarizeheresearctproblemghat
have not yet beenaddressedn this context. A more ex-
tendedreatmenbf relatedwork canbefoundin Section8.

Someof the earlierresearchefforts in systemcall inter-
positionsuchas[16, 15] wereimplementedvithin libraries.
For instance systemcalls areaccessegia a wrapperfunc-
tion within thel i bc library on mostUNIX systems.By
linking to a differentlibrary that containedmodified ver
sionsof thesewrapperfunctions,one could effect system
call interposition. This approachhasthe benefitthatit is
easyto implementandvery efficient. An importantdraw-
back of this approachis that thesewrapperfunctionscan
be bypassedfor instance,it is possiblefor a programto
directly invoke the systemcall usinga lower level mecha-
nismsuchasexecutionof asoftwareinterrupt. Thusthisap-
proachis not suitablefor security-relatedpplicationssuch
asintrusiondetectionandconfinement.

An alternatve approachthat doesnot suffer from the
above drawvbackis a kernel-basedmplementation.In par

ticular, the systemcall interceptionis implementedwithin
the operatingsystemkernel,andall of the extensioncode
(for all processebeingmonitored)runsin thekernelmode.
This approachasbeenadoptedoy mostresearcherm this
area[9, 11, 20, 28]. Oneof the primary advantagesf a
kernel-basedipproachis low interceptionoverhead. The
overheaddor systemcall interpositionare determinedal-
mostentirely by the extensioncode. Moreover, a kernel-
basedmplementatioroffers more power in termsof what
canbe donewithin extensioncode,e.g.,extensionscanbe
executedwith thesameprocessontet astheprocesdeing
monitored. However, the power afforded by kernel-mode
operationbringssomeseriousdravbacksaswell:

e normal protectionmechanismghat guardagainster
rorsin oneprocesgrom damaginganothemprocesslo
not apply for code executedin kernel-mode. Hence
it is possiblefor errorsin the extensioncodefor one
procesgo corruptthe memoryor files usedby another
processpr evenworse,bring down the entiresystem.
Unlesswe areextremelycareful thereis thusa poten-
tial for makingthe systemesssecue by addingexten-
sions!

e state-of-the-artin kernel-residentsoftware develop-
ment lags userlevel software development signifi-
cantly This makesit much more cumbersomend
error-proneto write the extensioncode.

e additionof codeat the kernel-level will requiresupe-
ruserprivileges. Thus, it is difficult in a kernel-based
approachfor normal usersto develop or deploy their
own extensions.

e kernel-base@mplementationsequirekernelmodifica-
tions,which maybeviewedastoo risky andhencenot
widely accepted.

Thesefactorsmotivated[13] to developa userlevel imple-
mentationof an infrastructurefor confiningthe actionsof
helperapplicationdaunchedrom aweb-bravseror a malil
reader Specifically they usedthe capabilitiesprovided by
the Solaris operatingsystemto interceptthe systemcalls
madeby a helperapplication(i.e., a monitoredprocess)
within amonitoringprocessTypically, the monitoringpro-
cessunswith thesameprivilegesasthe monitoredprocess.
However, dueto their focus on helperapplicationson the
Solarisoperatingsystem,several importantproblemssuch
as the portability, expressie power and performanceof
userlevel systemcall interpositionwerenot explored. For
instance,they study performanceof CPU-intensie code
that malkes few systemcalls, e.g., ghost scri pt and
npeg_pl ay. Overheaddor system-callintensive appli-
cationssuchas network andfile senerswere not studied.
In addition, their focuson application-specifiaccesson-
trol requiresonly limited capabilitiesor theextensioncode,
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(Low load) | (High load)
gzip <2% <2%
ghostscript <5% <10%
tar 5% 10%
cp-r 5% 10%
ftpd <2% 30%
httpd <5% 35%

Figure 1. Overhead for system call inter cep-
tion for diff erent applications.

e.g.,no attemptwasmadeto modify systemcall dataor re-
turn code. Finally, they did not addressportability of their
systemto other popularvariantsof UNIX suchas Linux.
Consequentlya comprehensie treatmentof the issuesin
userlevel implementationof systemcall extensioninfras-
tructureshasremainedopen. We addresghis problemin
this paperandshaw thatwe canin factbuild powerful and
efficientinfrastructuresat the userlevel. Thekey contriku-
tionsof this paperaresummarizedelow.

1.2 Summary of Results

In this paper we presentan approachor implementing
a system-callinterpositioninfrastructureat the userlevel.
Thekey issuesaddressedth this paperare:

¢ Portability of extensioncode: Clearly, an extension
cannotbe usedacrossdifferent UNIX variantsif it
malkesuseof featuresuniqueto oneof thesevariants.
Oneapproacho make extensiongortableis to restrict
the interface provided by the interpositioninfrastruc-
ture so that it only exposesfeaturescommonto all
UNIX variants. However, suchanapproachs unnec-
essarilyrestrictve. A betteralternatveis to permitex-
tensionsto accessystem-specifieaturesyet assure
thatthoseextensionghatoperateusingonly thosefea-
turescommonacrossUNIX variantscanbe used“as
is” onthesevariants.

We tacklethis problemby designinganobject-oriented
interfacethatencapsulate®S-dependencidi terms
of systemcall namesaswell aguments)so that they
are hiddenfrom extensioncode. Moreover, our ap-
proachenablessimilar systemcalls (e.g., the mary
different systemcalls for readingfrom a file) to be
groupedtogetherso that they can be handledin the
sameway. By varyingthe groupingasneededor dif-
ferentUNIX variantsiit is possibleto write extension
codethatcanbeusedwithoutany modificationsacross
thesevariants.A detaileddescriptionof our approach
in this context canbefoundin Section3.

e Portability of the interception infrastructue: Most

modernversionsof the UNIX operatingsystemsuch
as Solaris, Linux, IRIX and OSF/1provide a mech-
anismfor one userprocessto trace anotherprocess
with the sameuserid, or if the first processhasthe
permission®f the superuserAn userlevel infrastruc-
ture canbeimplementedisingthis mechanismHow-
ever, sincethis mechanisms intendedprimarily for
dehugging, it doesnot operatein the sameway on
different UNIX variants,thus posing a challengein
termsof portability of the infrastructure. We tackle
the portability problemby partitioningthe infrastruc-
tureinto anOS/architecture-dependesimponenand
a secondcomponentthat is independentof them.
The OS-independentomponentcomprisesthe bulk
of the functionality of our infrastructure. It usesthe
primitive capabilitiegprovidedby the OS/architecture-
dependentcomponentthat may have to be imple-
menteddifferently on differentOS’s andprocessoar
chitectures. Our approachfor making infrastructure
portability is detailedfurtherin Section4.

e Capabilitiesof extensioncode: eventhoughmostop-
eratingsystemsprovide an ability to interceptsystem
calls, they do not always provide adequateor corve-
nientmechanismgor accessingr modifying the sys-
temcall data.For instance:

— SomeUNIX variantssuchasLinux do not pro-
vide a way to abort systemcalls, yet we need
thesecapabilitiesto confine applicationsor to
preventintrusions.

— Modificationof variable-sizedatasuchasstrings
posesa problem,asthe new value may occupy
more spacethan what was originally available.
Thus, the obvious approachof overwriting the
datawill notwork.

— Malicious applicationsmay attemptto modify
systemcall agumentsbetweenthe time they
are checled by the monitoring programandthe
time the systemcall is executed.(Suchchanges
are possibleif the maliciousprogramis multi-
threaded.)

— Sincethemonitoringprocessandmonitoredpro-
cesstypically run with the sameprivileges,we
needto guardagainsta monitoredprocessrom
interfering with the operationof a monitoring
processge.g., by attemptingto kill the monitor
ing procesor reduceits priority.

Ourapproachor addressingheseproblemss alsode-
scribedin Section4.

o Efficiency: As comparedo akernelimplementationa
userlevel implementationof systemcall interception
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Figure 2. System call execution sequence when a process is monitored.

incursthe following additionalcosts. First, two addi-
tional context switchesareintroducedfor eachsystem
callin auserlevelimplementation Secondtheopera-
tionsto acces®r modify thememoryof themonitored
procesaregenerallylessefficientthanthoseavailable
to akernelimplementation.To obtainacceptablger
formance,we adoptthe following techniques. First,
we employ thefastesmechanisnavailableundereach
OS for implementingthe memoryaccessoperations.
Second,we make use of selectve interceptioncapa-
bility (wherea selectedsubsetof the systemcalls are
interceptedjo minimize context switcheson OS’sthat
provide this capability Finally, we uselazy derefer
encingof accesseto the monitoredprocesamemory
i.e.,operationgo accessystencall algumentsarede-
ferreduntil their valuesarereally neededUsingthese
techniqueswe have beenableto obtaingood perfor
mancefor userlevel systemcall interception,as de-
scribedfurtherbelow.

Performanceanalysis: For applicationssuch as in-
trusion detectionand confinementthe overheaddue
to context switch (typically in the rangeof the time
neededo executethousandf instructions)far out-
weighsthe overheadof memoryaccessoperationsor
executingthe extensioncode[25]. (SeeSection5 for
details.) Thusour performanceanalysisin Section6
focusesprimarily on the overheaddueto interception
alone,while leaving out the overheadglueto execu-
tion of extensioncode. (Measuringthe overheaddue
to extensioncode executionis not useful for a com-
parisonof in-kernelversususerlevel implementation
of systemcall interposition.)Figure1l summarizesur
performanceesultson a 350MHz Pentiumll PCrun-

ning RedHat5.2 Linux. Thetableshovs the overhead
in termsof increasdn perceved executiontime (also
known asreal time). For measuringreal time, light
load correspondedo oneinstanceof a processn the
caseof gzi p, ghostscript, tar andcp -r,
and a throughputof 20Mb/s for ht t pd andft pd.
A high load correspondgo ten instancesof the pro-
cesseqfor gzi p, ghostscript, tar, cp -
r) andover 100Mb/sthroughputfor the seners. Our
resultsshow thatfor CPU anddisk-intensve applica-
tions,theoverheadslueto systencall interceptiorare
very small. Even for seners, wherethe overheadis
moderateunderhigh loads,we believe that the over-
headsare well-worth the increasen securitythatcan
be obtainedusingsystemcall interposition.

We notethatour approacHor tacklingportabilityissuesare
largely applicableto kernel-baseimplementationsiswell.

2 SystemOverview

Almost all versionsof UNIX provide a mechanisnfor
one processto traceand control the executionof another
processand/or accessits memory using the systemcall
ptrace. The primary use of this mechanismhasbeen
in implementingdeluggers. SomeUNIX variantssuchas
Linux provide an enhancemenb this mechanisnthaten-
ableoneprocesdo tracethe systemcalls madeby another
SystemV Release!l (SVR4) compatibleversionsof UNIX
supportamorepowerful andcorvenientmechanisnfior sys-
temcall interceptiorvia the/ pr oc interface.

The sequencef actionsinvolvedin systemcall tracing
is shawvn in Figure 2. A userprocessP, invokesa sys-
tem call suchasopen, which refersto an entry pointin
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I i bc. After settingup the agumentsandthe systemcall
numberin appropriateregisters,this codetransferscontrol
into the kernelby usinga processotrap or softwareinter-
rupt (e.g.,i nt  0x80 in Linux/i386). In thekernelmode,
the entry processingodewakesup the monitoringprocess
Py, which cannow examineor modify the registersor the
memoryof P,. After whateser processingdesiredby P,
it transferscontrol backto kernel,wherethe actualsystem
call functionality is performed. Before exiting the system
call, control is transferredbackinto P;, whereadditional
actionssuchasexamination/modificatiomf the systemcall
return parameterand return codemay be performed. Fi-
nally, controlis returnedbackto P;.

In orderfor P; to trace P,, the effective useridof P;
mustber oot , or the sameasthe effective useridof P,.
Oneof the primary benefitsof a userlevel interceptionap-
proachis thatthemonitoringprocessloesnotneedhepriv-
ilegesof superuserThis meanghatordinaryuserscande-
velop andusesystemcall extensionsn waysthey choose.
Equallyimportantthepotentialdamageausedy themon-
itoring processcan be no more than what can be caused
by the monitoredprocess. Note that this is not the case
with akernel-baseimplementatiorof interpositionwhere
(faulty) extensioncodecancausedamagéhatis beyondthe
damagedhatcanbe causedvenby aroot-ovnedprocess.

Our systemcall interception/&tensioninfrastructureis
built ontop of the systemcall tracingfacilities provided by
thedifferentUNIX variants.Theoverallarchitectureof our
systemis showvn in Figure3. An instanceof theinfrastruc-
ture resideswithin a singleuserprocesshatwe call moni-
toring process A single processnay monitor (andcontrol
thebehavior of) oneor moreprocessesTheactualcodefor
monitoringa procesgesidesin a supervisorobject which
in ourimplementatioris aC++ object. Therewill beseveral
monitoring processesunning on a system,eachmonitor
ing oneor moreprocesses(Therewill likely be atleastas

mary monitoringprocesseasthe numberof distinctusers
thathave processesunningon thesystem.)

All supervisorclassesare derived from the baseclass
Supl f c. Communicatiorbetweertheruntimesystemand
supervisorobject happensvia methodinvocationson this
interface. The supervisorclassesare dynamicallyloaded
into the monitoringprocessasnew processesareidentified
for monitoring. A mappingdfile mapsa fully-qualified exe-
cutablenameinto a sharedibrary containingthe codefor
a supervisorclass. This providesa (static) mechanismnto
identify which supervisorclasswill be usedto monitor a
process. A second(and more dynamic) mechanisnpro-
vides for a parentprocessto determinewhich supervisor
objectwill beusedfor monitoringits child.

Thesupervisoobjectsresideontop of aruntimesupport
infrastructurewhich consistsof two parts. Lower part of
the runtime systemconsistsof codethatis largely specific
to differentoperatingsystemsandarchitecturesThediffer-
encesherearisenot only dueto the differencedn system
callinterceptiormechanismé§.e., variationsof pt r ace or
/ pr oc interface),but alsobecauseheseinterfacesdo not
typically provide all of the capabilitiesneededor modify-
ing the behavior of systemcalls. As such,our implemen-
tation hasto accessegistersandotherarchitecture-specific
aspectof the system.Therestof the runtimesystemcon-
sistsof codethatmakesuseof the OS/architecture-specific
functions. This coderemainsthe sameacrosddifferentar-
chitecturesand operatingsystemsgxceptfor minor varia-
tions dueto the fact that the systemcall namesand argu-
mentsvary slightly acrosdifferentUNIX variants.

3 Supewisor Interface

The supervisorinterfaceis designedso that supervisor
classescan be written without having intimate knowledge
of



1. how systemcall interceptionis performed
2. internalcodesusedto identify differentsystemcalls

3. architecture/OS-specifizaysto accessystemcall ar-
gumentsor returnvalue

4. OS-specifianechanismso reador modify monitored
procesglata

In addition,theinterfaceshouldprovide:

5. supporfunctionsto controlexecutionof themonitored
process

6. abstractiormechanismgor writing a supervisorclass
without having to hard-codesystemcall namesor ar-
gumentypesspecificto oneor morevariantsof UNIX

Ouir first stepis to definea baseclasscalled Supl f ¢
fromwhichall supervisorcclassearederived. For eachsys-
tem call therearetwo methodsn theinterfacecorrespond-
ing to the entry and exit for the systemcall. For instance,
correspondingo ther ead systenrcall, thefollowing meth-
odsaredefinedin Supl f c:

void read_entry(Integer& fd, CharPtr& buf,
I nt eger & count)
void read_exit(Integer& fd, CharPtr& buf,
I nteger& count, |ntegeré& rv)

Whene&eramonitoredprocess entersor exits asystem
call (say r ead) the runtime systemidentifiesthe supervi-
sorobjectSp monitoring P andinvokesthe corresponding
entry or exit (i.e.,read_entry orread_exit) method
onit. Thisapproachaddressessueq1) and(2) mentioned
above. To addressssue(3), the systemcall agumentsand
returnvalueare passedxplicitly asargumentdgo the entry
or exit methods.

Issue(4) is addressedly encapsulatingachsystemcall
argumentin anobject. Thisfreesthesupervisoobjectfrom
having to dealwith the detailsof layoutsof systemcall ar
gumentsdataon a particularOS/architecturegr themecha-
nismsto be usedto readthe memoryof the monitoredpro-
cess.Instead,it relieson methodsprovided by the system
call algumentclasseso corveniently examine or modify
systemcall arguments. Finally, encapsulatiorof system
call algumentsin classobjectsenabledazy dereferencing
of arguments. For instance,an | nt eger objectcanbe
constructedvith a field recordingthe registerin which the
argumentis located. If the valueof the registeris needed,
the supervisomethodwill invokeaget operationonit, at
which pointtheregistercontentscanbefetched.

To illustrate systemcall agumentclasseswe give an
exampleof theChar Pt r classbelow:

class CharPtr {
int get(char *buf, int len);
int put(char *buf, int len);
int lockval (); /* ensure that value can't
be nodified by a thread of the nonitored
process before syscall conpletion */

Theget andput have obvious meanings. To under
standthel ockVal operation,notethatif the systemcall
argumentis from a region of memorysharedby multiple
threadsor processesjt may be possiblefor one of the
threads/processdgther than the one making the system
call) to modify the contentsreferencedby a pointerargu-
mentbetweerthetimeit is examinedby the supervisoland
thetime it is fetchedby the kernelwhenthe systemcall is
executed.Thel ockVal methodis usedto indicateto the
runtime systemthat this mustnot happen.The implemen-
tationsof thesesystemcall argumentclassess providedby
theruntimesystemasdescribedn the next section.

Issue(5) is addressethy defininga symmetricinterface
to Supl f c calledRt | f ¢ thatdefinessereralsupportfunc-
tionssuchas:

e kil I sendghespecifiedsignalto the monitoredpro-
cess.

e abort, which can be invoked only from within a
methodinvokedon systemcall entry, preventsthe sys-
temcall from completing.An agumento abor t will
specifythevalueto whichthereturncodeshouldbeset
to beforereturningcontrolto the calling program.

e swi t ch actionreplaceghe currentsupervisorobject
with a new objectbelongingto the classspecifiedas
the algument. This ability to dynamicallychangethe
supervisorobjectis particularly usefulwhenwe sus-
pect (or know for a fact) that a monitoredprocesss
misbehaing, andwe wishto monitortheprocessnore
closely (or even better confineits actions). More-
over, the switch capabilityis usefulto implementso-
phisticatedooliciesregardingwhich supervisomobject
should monitor a processafter it execve’s another
program.

The approactpresentedo far hasnot addressedssue(6),

sinceit requiresthe supervisorclassto supportmethods
with namesthat exactly matchthe systemcall namesin

a particular (version of an) operatingsystem. To over-

comethis problem,we have developeda higherlevel lan-

guagethat providesan abstractiorby which groupsof re-

lated systemcalls can be abstractedinto a higher level

event. This abstractionmechanisrmis one of the features
of our behaioral specificationlanguagefor intrusion de-
tection/preentiondescribedn [25]. The basicform of an

abstraceventdefinitionis:



eventName(X) == B
(s1(Y1)|Condy)|| -~ - ||(8n (Y n)|Condy,)

We have usedthe shorthandX to denotea list z1, ...,
of agumentsands, ..., s, denoteeithera systemcall or
anotherabstractevent. (But cyclic definitionsare not per
mitted.) EachCond; providesa binding for eachof the
variablesin X in termsof the valuesof one or more vari-
ablesin Y;. Additionally, Cond; mayconsistof conditions
onthevariablesn Y. The conditionandexpressiorsyntax
aresimilarto thatof C++.

An abstractevent that denotesoperationgo reada file
usingafile descriptoroperandcanbedefinedasfollows for
Linux;

readFd(I nteger fd) ::=
read(fd, _, )||readdir(fd, _, )||
getdents(fd, _, )| |readv(fd, _, _)

[TR1]

Here, “_" denotesan argumentwhosevalue is not of
interestfor definingthe abstractevent. The sameabstract
eventmay bedefineddifferentlyfor OSF/1:

readFd(I nteger fd) ::=
read(fd, _, )|[pread(fd, _, )I]|
getdirentries(fd, _, _,_)||readv(fd,_, )

Predefinedcollectionsof such abstractevents can be
specifiedin interface definitions which sene a purpose
similarto OS-specifiheadefiles. Thesupervisorclasscan
now bedefinedin anoperatingsystemindependentashion
by providing amethodfor eachof the abstraceventsin the
interfacedefinition,e.g.,r eadFd.

A compiler for the interface definitionsis responsible
for arrangingto call the codecorrespondingdo the abstract
event eventName wheneer ary of sy, ..., s, arecalled,
andmoreover, the correspondingonditionis satisfied.The
codefor eventName is invoked with parametebindings
as given by the condition. In effect, the compiler gener
atesa stubroutinefor eachsystemcall thatin turn endsup
calling an operationin the supervisorclasswith the name
correspondingo the abstracevent.

We notethat[9] usesarelatedapproacHor makingtheir
wrappergportable.Our interfacedefinitionfiles aresimilar
to their characterizationfiles. They make useof a notion
of tagging systemcalls, and usethe tagsin a way similar
to our abstraceventnames.An advantageof our approach
is thateventabstractionganbe composedwhile taggingis
not.

1If multiple abstraceventsmatchthe samesystemcall, all of themare
invoked in someorder Undesirablénteractionsmay arisedueto interfer
enceamongactionsfor thesedifferentabstractevents— this is an areaof
currentresearch.

3.1 Example Supewisor Class

We provideanexampleof asupervisoclassunt r ust -
edUtil ity toillustratethe API describedsofar. We de-
scribea simpleclasswhich restrictsthe monitoredprocess
from performingmary damagingsystemcalls,andalsore-
strictsthe files that canbe openedby the application. We
begin by definingabstraceventsof interest:

deni edCal | s ::= fork| | execve| | connect| | bi nd
|| 1isten|]|chnmod||chown||chgrp||kill]]|ptrace
| | sendto| | nkdir||utines||renange|]...
/* other disallowed calls onitted */

wr Open(f) ::= (open(f,nd)|isWite(nd))
| |creat(f)||truncate(f)

We have omittedsomeor all of thetrailing argumentsof
somesystemcalls in the above definition for conciseness.
After definingthe abstractevents,we canthenprovide the
implementatiorof just two methodsdeni edCal | s and
wr Qpen. Any systemcall thatdoesnot matchoneof these
abstraceventdefinitionswill begiventhedefaulttreatment,
which for mostsystemcalls is to continue. (The runtime
will includecertainprotectionmechanismshatensurethat
the monitoredprocesscannotmake systemcalls suchas
ki | I onthemonitoringprocess.)Theimplementation®f
thesetwo methodamaybeasfollows:

void UntrustedWility::deniedCalls_entry() {
abort ( EPERM ;

}
void UntrustedWility::wQOpen(CharPtr f) {

char *fv = f.get();

/* we may want to |ockVal (), first */

if (lislnDir(fv, "/tnmp") && (exists(fv)))
abort ( EPERM ;

The codefor w Qpen usessupportfunctionsto deter
mine whetherthe file beingopenedfor write is inside the
/ t mp directory, andif not, whetherit will endup creating
anew file or modifying anexisting one.

4 Runtime system

A monitoringprocesss startedwith the nameof anex-
ecutableto be monitored. Optionally, the nameof the su-
pervisorclassto be usedfor monitoringthe executableand
thenameof thefile containingthe objectcodefor this class
maybespecified Otherwiseanappropriatesupervisoclass
is identifiedfrom the mappindfile. Themonitoringprocess
thenloadsthe supervisorclassandthenforks andusesthe
att ach primitive provided by OS-specificmoduleto at-
tachto the child process.Following this, the child process
exec'’s the executableand now the processs setup to be



while there exist processes to be nonitored {

pid = waitForCall(); /* wait for a nonitored process to enter/exit sys call*/

call = getscno(pid);
if (isEntry(call)) {

/* Pre-entry processing, details onmtted */
switch (call) {/* get systemcall identifier */

case OPEN_ENTRY:

supQoj [id].open_entry(sclnfo[ OPEN_ENTRY] [ 0],
scl nf o] OPEN_ENTRY] [ 1], scl nfo[ OPEN_ENTRY][2]); break;
/* cases for other systemcalls not shown */

}

/* Post-entry processing (omtted) */

}
else if (iskxit(call)) {
/* Pre-exit processing (omtted) */

switch (call) {/* get systemcall identifier */

case OPEN_EXIT:

supQoj [id].open_exit(sclnfo[ OPEN_EXIT][0], sclnfo[ OPEN_EXIT][1],
sclnfo[ OPEN_EXI T][2], sclnfo[OPEN EXIT][3]); break;
/* cases for other systemcalls not shown */

}

/* Post-exit processing (omtted) */

else if (isSignal(call)) {

/* signal related processing (omtted)

}

Figure 4. Main loop of the runtime system

monitoredby an object of the specifiedsupervisorclass.
Whenthe runtime systemis monitoring one or more pro-
cessedit is executingwithin aloop shovn in Figure4.

The functionswai t For Cal | andget scno arepro-
videdby thearchitecture/OS-specifmomponenbf therun-
time system.This componentlsoincludesthedefinitionof
thearrayscl nf o which specifiesthe registers(or offsets
into the kernel-maintainediserstructurefor the monitored
process}hatcontainthesystenctall aguments Systencall
argumentclassobjectssuchas| nt eger andChar Pt r
areconstructedrom theseregisternumbers(This stephap-
pensimplicitly, thanksto thetypecorversionrulesof C++.)
Finally, the runtimelooks up its associatiortableto iden-
tify the supervisorobjectcorrespondingo the procesghat
madethe systemcall, andthe correspondingentry or exit
methodis invoked on this class. On returnfrom this call,
themonitoringprocesgyoesbackinto wai t For Cal | .

While the actionof the runtime systemto mostsystem
call entry andexit operationsare similar to thatfor open,
someoperationgequirespecialtreatment;

o f or k: theruntimesystemneeddo identify the pid of
the child processand be readyto monitor it. More-
over, the supervisorobjectitself is cloned, with one
copy monitoringthe parentprocessandanothemoni-

toring thechild.

e execve: nospecialprocessings requiredon the part
of theruntimesystem.If the currentsupervisorobject
requireghenew procesgo bemonitoredoy adifferent
supervisoobject,it explicitly invokesswi t ch opera-
tion fromits execve_ent r y methodwith theappro-
priatesharedibrary nameandclassnamefor the new
supervisorclass.Alternatively, theswi t ch operation
may specify a mappingfile that is looked up to de-
terminethe supervisoibasedon the executablename.
Switchingto anew objectwill bedoneaspartof post-
supervisomprocessing.

e Ki | | : sincetheruntimesystentypically runswith the
sameuseridasthe processeing monitored,we have
to be carefulto ensurghatthe monitoredprocescan-
not kill the monitoring processor otherwisedamage
its ability to monitorit. Thisis ensureddy intercept-
ing every “potentially dangerous’systemcall suchas
ki Il , andpermittingit to go throughonly if it will
not affect this or othermonitoring processesA simi-
lar remarkappliesto severalothersystencallsthatcan
interferewith themonitoringprocess.



e exi t : oncompletionof the entryfunction,the super
visor objectfor the monitoredprocesss destrgyed by
theruntimesystem.

4.1 Implementation of
ment Classes

System Call Argu-

Theruntimesystemalsoprovidestheimplementatiorof
the systemcall agumentclasses. Theseimplementations
aremadeindependenbf the OS and machinearchitecture
by usingthefunctionsprovidedby the architecture-specific
module.Theimplementatiorof theseclassess mostlyrou-
tine, exceptfor theway in whichwe dealwith modifications
to the memoryreferencedy pointerargumentswhich we
discusdurtherbelow.

For instanceif we have afilenameargumentandwould
like to modify it, this canbedonein placeif the nev name
is smallerthanthe old one. Otherwise we needto allocate
new storage andchangethe systemcall argumentvalueto
point to this new location. The catchis thatthis new loca-
tion mustbewithin the addresspaceof the monitoredpro-
cessandit is difficult to identify unusedsectionsof mem-
ory from the monitoring process.Our approachis to allo-
catenew storageon the stackbeyondthe top of stack. We
find that normally, the allowable stacksizeis muchlarger
(by several MBs) thanthe value of stackpointer, so all of
this spacecanbeused.

Regardlesof whetherthe new valuerequiresmorestor
agespacethanold value,we may chooseto storethe new
valueat arandomlocationon the stack. The motivationfor
this is asfollows. Thereis a window of time betweenthe
assignmenbf a new valueto a systemcall algumentand
the time when theseargumentsare actually fetchedfrom
usermemoryfor systemcall executionby the kernel. In
a multithreadedervironment,one of the threadscanmalke
a systemcall, while the othertries to locate and modify
the systemcall argumentbackto its original value. Even
worse, the first threadmay provide a valid-looking argu-
ment(e.qg.,a file name)which is permittedby the supervi-
sor object, while the secondthreadchangeghe file name
to an unacceptablealue. Puttingthe modified value at a
randomlocationon the stackimplies that the roguethread
hasto searchthroughthe entire stackto identify wherethe
valueis stored.If thereis sufficient stackspacesay1MB,
this may take millions of instructionsto complete. Com-
paredwith this, the time window being exploited is prob-
ably muchsmaller say several hundredinstructions. This
impliesthatthe probability of the roguethreadsucceeding
in its effort is very smalP.

2A rogueprogrammaytry to circumentthis approactby leaving very
little room on the stackwherethe runtime systemmay storearmguments.
Sincetypical programsexecutewith several MBs of available stackspace
at all times,we may simply terminatethe processwheninsuficient stack
space(say lessthan1MB) is detected.

The race conditionwith respectto checkingof system
call parametewvaluesstoredwithin usermemorywasfirst
addresseth [11]. They identifiedtheir ability to dealwith
theraceconditionsreliably asone of the benefitsof anin-
kernelimplementationWhile a similarguaranteeanprob-
ably never be providedin a userlevel implementationwe
believe thatapproachesuchasoursthatexploit somesort
of randomizatiorcanreducethe succesgrobabilityof such
raceattacksto a nggligible value. Neverthelessit mustbe
notedthat successfubttackscango undetectedin the ab-
senceof kernelsupport.

4.2 Architecture dependentprimiti ves

This module containsthe lowestlevel functionswhose
implementationsvill vary significantlyacrosddifferentop-
eratingsystemsand/orprocessoirchitectures.The func-
tionsprovidedby this moduleinclude:

e get ScNum isEntry, isExit, isSignal:
get the systemcall number (or signal receved by
the monitoredprocess)as an OS-independentalue,
identify if we intercepteda systemcall entry; exit or a
signal. This modulealsoneedgo identify the register
numbersvherethe systemcall agumentsarestored.

e get Reg, setReg: getor setthe valuesof regis-
ters. We note that register numbersdo not neces-
sarily correspondo the processohardwareregisters.
They are simply handlescreatedby the architecture-
dependeninoduleto referto somelocationwithin the
user structure (or anywhere else within the process
control block) thatcanbe reador modified by the ar
chitecturedependenmodule.

e getData, setData, getText: Reador mod-
ify the memoryof the monitoredprocess.Its imple-
mentationis differentfor pt r ace and SVR4 based
OSes. For pt r ace-basednterface,readingor writ-
ing bulk datacanbeinefficient, sowe employ any OS
or architecturespecificenhancement®s thesecapabil-
ities, e.g., we usethe / mem facility in Linux which
permitsefficientreadsbut not writes.

e attachProcess, waitForCall: Again, the
implementationsof these operationsare different
acrost r ace and/ pr oc interfaces.

e abort: SVR4-compatibldJNIX versionsprovide a
specialoperationfor abortingsystemcalls. Still, we
neededo developaway to modify thereturncodeso
thatary valuechoserby the supervisorobjectcanbe
providedto themonitoredprogram ratherthanthede-
fault valuein SVR4 which indicatesan error EI NTR



TestCasel| Normal Time Overhead
execution| spentin
time extension
ftpd 2.2s 0.03s 1.5%
telnetd 3.1s 0.04s 1.3%
httpd 5.8 0.09s 1.5%

Figure 5. System call interposition overhead.

(systemcall interrupted). The pt r ace implementa-
tion in Linux providesno way to abortsystemcalls.
Our approachs to modify the systemcall algumento

avaluethatwould causehecall to fail. We theninter-

ceptthe systemcall exit andsetthe returnvaluesand
parameterasappropriate.ldentifying suchargument
values(that causesystemcallsto fail) is fairly simple
in mostcasesg.g., null pointervalue for file names.
However, somecallsdo nottake argumentssothis ap-
proachfails. Fortunatelymostsuchsystencallseither
do notchangesystemstate(sono harmin lettingthem
completepluswe canmodify thereturnvalues)or are
not permittedto be executedevenby superuseowned
processe¢e.g.,set up andi dl e in Linux). Notable
exceptionsaref or k andexi t . With fork, our ap-
proachis to kill the child beforeit completests first
systemcall. With exit, it is arguablewhetherthereis

ary meritin abortingit, sowe simply let it complete.

5 An Application in Intrusion Detectionand
Confinement

We have built a systemfor intrusion detection,appli-
cation confinementand application-specifi@accessontrol
basedon systemcall interposition[25, 26]. Our approach
is basedon specifyingsecurity-rel@ant propertiesof pro-
gramsas patternsover sequencesf systemcalls executed
by processesOur specificatiorlanguagesnablesusto cap-
ture conditionson systemcall namesaswell astheir argu-
ments.Responsactionscanbe associateavith eachsecu-
rity property andtheseresponsesvill be triggeredwhen-
everthepropertyis violated. Theseactionsmaybe usedfor
avariety of purposesuchasdisalloving the violating sys-
temcall, modifyingits agumentsothata differentresource
from the onespecifiedin the systemcall is manipulatedpr
terminatingthe process. A compilertranslateghesespeci-
ficationsinto C++ codefor a supervisombject. This code
is compiledwith the C++ compilerandthenlinkedwith the
systemcall interpositioninfrastructureto provide intrusion
detectiorandconfinement.

Theresultsshavn in Figure5 wereobtainedwith arun-
time systenthatusesn-kernelsystencall interposition[4].
Thusary overheadneasurementlatingto systencall in-
terceptionor dataaccessannotbe extrapolatedo the user

level interpositionapproach. However, the resultsdo es-
tablishthatour approactof achieving portability of system
call extensiongusingtheSupl f ¢ interfaceandthe system
call agumentclasseswhich areimplementedn the same
way in both runtime systemsjs effective. They alsoshow
that the overheaddue to the executionof extensioncode
is very small— in fact, it is negligible ascomparedo the
overheadgor systemcall interceptiorandargumentaccess.
Consequentlyin a userlevel approactsuchasours,over-
all performancdor applicationsuchasintrusiondetection,
confinementaindaccessontrol canbe measuregurelyin
termsof the overheadd$or systemcall interceptionanddata
access.(This is preciselyhow we analyzeperformancen
thenext section.)

The resultsshavn in Figure 5 were taken on 350MHz
Pentiumll Linux PCwith 128MB memoryand8GB EIDE
disk. They include only the time spentwithin the exten-
sion code. Samplespecificationfor the f t pd sener can
be found in [25]. This specificationconsistsof approxi-
mately 15 propertiesthatrestrictthe operationsof the FTP
senersothatit (a) accessesnly certainfiles beforeuserlo-
gin, andcertainotherfiles afteruserlogin, (b) executenly
certainfiles, (c) performshostanduserauthentication(d)
allows connectiondackto the FTP client, but not arbitrary
hosts, (e) doesnot use privileged systemcalls or system
callsexceptfor bindingto aprivilegedTCP port, and(f) en-
forcesadditionalrestrictionsfor certainusers,e.g.,anory-
moususersandsuperuser Thespecificationsort el net d
andht t pd weresimilarin termsof compleity.

6 PerformanceResults

The primary goal of our performancesxperimentss to
assesghe impact of additional overheadsintroducedby
userlevel systemcall interpositionas comparedo kernel
basedinterposition. As mentionedearlier, the time spent
inside the extensioncode remainsthe samefor both ap-
proachesbut additionaloverheadsreincurredin the user
level approachdueto context switchesandrelatively inef-
ficient operationgo accesgshe memoryof monitoredpro-
cess. Thereforeour experimentswere designedwith null
extensionbodies or extensionghatsimply accesgandpos-
sibly modify) systemcall aguments.For kernel-basedn-
plementationsheoverheadslueto suchextensionswill be
negligible ascomparedo theoverhead$or auserlevel im-
plementation.

Measuringthe overheaddue to executionof extension
codewill seneto measuravhethercomputationallyinten-
sive taskswere performedwithin extensioncode. Such
measurementsould be usefulfor determininghe suitabil-
ity of systemcall interpositionfor accomplishinga partic-
ular task. Prior researchn [9, 20], aswell our results[25]
summarizedn the previous section,provide adequatevi-



Application | CPUtime Realtime Realtime

(Low load) | (Highload)
gzip <2% <2% <2%
ghostscript 10% <5% <10%
tar 30% 5% 10%
cp-r 50% 5% 10%
ftpd 70% <2% 30%
httpd 65% <5% 35%

Figure 6. Overhead for system call inter cep-
tion for diff erent applications.

denceto the efficiengy andeffectivenesf the systemcall
interpositionapproacHor applicationsuchasintrusionde-
tection,confinementindaccessontrol. However, measwr
ing theexecutiontime within extensioncodewill notin ary
way helpassestheperformancef theinfrastructuredevel-
opedin this paper This is anotherreasonfor our focuson
very simpleextensionsn our performancestudy

Most of the resultspresentedn this sectionwere ob-
tained for Linux running on a 350MHz Pentium|Il with
128MB memoryand8GB EIDE disk, while theotherswere
obtainedonIRIX runningon SGIR10000150MHz128MB
4GB SCSl,andOSF/1runningon DEC alpha500MHzwith
1GB memory Wheneerthemeasurementgsertainto IRIX
or OSF/1,we indicatethis explicitly; otherwisethe mea-
surementpertainto Linux.

6.1 Overheadfor SystemCall Inter ception

For performanceanalysis,we considerthreecateyories
of applicationsto monitor: CPU-intensie, disk I/O inten-
sive, and network-intensve applications. The overheadis
measuredn termsof increasdn CPUtime, asgivenby the
formula:

CPUtime for monitoredappAND monitoringprocess 1

CPUtime for unmonitoredapp

CPU time is taken to be the sum of the times spentin
userand systemmode by the systemon behalf of a pro-
cess.We alsomeasureahe perceiveddegradationin perfor
mancewhichis computedisingrealtime (otherwisecalled
elapsedime)insteadof CPUtime. Theperceveddegrada-
tion is showvn underlightly loadedandheaily loadedcon-
ditionsin Table6. In the table, lightly loadedconditions
referto asingleinstanceof arunningapplicationfor gzi p,
ghost scri pt,tar andcp -r,andadeliveredthrough-
put lessthan 20Mb/sfor f t pd andht t pd. Heavy load
correspondso runningten instancesof an applicationfor
gzi p, ghost scri pt,tar andcp -r, andadelivered
throughputof 100Mb/sor higherfor f t pd andht t pd.
The graphin Figure 7 shows the increasein CPU time
asa function of the numberof systemcalls madeby dif-
ferentapplications. We expectthe overheadto be mainly

4
35| i
@ 'gzip’
E 37 Tgs
Q25| tar
%] cp o
c 2L vftpy
T
S15] .
2 1t x
o w
05t -
e

O L L L L L
0 20000 40000 60000 80000 100000
Number of system calls

Figure 7. Increase in overhead with increase
in number of system calls.

dueto context switcheswhosecostshouldbeindependent
of the costof the systemcall itself. Thuswe expecta lin-
ear relationshipbetweenthe overheadand the numberof
systemcalls made. The graphshaws that this overheads
betweer26 and38 microsecondgpersystenmcall, with most
pointsconcentrate@round34 microsecondsThevariation
is a resultof time measuremenrgrrorswhich getamplified
sincewe aretakingthe differencebetweenCPUtimeswith
andwithout monitoring. Moreover, whena processs mon-
itored, we needadditionalprocessefor monitoring,which
canin turnleadto poorervirtual memoryandcacheperfor
mance.Theimpactof this is hardto predict,andmayvary
from applicationto application.

6.1.1 CPU-intensive applications

This category is meantto representypical CPU-intensie
applicationsthat are usedfrequently Usersare typically
sensitve to additional overheadsfor such applications,
sincetheir running time is long enoughto be perceved.
We considergzi p andghost scri pt in this category.
While gzi p makesveryfew systencalls,ghost scri pt
malkesa moderatenumberdueto the soclet-relatedopera-
tionsneededor displayingon X-windows.

Our overheadresults confirm the results of [13] for
SVR4 compatibleoperatingsystemssuchas IRIX, while
establishinghat similar overheadgalmostimmeasurable)
hold for Linux implementatiorthatusesthept r ace facil-

ity.

6.1.2 Disk I/O-intensive applications

In this category, we studiedt ar andcp -r (i.e.,recursve
copy of directories). This categgory of applicationstends
to malke a very large numberof systemcalls. Sinceour
main overheadis dueto context switching for every sys-
temcall, higheroverheadsreto be expectedfor thesepro-
grams. However, dueto a large amountof 1/O operations
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Figure 8. FTP server throughput

to thedisk, the elapsedime is muchlargerthanCPUtime,
thusthe perceved increasein overheadis typically small
for theseapplications.Due to opportunitiesfor multiplex-
ing in 1/O, the perceved overheadncreasesvhenmultiple
concurreninstance®f theseapplicationsarerun.

6.1.3 Network Serwers

Network senerssuchasf t pd andht t pd areamongthe
mostimportantapplicationsthat needthe increasedsecu-
rity offeredby systemcall monitoring. Consequentlyour
performanceanalysison theseapplicationsis more com-
prehensie. Ratherthanmeasuringusttheincreasén CPU
time dueto systemcall interception,our experimentsvere
gearednoretowardsevaluatingthedegradationn through-
putandlateng experiencedy clientsof theseservices.

Thetestsuitefor f t pd consistedf severalfiles whose
sizeswere uniformly distributed over the rangeof 0.5 to
5MB. First, we ran the sener and client on different ma-
chines.V¢ ensuredhatall of the requestediles would to-
getherfit within the in-memoryfile cachefor thesener, so
theeffectof diskaccessvascompletelyeliminatedin these
tests. Figure8 showns how the throughputvariesasa func-
tion of the numberof clients. The graphshaws that the
throughputis limited by network bandwidth,asthe curve
flattensout around80Mb/s, which is probablycloseto the
bestthatcanbe achieved on a 100Mb/sEthernetwhenall
of the protocol overheadsare considered.Sincethe CPU
utilization remainsfairly low at this point (around20%),
the overhead®f monitoringdo not affect the throughputat
all; thusthe throughputwith monitoringcoincideswith the
throughputwithout monitoring.

To simulatewhat happensunderhigher CPU loads (or
fasternetworks), we thenran the client and sener on the
samemachine.Moreover, we specifiedthe local file name
ontheclientto be/ dev/ nul | soasto eliminatethe ef-
fectof diskaccessln this casethethroughpuis limited by
CPUusagesothereis asignificantdegradationin through-
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Figure 9. HTTP server throughput
put.

Figures9 shavsthroughputesultsfor ht t pd. Thetests
wereperformedisingWebStonewhichis oneof thewidely
usedbenchmarkgor web sener performance. We used
WebStonewith the standardilesetincludedin the bench-
mark. We usedwo clientmachinesndonesenermachine.
We testedstartingwith 10 clientsgoingto 100clientsin in-
crementsof 10. The time per run was setto 10 minutes
andwe took 3 iterations.On the sener, httpdwasrun with
andwithout monitoring. WebStongrovideduswith there-
sultsfor the throughputandthe responsdimes. Whenthe
clientandsenerarerunondifferentmachinesthethrough-
put saturatest about75Mb/s when no monitoringis per
formed. (This numberis lower thanthatfor f t pd, reflect-
ing a higheroverheador HTTP dueto the protocolitself,
anddueto a differentdistribution of file sizes.)At the sat-
urationpoint, the CPU utilization is sufficiently high to re-
sultin measurablelropin throughputof about15%. When
theexperimentsareperformedwith theclientandseneron
the samemachine the overheads even more pronounced
(about30to 35%). WebStonealsoprovidesresponsdimes
for ht t pd, whichareshovnin Figure10. (Responsémes
arenotvery meaningfulin ourf t pd experimentssincethe
largefile sizesmeantthatthetime to receve afile wasal-
mostcompletelydueto thetime for transferringhefiles.)
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Figure 10. HTTP response time.



Operating| Intercept| Accessarguments| Accesdfilenames| Follow all pointers
System only (read-mostly) (read-mostly)| (read) | (read/write)
IRIX 55% 55% 75% | 330% 400%
Linux 27% 34% 39% | 60% 2000%

Figure 11. Overhead for reading and writing system call arguments.

Operating| Overhead
System

Linux 37%
IRIX 60%
OSF/1 35%

Figure 12. Interception overhead on IRIX,
OSF/1 and Linux.

6.2 Inter ception Overheadson Other UNIX Vari-

ants

Table 12 shaws the overheaddor systemcall intercep-
tion on two variantsof SystemV Releasel compatibleop-
eratingsystemspamely Irix andOSF/1.We only shaw the
averageof the overheadsimongthe six applicationsshavn
in previoustables.Theseoperatingsystemsprovide a finer
granularityof controloverwhatsystencallsareto bemon-
itored. We usedthis capabilitysothatwe ignored“uninter-
esting”systemcallsliker ead andwr i t e. In addition,for
mostsystencalls,we interceptednly theentryandnotthe
exit. The overheaddor interceptionundertheseconditions
areshawn in the tableand comparedagainstthe timesob-
tainedfor Linux. AlthoughLinux doesnot permitselectie
monitoringof a subsebf systemcalls, this factordoesnot
necessarilyranslaténto a higheroverheador monitoring.

6.3 Overheadfor Fetching Arguments

Table11 shavstheoverheadgor accessingnd/ormod-
ifying systemcall arguments. The overheadshawn is the
averagetakenacrossghost scri pt, tar andft pd. In
Linux, accessingachsystemcall algumentrequiresa sin-
gle systentcall in themonitoringprocesssothereis amod-
estoverheadfor gettingthesevalues. In IRIX, no system
calls needbe madeto accesghe aguments so thereis no
additionaloverhead. When we follow pointer aguments
and accesghe monitoredprocessmemory we have addi-
tional overheadsln mostcasesye areinterestedn access-
ing agumentghatarestringsof relatively smallsizesuchas
file namesandtheoverheadncreases small. But whenwe
follow all pointerargumentswe endup readingthe buffers
usedfor file readandwrite operationsandthis leadsto a
substantiabverhead.In the caseof Linux, thereis an ef-
ficient way to performbulk readsusingthe nemfile in the

/ pr oc directory But writing bulk datais very inefficient,
asit requiresonept r ace systemcall per4 bytesof data
to be written. Thusthe overheaddor modifying all argu-
mentsshootsup dramatically This problemdoesnot apply
to IRIX sinceit providesefficientbulk readandwrite opera-
tions. Still, theoverheads highwhenwe follow all pointer
argumentssincethisalsoimpliesthatall systemcall entries
andexits (includingthosefor r ead andwr i t €) arebeing
intercepted.

We concludethat the overheadsare low whenwe limit
oursehesto accesse® agumentsuchasfile namesintru-
siondetectionaccessontrolandconfinementpplications
require accesse®nly to this kind of data, and hencethe
performancedegradationintroducedby theseapplications
is low. Extensve accesso datamaybe neededn someap-
plicationssuchasthosefor transparentlataencryptionor
file replication. Userlevel interceptionintroducessignifi-
cantoverheaddgor suchapplications.

7 Discussion

Theruntimesystemdescribeccanbe usedfor real-time
monitoringof ary applicationjn theabsencef sourcecode
andwithout the needfor changingor evenrecompilingary
systemsoftware. Sinceour monitoring programresidesin
a separateaddressspace,it is essentiallynonbypassable.
Having a userlevel approachprovidesusthe ability to se-
lectively monitorcertainsystencalls,or monitorevery call,
thuscontrolling the granularityof control. Thesefeatures,
andareasonabl@erformanceverheadjive our systemthe
power to addandenforcea variety of securitypolicies,and
we discusssomeof the possibleapplicationsof our system
below:

o Policy-basedAuditing: In its simplestform, our sys-
temcanrecordinformationaboutsystemcallsandsig-
nalsin alog file thatcanbeusedfor archival purposes
or as a sourceof information to investigateattacks.
Theinformationto berecordectanincludesystentcall
argumentsaswell assystemstaterelatedinformation,
andcanbecustomizedn a perprocesdasis.

e Intrusion detection: As describedearliet a majority
of intrusiondetectiontechniquesnake useof system
call informationto performtheir task. Systemcall in-



terceptioncanenablethemto obtainadditionalinfor-
mationthatmay not be availablefrom auditlogs, and
therebyimprove their ability to detectattacks. The
ability to modify or abortsystemcalls will enablein-
trusiondetectordo take a moreproacte role wherein
they canpreventattacksfrom succeeding.

e AccessContol: Fine-grainedaccesscontrol that is
basedon usersas well asapplicationscan be easily
implementedusing our infrastructure. Our userlevel
approachhasadistinctadvantagdn thatuserscande-
ploy (or experimentwith) new accessontrolpolicies
withoutary helpfrom systemadministrators.

e Confining applications: Since our interceptionand
extension mechanismsannotbe bypassedwe can
usethemto confineuncooperatie applications. To-
getherwith this factor, the mechanismswve provide
for abortingsystemcalls, modifying their alguments,
and“locking” agumentvalues(sothatthey cannotbe
changedwith the intention of exploiting race condi-
tions) give usthe ability to confinemaliciousapplica-
tionsaswell. However, this ability is limited to some
extent due to the lack of adequateoperatingsystem
supportin someUNIX variantssuchas Linux. Our
ability to dynamically changethe supervisorobject
(andhencetheconfinemenpolicy) providesincreased
flexibility in confiningmaliciousapplications.

¢ Otherapplications:Systencall interpositionhasbeen
usedfor otherapplicationssuchastransparen¢éncryp-
tion, datareplication,etc. While our systemcanalso
supporttheseapplicationsthe performanceoverhead
is higher More efficient implementationssuch as
thosebasedon sharedwrapperlibraries, offer a better
alternatve.

7.1 Drawbacks

Oneof theadvantage®f akernel-basedpproachs that
the extensioncodecanperformoperationsn the context of
the monitoredprogram. In a userlevel approachwe have
to performtheseoperationsn the context of themonitoring
processwhichis distinctfrom the monitoringprocess For
instancepperationsuchaschangingthe useridor file sys-
temroot of the monitoredprocesss not possiblewith our
approachNeverthelessit is possibleto constrainthe mon-
itored procesdo only files accessibléo new useridor new
file systenmroot.

In auserlevelimplementatiorsuchasours,the OSker
neltreatsthemonitoringandmonitoredprocessethesame,
andit is really up to the monitoringprocesdo defenditself
againsta maliciousmonitoredprocess. Thereare a num-
berof waysin which the monitoredprocessantry to crip-
ple a monitoredprogram. Not all of thesemay have been

thoughtthroughcompletelyby animplementorof the run-
time system.Any “holesin thearmor”resultingdueto such
oversightcan be exploited by a maliciousprogramto es-
cape. Kernel-basedmplementationgre harderto circum-
vent. Thedownside,however, is thaterrorsin kernel-based
implementationgancausesignificantlymoredamagehan
errorsin the extensioncodeexecutingatthe userlevel.

Ourimplementatioraddsmoderateoverheadgor moni-
toring, andthis overheads higherthanthatfor kernel-based
implementationsThesilverlining is thatmostof theappli-
cationswherethe useris sensitve to performanceareCPU-
intensive, andfor suchprogramsthe overheadf ourinter-
ceptionmechanismarenot evennoticeable.

Our approachis implementedon top of the interfaces
provided by the operatingsystemfeaturesintendedfor de-
bugging. Limitationsin thesemechanismsglirectly impact
our infrastructure. For instance,in the currentimplemen-
tation of the pt r ace mechanisnin Linux, thereis a race
conditionregardingthef or k systenxcall. In particular the
child procesgloesnot inherit the tracingflag, soit canrun
free until the monitoringprocessattachedo it. During this
window of time, we do not have ary ability to monitor or
confinethe child processHowever, it appearshatthisrace
conditiononly arisesin multiprocessoarchitectures(This
problemdoesnotarisein SVR4compatiblesystemsasthey
provide mechanismshatenablethe monitoringprogramto
arrangefor the tracing flags to be inherited after a fork.)
It appeargpossibleto develop a work aroundby dynamic
modificationof codein the text segment, or bettey mod-
ifying the instructionpointerto point backto a specially
constructedsequencef instructionson the stack. The best
solution, however, is to eliminatethis “bug” from the OS
implementatioritself.

Oneof theassumptionsf ourapproachs thatthepolicy
incorporatedn thesupervisocodeis a“good” one,andwill
notitself causedamageor otherwisemodify thecapabilities
of the monitoredprocessn undesirablevays. The upside
is thatthe scopeof damagehatcanarisedueto sucherrors
is minimized by usingappropriatenhigh-level languagefor
specifyingthe supervisorfunctionality, andalsoby having
thesupervisorsun atuserlevel.

8 RelatedWork

There has beena lot of researchdone on improving
the acceszontroltechniqueswailablein operatingsystem
suchasUNIX. Many of the works focussedon improving
the filesystemprotectionmodelin UNIX [8, 19, 2]. Their
implementatiorapproachs basedn modifying the operat-
ing systemkernelto provide anenhancegbrotectionmodel
that can operateat a perprocessand peruserlevel. The
work of [28] developsa morepowerful andflexible access
controlmethodcalleddomaintypeenforcemen(DTE). Us-



ing DTE, systemadministratorscan specify fine-grained
mandatoryaccessontrolsovertheinteractionbetweerpro-

cesseandtheobjectsaccessedy them.Thiswork is more
closelyrelatedto oursin thattheirimplementatioris based
on interceptingand checkingsystemcalls within the OS

kernel.

Several researchefforts have developed interception
technigueshatareimplementedn libraries[16, 15]. While
this approacHeadsto low overheadsthey canbe easilyby-
passedy codethatdirectly invokesthe systemcall without
usingthelibrary, andarethusnot appropriatefor intrusion
detectionandconfinemengpplications.

Interceptionof systemcalls within the kernel, coupled
with the ability to add extension code that can be exe-
cutedatthis point,hasbeenproposedy severalresearchers
[9, 11, 2Q]. Theapproachem [9, 20] usesimilartechniques
for systemcall interception:they overwrite the systemcall
tablein the kernel(Linux or FreeBSD)to pointto modules
thatwill routethe systemcallsthroughthe extensionsprior
to and after the executionof normal systemcall function-
ality. Beingkernel-basedtheseapproachegenerallyhave
moreflexibility andpowerin termsof whatactionscanbe
performedwithin the extensioncode.

A morecomprehensie setof capabilitiesfor extending
operatingsystemfunctionality wasproposedn [11]. They
allow for extensionsto operatein usermodeaswell, but
they run on top of the kernellevel primitivesdevelopedby
them,asopposedo makinguseof thefeaturesof commod-
ity operatingsystems.Their work alsodealswith someis-
suesnot addressethy the works mentionedabove, suchas
handlingraceconditionsthatmight arisewhena malicious
multithreadedprogramattemptsto changean argumentof
a systemcall (suchas a filename)betweenthe time it is
checled by the extensioncodeand the time the argument
is actually usedin a systemcall. Althoughit is difficult
to provide absoluteprotectionagainstsuch attacksusing
our approachpur techniqueof copying suchargumentso
a randomlocationon the stack (beyond the stackpointer)
providesa goodsolution. It would be very difficult for the
maliciousthreadto searchthe entire stack (usually a few
MB in size)to identify thelocation(s)into whichthe moni-
toring programmay have copiedthe arguments.

Thekey distinctionbetweerour approactandthatof the
above works is that we aim for a userlevel implementa-
tion of the systemcall interceptioninfrastructure similar to
[13]. Theirsystems aimedat confininghelperapplications
(suchasthoselaunchedby web-bravsers)to restricttheir
useof systemcalls. Dueto their focuson “sand-boxing”of
helperapplications their systemprovides abilities to only
allow or dery a particularsystemcall. Modifying system
call algumentsor the datareferencecdy them, or changes
to the systemcall returncodewere not considered.More-
over, their work wasbasedon Solarisanddid not address

Linux (which is our main interest)or issuesof portability
acrosotherUNIX variants.

Severallanguagediave beenproposedo simplify writ-
ing systentall extensiong9, 13, 26, 25]. Someapproaches,
suchas[13] usea very simple,high-level language.Other
approachesuchas[9] aregearedo maximizethe capabil-
ities that canbe programmednto the extensionsandthus
they useasupersetf theC-languagdor writing extensions.
Yet otherapproachef26, 25 strive for a balancebetween
expressve power, robustnes®f extensionsandeaseof writ-
ing extensionsgearedfor a specificpurposesuchasintru-
siondetection/preention.

9 Conclusions

In this paperwe presentech new approachor develop-
ing a userlevel infrastructurefor systemcall interception
andextension.Ourwork addressesereralimportantissues
not addressedby previous research.Eventhoughwe have
a userlevel implementationijt offers similar level of secu-
rity andcomparabldevel of capabilitiesaskernel-basedn-
plementation®f systemcall extensions. This is achieved
without the main drawbacksof the kernel-base@pproach,
namely normaluserscandevelopanddeploy their own ex-
tensions;morewver, damagedueto errorsin the extension
codeis limited, and doesnot bring down the entire sys-
tem. As aresultof this, our infrastructurecan be usedto
develop extensionsthat accomplisha variety of security-
related tasks such as customauditing and logging, fine-
grainedaccesgontrol,intrusiondetectiorandconfinement.

Anotherimportantdistinction of the researctpresented
in this paperis thatwe have developedtechniqueso make
our infrastructureportableacrossmary versionsof UNIX.
More importantly the extensioncodeitself can be easily
ported. Many of thesetechniquescan be appliedto in-
kernelimplementationsf extensioninfrastructureaswell.

We presenteca comprehensie analysisof the perfor
manceimpactdueto userlevel interceptionof systencalls.
The overheadsare moderatein the worst case,and almost
imperceptibleunder typical conditions. From a perfor
mancepoint of view, we believe that our resultsestablish
the practicalityof userlevel monitoringof systemcallsasa
way to improve systemsecurity

Our performanceanalysis,as well asthe discussionn
Section?, indicatethattheapproacths well-suitedfor appli-
cationssuchasintrusiondetection accessontrolandcon-
finementof applications.Moreover, dueto the limitations
in OS-pravided mechanismdor userlevel interceptionof
systemcalls,thesetechniquesrecurrentlybettersuitedfor
confining uncooperatie applicationsthan maliciousones.
It is alsolesssuitedfor applicationsuchastransparentata
encryptionor file replicationthatrequireextensve accesses
to thememoryof themonitoredprocess.
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