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Abstract

Several new approachesfor detectingmaliciousattacks
on computersystemsand/or confining untrustedor ma-
licious applicationshave emerged over the past several
years. Thesetechniquesoften rely on the fact that when
a systemis attackedfroma remotelocationovera network,
damage can ultimately be inflicted only via systemcalls
madebyprocessesrunningonthetargetsystem.Thisfactor
hasleadto a surge of interestin developinginfrastructures
that enablesecure interceptionandmodificationof system
callsmadebyprocessesrunningonthetargetsystem.Most
knownapproachesfor solvingthis problemhaverelied on
an in-kernelapproach, where the interceptionmechanisms
as well as the intrusion detection/confinementsystemsare
implementedwithin the operating systemkernel. We ex-
plore an alternativeapproach that usesmechanismspro-
videdbymostvariantsof theUNIX operatingsystemto im-
plementsystemcall interpositionat user level, where the
systemcallsmadebyoneprocessaremonitoredbyanother
process.Someof thekey problemsthatneedto solvedin de-
velopingsuch an approach are: providing adequatesetof
capabilitiesin theinfrastructure, portability of thesecurity
enhancementsand the infrastructure itself acrossdifferent
operating systems,andminimizingperformanceoverheads
associatedwith interceptionfor a wide range of applica-
tions. We presenta solution that satisfactorilyaddresses
theseissues,andcanthusleadto a platformfor rapiddevel-
opmentanddeploymentof robust intrusiondetectors, con-
finementsystemsandotherapplication-specificsecurityen-
hancements.

1 Intr oduction

One of the biggestproblemsfacedby businesses,in-
dividuals and organizationsis the protectionof their net-
workedcomputingsystemsfrom damagedueto malicious
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attackslaunchedremotelyvia the Internet. Suchattacks
mayutilize avarietyof techniques,e.g.,exploit softwareer-
rors in privilegedprogramsto gainroot privilege,exploit
vulnerabilitiesin systemconfigurationto accessconfiden-
tial data,or rely on a legitimatesystemuserto download
andrun a legitimate-lookingTrojanHorseprogramthat in-
flicts damage.Intrusiondetectionrefersto abroadrangeof
techniquesthat have beendevelopedover the pastseveral
yearsto protectagainstmaliciousattacks. A majority of
thesetechniquestake thepassive approachof offline moni-
toring of system(or user)activities to identify thoseactiv-
ities that deviate from the norm [1, 26, 10, 12, 17, 21] or
areotherwiseindicative of attacks[14, 18, 22]. More re-
cently, several proactive approacheshave emerged. These
approachescanpreventor isolateattacksbeforeany dam-
ageis caused[9, 13, 20, 28].

Most approachesaimedat preventingintrusions[9, 13,
20, 28] are basedon the following observation aboutat-
tacks:regardlessof thenatureof anattack,damagecanulti-
matelybeeffectedonly via systemcallsmadeby processes
running on the target system. It is thus possibleto iden-
tify (andprevent)damageif we canmonitor every system
call madeby every process,andlaunchactionsto preempt
any damage,e.g.,abortthesystemcall, changeits operands
(e.g.,openadifferentfile from onethatis specified)or even
terminatetheprocess.

In additionto thepreventiveapproaches,systemcall in-
terceptioncan significantly enhancethe power and effec-
tivenessof mostoffline intrusiondetectiontechniquesthat
makeuseof systemauditdata.This is becausesystemaudit
logsoftendo not provide all of the informationneededfor
intrusiondetection.For instance,we mayneedto know the
valueof a string thatwasreadfrom a network connection,
the target of a symbolic link or contentsof a file. While
it may be possibleto identify and recordall suchpoten-
tially usefulinformationin theaudit log, suchanapproach
is likely to be impracticaldueto excessive overheadsand
disk spacerequired.Consequently, evenoffline techniques
can benefitfrom active systemcall interception,as it en-
ablesthemto accessall thedataneededfor identifying in-
trusions,without incurringtheoverheadfor accessingirrel-
evantinformation.
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For reasonsmentionedabove, the problemof develop-
ing infrastructuresfor active interceptionandmodification
of systemcalls has attracteda lot of researchattention
[9, 11, 13, 20]. Modification is effectedby user-specified
codefragments(sometimesreferredto aswrappers or ex-
tensions) that are interposedat the systemcall entry and
exit points. Theseresearchefforts have demonstratedthat
suchextensionscanbe usedto enhanceapplicationfunc-
tionality in a varietyof ways,e.g.,application-specificac-
cesscontrol, intrusiondetection,transparentenhancements
for security(e.g.,dataencryption)or fault-tolerance(e.g.,
datareplication).It is importantto notethatall of theseen-
hancementscanbeobtainedusingsystemcall interposition
withoutmakinganychangesto theapplicationsthemselves.

This paperpresentsa new approachfor implementation
of a systemcall extensioninfrastructure. Our approach
is characterizedby a user-level implementationlike [13],
wherethesystemcallsperformedby oneprocessareinter-
cepted(andpossiblymodified)by anotherprocess.Thisap-
proachcontrastswith a majority of approachesin this area
thatemploy anin-kernelimplementationof system-callin-
terposition.Our work improvesupon[13] by (a) providing
a moreextensive setof capabilitiesfor extensioncode,(b)
developingan architectureandimplementationthat is eas-
ily portedto differentversionsof theUNIX operatingsys-
tem, and(c) presentinga comprehensive evaluationof the
performanceoverheadsassociatedwith extensions.Below,
we describepreviouswork in systemcall interpositionand
summarizethemainbenefitsof ourapproach.

1.1 PreviousWork in System-CallInter position

In thissectionwereview prior researchin systemcall in-
terposition,motivateuser-level implementationsof system
call interception,andsummarizetheresearchproblemsthat
have not yet beenaddressedin this context. A more ex-
tendedtreatmentof relatedwork canbefoundin Section8.

Someof theearlierresearchefforts in systemcall inter-
positionsuchas[16, 15] wereimplementedwithin libraries.
For instance,systemcallsareaccessedvia a wrapperfunc-
tion within thelibc library on mostUNIX systems.By
linking to a different library that containedmodified ver-
sionsof thesewrapperfunctions,onecould effect system
call interposition. This approachhasthe benefitthat it is
easyto implementandvery efficient. An importantdraw-
back of this approachis that thesewrapperfunctionscan
be bypassed;for instance,it is possiblefor a programto
directly invoke the systemcall usinga lower level mecha-
nismsuchasexecutionof asoftwareinterrupt.Thusthisap-
proachis not suitablefor security-relatedapplicationssuch
asintrusiondetectionandconfinement.

An alternative approachthat doesnot suffer from the
above drawbackis a kernel-basedimplementation.In par-

ticular, the systemcall interceptionis implementedwithin
the operatingsystemkernel,andall of the extensioncode
(for all processesbeingmonitored)runsin thekernelmode.
Thisapproachhasbeenadoptedby mostresearchersin this
area[9, 11, 20, 28]. Oneof the primary advantagesof a
kernel-basedapproachis low interceptionoverhead. The
overheadsfor systemcall interpositionaredeterminedal-
mostentirely by the extensioncode. Moreover, a kernel-
basedimplementationoffers morepower in termsof what
canbedonewithin extensioncode,e.g.,extensionscanbe
executedwith thesameprocesscontext astheprocessbeing
monitored. However, the power affordedby kernel-mode
operationbringssomeseriousdrawbacksaswell:
� normal protectionmechanismsthat guardagainster-

rorsin oneprocessfrom damaginganotherprocessdo
not apply for codeexecutedin kernel-mode. Hence
it is possiblefor errorsin the extensioncodefor one
processto corruptthememoryor filesusedby another
process,or evenworse,bring down theentiresystem.
Unlesswe areextremelycareful,thereis thusa poten-
tial for makingthesystemlesssecureby addingexten-
sions!

� state-of-the-artin kernel-residentsoftware develop-
ment lags user-level software development signifi-
cantly. This makes it much more cumbersomeand
error-proneto write theextensioncode.

� additionof codeat the kernel-level will requiresupe-
ruserprivileges. Thus,it is difficult in a kernel-based
approachfor normalusersto develop or deploy their
own extensions.

� kernel-basedimplementationsrequirekernelmodifica-
tions,whichmaybeviewedastoorisky andhencenot
widely accepted.

Thesefactorsmotivated[13] to developa user-level imple-
mentationof an infrastructurefor confiningthe actionsof
helperapplicationslaunchedfrom a web-browseror a mail
reader. Specifically, they usedthecapabilitiesprovidedby
the Solarisoperatingsystemto interceptthe systemcalls
madeby a helper application(i.e., a monitoredprocess)
within amonitoringprocess.Typically, themonitoringpro-
cessrunswith thesameprivilegesasthemonitoredprocess.
However, due to their focuson helperapplicationson the
Solarisoperatingsystem,several importantproblemssuch
as the portability, expressive power and performanceof
user-level systemcall interpositionwerenot explored. For
instance,they study performanceof CPU-intensive code
that makes few systemcalls, e.g., ghostscript and
mpeg play. Overheadsfor system-callintensive appli-
cationssuchasnetwork andfile serverswerenot studied.
In addition,their focuson application-specificaccesscon-
trol requiresonly limited capabilitiesfor theextensioncode,



Application Realtime Realtime
(Low load) (High load)

gzip � 2% � 2%
ghostscript � 5% � 10%
tar 5% 10%
cp-r 5% 10%
ftpd � 2% 30%
httpd � 5% 35%

Figure 1. Overhead for system call inter cep-
tion for diff erent applications.

e.g.,no attemptwasmadeto modify systemcall dataor re-
turn code. Finally, they did not addressportability of their
systemto otherpopularvariantsof UNIX suchas Linux.
Consequently, a comprehensive treatmentof the issuesin
user-level implementationof systemcall extensioninfras-
tructureshasremainedopen. We addressthis problemin
this paperandshow thatwe canin factbuild powerful and
efficient infrastructuresat theuserlevel. Thekey contribu-
tionsof this paperaresummarizedbelow.

1.2 Summary of Results

In this paper, we presentanapproachfor implementing
a system-callinterpositioninfrastructureat the userlevel.
Thekey issuesaddressedin this paperare:

� Portability of extensioncode: Clearly, an extension
cannotbe usedacrossdifferent UNIX variants if it
makesuseof featuresuniqueto oneof thesevariants.
Oneapproachto makeextensionsportableis to restrict
the interfaceprovided by the interpositioninfrastruc-
ture so that it only exposesfeaturescommonto all
UNIX variants.However, suchanapproachis unnec-
essarilyrestrictive. A betteralternative is to permitex-
tensionsto accesssystem-specificfeatures,yet assure
thatthoseextensionsthatoperateusingonly thosefea-
turescommonacrossUNIX variantscanbe used“as
is” on thesevariants.

Wetacklethisproblembydesigninganobject-oriented
interfacethatencapsulatesOS-dependencies(in terms
of systemcall namesaswell arguments)so that they
are hiddenfrom extensioncode. Moreover, our ap-
proachenablessimilar systemcalls (e.g., the many
different systemcalls for readingfrom a file) to be
groupedtogetherso that they can be handledin the
sameway. By varyingthegroupingasneededfor dif-
ferentUNIX variants,it is possibleto write extension
codethatcanbeusedwithoutany modificationsacross
thesevariants.A detaileddescriptionof our approach
in this context canbefoundin Section3.

� Portability of the interception infrastructure: Most

modernversionsof the UNIX operatingsystemsuch
as Solaris,Linux, IRIX and OSF/1provide a mech-
anism for one userprocessto traceanotherprocess
with the sameuserid, or if the first processhas the
permissionsof thesuperuser. An user-level infrastruc-
turecanbeimplementedusingthis mechanism.How-
ever, sincethis mechanismis intendedprimarily for
debugging, it doesnot operatein the sameway on
different UNIX variants,thus posing a challengein
termsof portability of the infrastructure. We tackle
the portability problemby partitioningthe infrastruc-
tureinto anOS/architecture-dependentcomponentand
a secondcomponentthat is independentof them.
The OS-independentcomponentcomprisesthe bulk
of the functionality of our infrastructure. It usesthe
primitivecapabilitiesprovidedby theOS/architecture-
dependentcomponentthat may have to be imple-
menteddifferentlyon differentOS’s andprocessorar-
chitectures. Our approachfor making infrastructure
portability is detailedfurtherin Section4.

� Capabilitiesof extensioncode: eventhoughmostop-
eratingsystemsprovide an ability to interceptsystem
calls, they do not alwaysprovide adequateor conve-
nientmechanismsfor accessingor modifying thesys-
temcall data.For instance:

– SomeUNIX variantssuchasLinux do not pro-
vide a way to abort systemcalls, yet we need
thesecapabilitiesto confine applicationsor to
preventintrusions.

– Modificationof variable-sizedatasuchasstrings
posesa problem,as the new valuemay occupy
more spacethan what was originally available.
Thus, the obvious approachof overwriting the
datawill not work.

– Malicious applicationsmay attempt to modify
systemcall argumentsbetweenthe time they
arechecked by the monitoringprogramandthe
time thesystemcall is executed.(Suchchanges
are possibleif the maliciousprogramis multi-
threaded.)

– Sincethemonitoringprocessandmonitoredpro-
cesstypically run with the sameprivileges,we
needto guardagainsta monitoredprocessfrom
interfering with the operationof a monitoring
process,e.g.,by attemptingto kill the monitor-
ing processor reduceits priority.

Ourapproachfor addressingtheseproblemsis alsode-
scribedin Section4.

� Efficiency:As comparedto akernelimplementation,a
user-level implementationof systemcall interception
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Figure 2. System call execution sequence when a process is monitored.

incursthe following additionalcosts.First, two addi-
tional context switchesareintroducedfor eachsystem
call in auser-level implementation.Second,theopera-
tionsto accessor modify thememoryof themonitored
processaregenerallylessefficient thanthoseavailable
to a kernelimplementation.To obtainacceptableper-
formance,we adoptthe following techniques.First,
weemploy thefastestmechanismavailableundereach
OS for implementingthe memoryaccessoperations.
Second,we make useof selective interceptioncapa-
bility (wherea selectedsubsetof the systemcallsare
intercepted)to minimizecontext switchesonOS’s that
provide this capability. Finally, we uselazy derefer-
encingof accessesto the monitoredprocessmemory,
i.e.,operationsto accesssystemcall argumentsarede-
ferreduntil their valuesarereally needed.Usingthese
techniques,we have beenableto obtaingoodperfor-
mancefor user-level systemcall interception,as de-
scribedfurtherbelow.

� Performanceanalysis: For applicationssuch as in-
trusion detectionand confinement,the overheaddue
to context switch (typically in the rangeof the time
neededto executethousandsof instructions)far out-
weighsthe overheadof memoryaccessoperationsor
executingthe extensioncode[25]. (SeeSection5 for
details.) Thusour performanceanalysisin Section6
focusesprimarily on the overheaddueto interception
alone,while leaving out the overheadsdue to execu-
tion of extensioncode. (Measuringthe overheaddue
to extensioncodeexecutionis not useful for a com-
parisonof in-kernelversususer-level implementation
of systemcall interposition.)Figure1 summarizesour
performanceresultson a 350MHzPentiumII PCrun-

ning RedHat5.2Linux. Thetableshows theoverhead
in termsof increasein perceivedexecutiontime (also
known as real time). For measuringreal time, light
load correspondedto oneinstanceof a processin the
caseof gzip, ghostscript, tar andcp -r,
and a throughputof 20Mb/s for httpd and ftpd.
A high load correspondsto ten instancesof the pro-
cesses(for gzip, ghostscript, tar, cp -
r) andover 100Mb/sthroughputfor the servers. Our
resultsshow that for CPU anddisk-intensive applica-
tions,theoverheadsdueto systemcall interceptionare
very small. Even for servers, wherethe overheadis
moderateunderhigh loads,we believe that the over-
headsarewell-worth the increasein securitythat can
beobtainedusingsystemcall interposition.

Wenotethatourapproachfor tacklingportability issuesare
largelyapplicableto kernel-basedimplementationsaswell.

2 SystemOverview

Almost all versionsof UNIX provide a mechanismfor
one processto traceand control the executionof another
processand/or accessits memory using the systemcall
ptrace. The primary use of this mechanismhasbeen
in implementingdebuggers.SomeUNIX variantssuchas
Linux provide an enhancementto this mechanismthat en-
ableoneprocessto tracethesystemcallsmadeby another.
SystemV Release4 (SVR4)compatibleversionsof UNIX
supportamorepowerfulandconvenientmechanismfor sys-
temcall interceptionvia the/proc interface.

Thesequenceof actionsinvolved in systemcall tracing
is shown in Figure 2. A userprocess��� invokes a sys-
tem call suchasopen, which refersto an entry point in



Runtime System

Supervisor objects

Supervisor Interface

OS/Architecture Dependent Functions

Monitoring process

KernelFile
Mapping

(Mostly) Arch/OS Independent Functions

Figure 3. Components of the system

libc. After settingup the argumentsandthe systemcall
numberin appropriateregisters,this codetransferscontrol
into the kernelby usinga processortrapor softwareinter-
rupt (e.g.,int 0x80 in Linux/i386). In thekernelmode,
theentryprocessingcodewakesup themonitoringprocess
��� , which cannow examineor modify the registersor the
memoryof ��� . After whatever processingdesiredby �	� ,
it transferscontrolbackto kernel,wheretheactualsystem
call functionality is performed. Beforeexiting the system
call, control is transferredback into � � , whereadditional
actionssuchasexamination/modificationof thesystemcall
returnparametersandreturncodemay be performed. Fi-
nally, controlis returnedbackto � � .

In order for � � to trace � � , the effective useridof � �
mustbe root, or the sameas the effective useridof � � .
Oneof theprimarybenefitsof a user-level interceptionap-
proachis thatthemonitoringprocessdoesnotneedthepriv-
ilegesof superuser. This meansthatordinaryuserscande-
velopandusesystemcall extensionsin waysthey choose.
Equallyimportant,thepotentialdamagecausedby themon-
itoring processcan be no more than what can be caused
by the monitoredprocess. Note that this is not the case
with a kernel-basedimplementationof interposition,where
(faulty)extensioncodecancausedamagethatis beyondthe
damagethatcanbecausedevenby a root-ownedprocess.

Our systemcall interception/extensioninfrastructureis
built on top of thesystemcall tracingfacilitiesprovidedby
thedifferentUNIX variants.Theoverallarchitectureof our
systemis shown in Figure3. An instanceof theinfrastruc-
tureresideswithin a singleuserprocessthatwe call moni-
toring process. A singleprocessmaymonitor (andcontrol
thebehavior of) oneor moreprocesses.Theactualcodefor
monitoringa processresidesin a supervisorobject, which
in ourimplementationis aC++object.Therewill beseveral
monitoringprocessesrunningon a system,eachmonitor-
ing oneor moreprocesses.(Therewill likely beat leastas

many monitoringprocessesasthenumberof distinctusers
thathaveprocessesrunningon thesystem.)

All supervisorclassesare derived from the baseclass
SupIfc. Communicationbetweentheruntimesystemand
supervisorobject happensvia methodinvocationson this
interface. The supervisorclassesare dynamically loaded
into themonitoringprocessasnew processesareidentified
for monitoring. A mappingfile mapsa fully-qualified exe-
cutablenameinto a sharedlibrary containingthe codefor
a supervisorclass. This providesa (static)mechanismto
identify which supervisorclasswill be usedto monitor a
process. A second(and more dynamic)mechanismpro-
vides for a parentprocessto determinewhich supervisor
objectwill beusedfor monitoringits child.

Thesupervisorobjectsresideontopof aruntimesupport
infrastructurewhich consistsof two parts. Lower part of
the runtimesystemconsistsof codethat is largely specific
to differentoperatingsystemsandarchitectures.Thediffer-
encesherearisenot only dueto the differencesin system
call interceptionmechanisms(i.e.,variationsof ptrace or
/proc interface),but alsobecausetheseinterfacesdo not
typically provide all of thecapabilitiesneededfor modify-
ing the behavior of systemcalls. As such,our implemen-
tationhasto accessregistersandotherarchitecture-specific
aspectsof thesystem.Therestof the runtimesystemcon-
sistsof codethatmakesuseof theOS/architecture-specific
functions. This coderemainsthe sameacrossdifferentar-
chitecturesandoperatingsystems,except for minor varia-
tions due to the fact that the systemcall namesandargu-
mentsvary slightly acrossdifferentUNIX variants.

3 Supervisor Interface

The supervisorinterfaceis designedso that supervisor
classescanbe written without having intimateknowledge
of



1. how systemcall interceptionis performed

2. internalcodesusedto identify differentsystemcalls

3. architecture/OS-specificwaysto accesssystemcall ar-
gumentsor returnvalue

4. OS-specificmechanismsto reador modify monitored
processdata

In addition,theinterfaceshouldprovide:

5. supportfunctionsto controlexecutionof themonitored
process

6. abstractionmechanismsfor writing a supervisorclass
without having to hard-codesystemcall namesor ar-
gumenttypesspecificto oneor morevariantsof UNIX

Our first stepis to definea baseclasscalledSupIfc
from whichall supervisorclassesarederived.For eachsys-
temcall therearetwo methodsin theinterfacecorrespond-
ing to the entry andexit for the systemcall. For instance,
correspondingto theread systemcall, thefollowingmeth-
odsaredefinedin SupIfc:

void read_entry(Integer& fd, CharPtr& buf,
Integer& count)

void read_exit(Integer& fd, CharPtr& buf,
Integer& count, Integer& rv)

Wheneveramonitoredprocess� entersor exitsasystem
call (say, read) the runtimesystemidentifiesthe supervi-
sorobject 
�� monitoring � andinvokesthecorresponding
entry or exit (i.e., read entry or read exit) method
on it. Thisapproachaddressesissues(1) and(2) mentioned
above. To addressissue(3), thesystemcall argumentsand
returnvaluearepassedexplicitly asargumentsto theentry
or exit methods.

Issue(4) is addressedby encapsulatingeachsystemcall
argumentin anobject.Thisfreesthesupervisorobjectfrom
having to dealwith thedetailsof layoutsof systemcall ar-
gumentsdataonaparticularOS/architecture,or themecha-
nismsto beusedto readthememoryof themonitoredpro-
cess.Instead,it relieson methodsprovidedby the system
call argumentclassesto convenientlyexamineor modify
systemcall arguments. Finally, encapsulationof system
call argumentsin classobjectsenableslazy dereferencing
of arguments. For instance,an Integer object can be
constructedwith a field recordingthe registerin which the
argumentis located. If the valueof the registeris needed,
thesupervisormethodwill invokeaget operationon it, at
which point theregistercontentscanbefetched.

To illustrate systemcall argumentclasses,we give an
exampleof theCharPtr classbelow:

class CharPtr {
int get(char *buf, int len);
int put(char *buf, int len);
int lockVal(); /* ensure that value can’t

be modified by a thread of the monitored
process before syscall completion */

}

The get andput have obvious meanings.To under-
standthelockVal operation,notethat if the systemcall
argumentis from a region of memorysharedby multiple
threadsor processes,it may be possiblefor one of the
threads/processes(other than the one making the system
call) to modify the contentsreferencedby a pointerargu-
mentbetweenthetime it is examinedby thesupervisorand
the time it is fetchedby thekernelwhenthesystemcall is
executed.ThelockVal methodis usedto indicateto the
runtimesystemthat this mustnot happen.The implemen-
tationsof thesesystemcall argumentclassesis providedby
theruntimesystem,asdescribedin thenext section.

Issue(5) is addressedby defininga symmetricinterface
toSupIfc calledRtIfc thatdefinesseveralsupportfunc-
tionssuchas:

� kill sendsthespecifiedsignalto themonitoredpro-
cess.

� abort, which can be invoked only from within a
methodinvokedonsystemcall entry, preventsthesys-
temcall from completing.An argumenttoabortwill
specifythevalueto whichthereturncodeshouldbeset
to beforereturningcontrolto thecalling program.

� switch actionreplacesthecurrentsupervisorobject
with a new objectbelongingto the classspecifiedas
the argument.This ability to dynamicallychangethe
supervisorobject is particularlyusefulwhenwe sus-
pect (or know for a fact) that a monitoredprocessis
misbehaving,andwewishto monitortheprocessmore
closely (or even better, confine its actions). More-
over, the switch capability is usefulto implementso-
phisticatedpoliciesregardingwhich supervisorobject
shouldmonitor a processafter it execve’s another
program.

Theapproachpresentedso far hasnot addressedissue(6),
since it requiresthe supervisorclassto supportmethods
with namesthat exactly match the systemcall namesin
a particular (version of an) operatingsystem. To over-
comethis problem,we have developeda higher level lan-
guagethat providesan abstractionby which groupsof re-
lated systemcalls can be abstractedinto a higher level
event. This abstractionmechanismis one of the features
of our behavioral specificationlanguagefor intrusion de-
tection/preventiondescribedin [25]. Thebasicform of an
abstracteventdefinitionis:
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We have usedthe shorthand� to denotea list 78�:9-;�;<;�9=78>
of arguments,and " �*9-;�;�;<9 "&2 denoteeithera systemcall or
anotherabstractevent. (But cyclic definitionsarenot per-
mitted.) Each ')(*�,+�? provides a binding for eachof the
variablesin � in termsof the valuesof oneor morevari-
ablesin $ ? . Additionally, ')(*�,+ ? mayconsistof conditions
on thevariablesin $ . Theconditionandexpressionsyntax
aresimilar to thatof C++.

An abstractevent that denotesoperationsto reada file
usingafile descriptoroperandcanbedefinedasfollowsfor
Linux:

readFd(Integer fd) ::=
read(fd,_,_)||readdir(fd,_,_)||
getdents(fd,_,_)||readv(fd, _, _)

Here, “ ” denotesan argumentwhosevalue is not of
interestfor definingthe abstractevent. The sameabstract
eventmaybedefineddifferentlyfor OSF/1:

readFd(Integer fd) ::=
read(fd,_,_)||pread(fd,_,_)||
getdirentries(fd,_,_,_)||readv(fd,_,_)

Predefinedcollectionsof such abstractevents can be
specifiedin interface definitions, which serve a purpose
similar to OS-specificheaderfiles. Thesupervisorclasscan
now bedefinedin anoperatingsystemindependentfashion
by providing amethodfor eachof theabstracteventsin the
interfacedefinition,e.g.,readFd.

A compiler for the interfacedefinitions is responsible
for arrangingto call thecodecorrespondingto theabstract
event ���&�����@�5�A whenever any of " � 9-;�;<;�9 " 2 are called,
andmoreover, thecorrespondingconditionis satisfied.The
codefor &������������� is invoked with parameterbindings
as given by the condition. In effect, the compiler gener-
atesa stubroutinefor eachsystemcall that in turn endsup
calling an operationin the supervisorclasswith the name
correspondingto theabstractevent1.

Wenotethat[9] usesarelatedapproachfor makingtheir
wrappersportable.Our interfacedefinitionfiles aresimilar
to their characterizationfiles. They make useof a notion
of tagging systemcalls, andusethe tagsin a way similar
to our abstracteventnames.An advantageof our approach
is thateventabstractionscanbecomposed,while taggingis
not.

1If multipleabstracteventsmatchthesamesystemcall, all of themare
invoked in someorder. Undesirableinteractionsmayarisedueto interfer-
enceamongactionsfor thesedifferentabstractevents– this is anareaof
currentresearch.

3.1 Example Supervisor Class

Weprovideanexampleof asupervisorclassUntrust-
edUtility to illustratetheAPI describedsofar. We de-
scribea simpleclasswhich restrictsthemonitoredprocess
from performingmany damagingsystemcalls,andalsore-
stricts the files that canbe openedby the application. We
begin by definingabstracteventsof interest:

deniedCalls ::= fork||execve||connect||bind
||listen||chmod||chown||chgrp||kill||ptrace
||sendto||mkdir||utimes||rename||...
/* other disallowed calls omitted */

wrOpen(f) ::= (open(f,md)|isWrite(md))
||creat(f)||truncate(f)

We haveomittedsomeor all of thetrailing argumentsof
somesystemcalls in the above definition for conciseness.
After definingtheabstractevents,we canthenprovide the
implementationof just two methods,deniedCalls and
wrOpen. Any systemcall thatdoesnot matchoneof these
abstracteventdefinitionswill begiventhedefaulttreatment,
which for mostsystemcalls is to continue. (The runtime
will includecertainprotectionmechanismsthatensurethat
the monitoredprocesscannotmake systemcalls suchas
kill on themonitoringprocess.)Theimplementationsof
thesetwo methodsmaybeasfollows:

void UntrustedUtility::deniedCalls_entry() {
abort(EPERM);

}
void UntrustedUtility::wrOpen(CharPtr f) {

char *fv = f.get();
/* we may want to lockVal(), first */
if (!isInDir(fv, "/tmp") && (exists(fv)))

abort(EPERM);
}

The codefor wrOpen usessupportfunctionsto deter-
mine whetherthe file beingopenedfor write is inside the
/tmp directory, andif not, whetherit will endup creating
a new file or modifyinganexisting one.

4 Runtime system

A monitoringprocessis startedwith thenameof anex-
ecutableto be monitored. Optionally, the nameof the su-
pervisorclassto beusedfor monitoringtheexecutableand
thenameof thefile containingtheobjectcodefor thisclass
maybespecified.Otherwiseanappropriatesupervisorclass
is identifiedfrom themappingfile. Themonitoringprocess
thenloadsthesupervisorclassandthenforks andusesthe
attach primitive provided by OS-specificmoduleto at-
tachto thechild process.Following this, thechild process
exec’s the executable,andnow the processis setup to be



while there exist processes to be monitored {
pid = waitForCall(); /* wait for a monitored process to enter/exit sys call*/
call = getscno(pid);
if (isEntry(call)) {

/* Pre-entry processing, details omitted */
switch (call) {/* get system call identifier */

case OPEN_ENTRY:
supObj[id].open_entry(scInfo[OPEN_ENTRY][0],

scInfo[OPEN_ENTRY][1], scInfo[OPEN_ENTRY][2]); break;
/* cases for other system calls not shown */

}
/* Post-entry processing (omitted) */

}
else if (isExit(call)) {

/* Pre-exit processing (omitted) */
switch (call) {/* get system call identifier */

case OPEN_EXIT:
supObj[id].open_exit(scInfo[OPEN_EXIT][0], scInfo[OPEN_EXIT][1],

scInfo[OPEN_EXIT][2], scInfo[OPEN_EXIT][3]); break;
/* cases for other system calls not shown */

}
/* Post-exit processing (omitted) */

}
else if (isSignal(call)) {

/* signal related processing (omitted) */
}

}

Figure 4. Main loop of the runtime system

monitoredby an object of the specifiedsupervisorclass.
Whenthe runtimesystemis monitoringoneor morepro-
cesses,it is executingwithin a loopshown in Figure4.

The functionswaitForCall andgetscno arepro-
videdby thearchitecture/OS-specificcomponentof therun-
timesystem.Thiscomponentalsoincludesthedefinitionof
the arrayscInfo which specifiesthe registers(or offsets
into thekernel-maintaineduserstructurefor themonitored
process)thatcontainthesystemcall arguments.Systemcall
argumentclassobjectssuchasInteger andCharPtr
areconstructedfrom theseregisternumbers.(Thisstephap-
pensimplicitly, thanksto thetypeconversionrulesof C++.)
Finally, the runtimelooks up its associationtableto iden-
tify thesupervisorobjectcorrespondingto theprocessthat
madethe systemcall, andthe correspondingentry or exit
methodis invoked on this class. On returnfrom this call,
themonitoringprocessgoesbackinto waitForCall.

While the actionof the runtimesystemto mostsystem
call entryandexit operationsaresimilar to that for open,
someoperationsrequirespecialtreatment:
� fork: theruntimesystemneedsto identify thepid of

the child process,andbe readyto monitor it. More-
over, the supervisorobject itself is cloned,with one
copy monitoringtheparentprocessandanothermoni-

toring thechild.

� execve: nospecialprocessingis requiredon thepart
of theruntimesystem.If thecurrentsupervisorobject
requiresthenew processto bemonitoredby adifferent
supervisorobject,it explicitly invokesswitch opera-
tion from its execve entry methodwith theappro-
priatesharedlibrary nameandclassnamefor thenew
supervisorclass.Alternatively, theswitch operation
may specify a mappingfile that is looked up to de-
terminethesupervisorbasedon the executablename.
Switchingto anew objectwill bedoneaspartof post-
supervisorprocessing.

� kill: sincetheruntimesystemtypically runswith the
sameuseridasthe processbeingmonitored,we have
to becarefulto ensurethatthemonitoredprocesscan-
not kill the monitoring processor otherwisedamage
its ability to monitor it. This is ensuredby intercept-
ing every “potentially dangerous”systemcall suchas
kill, andpermitting it to go throughonly if it will
not affect this or othermonitoringprocesses.A simi-
lar remarkappliesto severalothersystemcallsthatcan
interferewith themonitoringprocess.



� exit: on completionof theentryfunction,thesuper-
visor objectfor themonitoredprocessis destroyedby
theruntimesystem.

4.1 Implementation of System Call Ar gu-
ment Classes

Theruntimesystemalsoprovidestheimplementationof
the systemcall argumentclasses.Theseimplementations
aremadeindependentof the OS andmachinearchitecture
by usingthefunctionsprovidedby thearchitecture-specific
module.Theimplementationof theseclassesis mostlyrou-
tine,exceptfor thewayin whichwedealwith modifications
to thememoryreferencedby pointerarguments,which we
discussfurtherbelow.

For instance,if wehaveafilenameargument,andwould
like to modify it, this canbedonein placeif thenew name
is smallerthantheold one.Otherwise,we needto allocate
new storage,andchangethesystemcall argumentvalueto
point to this new location. Thecatchis that this new loca-
tion mustbewithin theaddressspaceof themonitoredpro-
cess,andit is difficult to identify unusedsectionsof mem-
ory from the monitoringprocess.Our approachis to allo-
catenew storageon thestackbeyondthe top of stack. We
find that normally, the allowablestacksizeis muchlarger
(by several MBs) thanthe valueof stackpointer, so all of
this spacecanbeused.

Regardlessof whetherthenew valuerequiresmorestor-
agespacethanold value,we may chooseto storethe new
valueat a randomlocationon thestack.Themotivationfor
this is asfollows. Thereis a window of time betweenthe
assignmentof a new value to a systemcall argumentand
the time when theseargumentsare actually fetchedfrom
usermemoryfor systemcall executionby the kernel. In
a multithreadedenvironment,oneof the threadscanmake
a systemcall, while the other tries to locateand modify
the systemcall argumentbackto its original value. Even
worse, the first threadmay provide a valid-looking argu-
ment(e.g.,a file name)which is permittedby the supervi-
sor object,while the secondthreadchangesthe file name
to an unacceptablevalue. Putting the modifiedvalueat a
randomlocationon the stackimplies that the roguethread
hasto searchthroughtheentirestackto identify wherethe
valueis stored.If thereis sufficient stackspace,say1MB,
this may take millions of instructionsto complete. Com-
paredwith this, the time window beingexploited is prob-
ably muchsmaller, say, severalhundredinstructions.This
implies that theprobabilityof the roguethreadsucceeding
in its effort is verysmall2.

2A rogueprogrammaytry to circumventthisapproachby leaving very
little room on the stackwherethe runtimesystemmay storearguments.
Sincetypical programsexecutewith severalMBs of availablestackspace
at all times,we maysimply terminatetheprocesswheninsufficient stack
space(say, lessthan1MB) is detected.

The raceconditionwith respectto checkingof system
call parametervaluesstoredwithin usermemorywasfirst
addressedin [11]. They identifiedtheir ability to dealwith
the raceconditionsreliably asoneof thebenefitsof an in-
kernelimplementation.While asimilarguaranteecanprob-
ably never be provided in a user-level implementation,we
believe thatapproachessuchasoursthatexploit somesort
of randomizationcanreducethesuccessprobabilityof such
raceattacksto a negligible value. Nevertheless,it mustbe
notedthat successfulattackscango undetected,in the ab-
senceof kernelsupport.

4.2 Ar chitecturedependentprimiti ves

This modulecontainsthe lowest level functionswhose
implementationswill varysignificantlyacrossdifferentop-
eratingsystemsand/orprocessorarchitectures.The func-
tionsprovidedby this moduleinclude:

� getScNum, isEntry, isExit, isSignal:
get the systemcall number (or signal received by
the monitoredprocess)as an OS-independentvalue,
identify if we intercepteda systemcall entry, exit or a
signal.This modulealsoneedsto identify theregister
numberswherethesystemcall argumentsarestored.

� getReg, setReg: get or set the valuesof regis-
ters. We note that register numbersdo not neces-
sarily correspondto the processorhardwareregisters.
They are simply handlescreatedby the architecture-
dependentmoduleto referto somelocationwithin the
user structure(or anywhere else within the process
control block) that canbe reador modifiedby the ar-
chitecturedependentmodule.

� getData, setData, getText: Reador mod-
ify the memoryof the monitoredprocess.Its imple-
mentationis different for ptrace and SVR4 based
OSes. For ptrace-basedinterface,readingor writ-
ing bulk datacanbeinefficient,sowe employ any OS
or architecturespecificenhancementsto thesecapabil-
ities, e.g., we usethe /mem facility in Linux which
permitsefficient readsbut not writes.

� attachProcess, waitForCall: Again, the
implementationsof these operations are different
acrossptrace and/proc interfaces.

� abort: SVR4-compatibleUNIX versionsprovide a
specialoperationfor abortingsystemcalls. Still, we
neededto developa way to modify thereturncodeso
thatany valuechosenby the supervisorobjectcanbe
providedto themonitoredprogram,ratherthanthede-
fault valuein SVR4 which indicatesan errorEINTR



TestCase Normal Time Overhead
execution spentin

time extension
ftpd 2.2s 0.03s 1.5%

telnetd 3.1s 0.04s 1.3%
httpd 5.8 0.09s 1.5%

Figure 5. System call interposition overhead.

(systemcall interrupted). Theptrace implementa-
tion in Linux providesno way to abort systemcalls.
Ourapproachis to modify thesystemcall argumentto
avaluethatwouldcausethecall to fail. We theninter-
ceptthesystemcall exit andsetthe returnvaluesand
parametersasappropriate.Identifying suchargument
values(thatcausesystemcalls to fail) is fairly simple
in mostcases,e.g.,null pointervalue for file names.
However, somecallsdonot takearguments,sothisap-
proachfails. Fortunately, mostsuchsystemcallseither
donotchangesystemstate(sonoharmin letting them
complete,pluswecanmodify thereturnvalues),or are
not permittedto beexecutedevenby superuser-owned
processes(e.g.,setup andidle in Linux). Notable
exceptionsarefork andexit. With fork, our ap-
proachis to kill the child beforeit completesits first
systemcall. With exit, it is arguablewhetherthereis
any merit in abortingit, sowe simply let it complete.

5 An Application in Intrusion Detectionand
Confinement

We have built a systemfor intrusion detection,appli-
cationconfinementandapplication-specificaccesscontrol
basedon systemcall interposition[25, 26]. Our approach
is basedon specifyingsecurity-relevant propertiesof pro-
gramsaspatternsover sequencesof systemcalls executed
by processes.Ourspecificationlanguageenablesusto cap-
tureconditionson systemcall namesaswell astheir argu-
ments.Responseactionscanbeassociatedwith eachsecu-
rity property, andtheseresponseswill be triggeredwhen-
ever thepropertyis violated.Theseactionsmaybeusedfor
a varietyof purposessuchasdisallowing theviolating sys-
temcall, modifyingits argumentsothatadifferentresource
from theonespecifiedin thesystemcall is manipulated,or
terminatingtheprocess.A compilertranslatesthesespeci-
ficationsinto C++ codefor a supervisorobject. This code
is compiledwith theC++ compilerandthenlinkedwith the
systemcall interpositioninfrastructureto provide intrusion
detectionandconfinement.

Theresultsshown in Figure5 wereobtainedwith a run-
timesystemthatusesin-kernelsystemcall interposition[4].
Thusany overheadmeasurementsrelatingto systemcall in-
terceptionor dataaccesscannotbeextrapolatedto theuser-

level interpositionapproach. However, the resultsdo es-
tablishthatour approachof achieving portability of system
call extensions(usingtheSupIfc interfaceandthesystem
call argumentclasses,which areimplementedin the same
way in both runtimesystems)is effective. They alsoshow
that the overheaddue to the executionof extensioncode
is very small— in fact, it is negligible ascomparedto the
overheadsfor systemcall interceptionandargumentaccess.
Consequently, in a user-level approachsuchasours,over-
all performancefor applicationssuchasintrusiondetection,
confinementandaccesscontrol canbemeasuredpurely in
termsof theoverheadsfor systemcall interceptionanddata
access.(This is preciselyhow we analyzeperformancein
thenext section.)

The resultsshown in Figure5 were taken on 350MHz
PentiumII Linux PCwith 128MB memoryand8GB EIDE
disk. They include only the time spentwithin the exten-
sion code. Samplespecificationfor the ftpd server can
be found in [25]. This specificationconsistsof approxi-
mately15 propertiesthat restricttheoperationsof theFTP
serversothatit (a)accessesonly certainfilesbeforeuserlo-
gin,andcertainotherfilesafteruserlogin, (b) executesonly
certainfiles, (c) performshostanduserauthentication,(d)
allowsconnectionsbackto theFTPclient,but not arbitrary
hosts,(e) doesnot useprivileged systemcalls or system
callsexceptfor bindingto aprivilegedTCPport,and(f) en-
forcesadditionalrestrictionsfor certainusers,e.g.,anony-
moususersandsuperuser. Thespecificationsfor telnetd
andhttpd weresimilar in termsof complexity.

6 PerformanceResults

The primary goal of our performanceexperimentsis to
assessthe impact of additional overheadsintroducedby
user-level systemcall interpositionascomparedto kernel
basedinterposition. As mentionedearlier, the time spent
inside the extensioncoderemainsthe samefor both ap-
proaches,but additionaloverheadsareincurredin theuser-
level approachdueto context switchesandrelatively inef-
ficient operationsto accessthe memoryof monitoredpro-
cess. Thereforeour experimentsweredesignedwith null
extensionbodies,or extensionsthatsimplyaccess(andpos-
sibly modify) systemcall arguments.For kernel-basedim-
plementations,theoverheadsdueto suchextensionswill be
negligible ascomparedto theoverheadsfor auser-level im-
plementation.

Measuringthe overheaddue to executionof extension
codewill serve to measurewhethercomputationallyinten-
sive taskswere performedwithin extensioncode. Such
measurementswouldbeusefulfor determiningthesuitabil-
ity of systemcall interpositionfor accomplishinga partic-
ular task. Prior researchin [9, 20], aswell our results[25]
summarizedin the previoussection,provide adequateevi-



Application CPUtime Realtime Realtime
(Low load) (High load)

gzip � 2% � 2% � 2%
ghostscript 10% � 5% � 10%
tar 30% 5% 10%
cp -r 50% 5% 10%
ftpd 70% � 2% 30%
httpd 65% � 5% 35%

Figure 6. Overhead for system call inter cep-
tion for diff erent applications.

denceto theefficiency andeffectivenessof thesystemcall
interpositionapproachfor applicationssuchasintrusionde-
tection,confinementandaccesscontrol. However, measur-
ing theexecutiontimewithin extensioncodewill not in any
wayhelpassesstheperformanceof theinfrastructuredevel-
opedin this paper. This is anotherreasonfor our focuson
verysimpleextensionsin ourperformancestudy.

Most of the resultspresentedin this sectionwere ob-
tained for Linux running on a 350MHz PentiumII with
128MBmemoryand8GBEIDE disk,while theotherswere
obtainedonIRIX runningonSGIR10000150MHz128MB
4GBSCSI,andOSF/1runningonDECalpha500MHzwith
1GBmemory. Wheneverthemeasurementspertainto IRIX
or OSF/1,we indicatethis explicitly; otherwisethe mea-
surementspertainto Linux.

6.1 Overheadfor SystemCall Inter ception

For performanceanalysis,we considerthreecategories
of applicationsto monitor: CPU-intensive, disk I/O inten-
sive, andnetwork-intensive applications.The overheadis
measuredin termsof increasein CPUtime,asgivenby the
formula:

CPUtime for monitoredappAND monitoringprocess

CPUtime for unmonitoredapp B
C

CPU time is taken to be the sum of the times spent in
userand systemmodeby the systemon behalf of a pro-
cess.We alsomeasuretheperceiveddegradationin perfor-
mance,whichis computedusingrealtime(otherwisecalled
elapsedtime) insteadof CPUtime. Theperceiveddegrada-
tion is shown underlightly loadedandheavily loadedcon-
ditions in Table6. In the table, lightly loadedconditions
referto asingleinstanceof arunningapplicationfor gzip,
ghostscript,tar andcp -r, andadeliveredthrough-
put lessthan 20Mb/s for ftpd andhttpd. Heavy load
correspondsto running ten instancesof an applicationfor
gzip, ghostscript, tar andcp -r, anda delivered
throughputof 100Mb/sor higherfor ftpd andhttpd.

The graphin Figure7 shows the increasein CPU time
asa function of the numberof systemcalls madeby dif-
ferentapplications.We expect the overheadto be mainly
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Figure 7. Increase in overhead with increase
in number of system calls.

dueto context switches,whosecostshouldbeindependent
of the costof the systemcall itself. Thuswe expecta lin-
ear relationshipbetweenthe overheadand the numberof
systemcalls made. The graphshows that this overheadis
between26and38microsecondspersystemcall,with most
pointsconcentratedaround34microseconds.Thevariation
is a resultof time measurementerrorswhich getamplified
sincewe aretakingthedifferencebetweenCPUtimeswith
andwithoutmonitoring.Moreover, whenaprocessis mon-
itored,we needadditionalprocessesfor monitoring,which
canin turn leadto poorervirtual memoryandcacheperfor-
mance.Theimpactof this is hardto predict,andmayvary
from applicationto application.

6.1.1 CPU-intensiveapplications

This category is meantto representtypical CPU-intensive
applicationsthat are usedfrequently. Usersare typically
sensitive to additional overheadsfor such applications,
since their running time is long enoughto be perceived.
We considergzip andghostscript in this category.
Whilegzip makesvery few systemcalls,ghostscript
makesa moderatenumberdueto thesocket-relatedopera-
tionsneededfor displayingonX-windows.

Our overheadresults confirm the results of [13] for
SVR4 compatibleoperatingsystemssuchas IRIX, while
establishingthat similar overheads(almostimmeasurable)
hold for Linux implementationthatusestheptrace facil-
ity.

6.1.2 Disk I/O-intensiveapplications

In thiscategory, westudiedtar andcp -r (i.e.,recursive
copy of directories). This category of applicationstends
to make a very large numberof systemcalls. Sinceour
main overheadis due to context switching for every sys-
temcall, higheroverheadsareto beexpectedfor thesepro-
grams. However, dueto a large amountof I/O operations
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Figure 8. FTP server thr oughput

to thedisk, theelapsedtime is muchlargerthanCPUtime,
thus the perceived increasein overheadis typically small
for theseapplications.Due to opportunitiesfor multiplex-
ing in I/O, theperceivedoverheadincreaseswhenmultiple
concurrentinstancesof theseapplicationsarerun.

6.1.3 Network Servers

Network serverssuchasftpd andhttpd areamongthe
most importantapplicationsthat needthe increasedsecu-
rity offeredby systemcall monitoring. Consequently, our
performanceanalysison theseapplicationsis more com-
prehensive.Ratherthanmeasuringjust theincreasein CPU
time dueto systemcall interception,our experimentswere
gearedmoretowardsevaluatingthedegradationin through-
put andlatency experiencedby clientsof theseservices.

Thetestsuitefor ftpd consistedof severalfiles whose
sizeswere uniformly distributed over the rangeof 0.5 to
5MB. First, we ran the server andclient on differentma-
chines.We ensuredthat all of the requestedfiles would to-
getherfit within thein-memoryfile cachefor theserver, so
theeffectof diskaccesswascompletelyeliminatedin these
tests.Figure8 shows how the throughputvariesasa func-
tion of the numberof clients. The graphshows that the
throughputis limited by network bandwidth,as the curve
flattensout around80Mb/s,which is probablycloseto the
bestthatcanbeachievedon a 100Mb/sEthernet,whenall
of the protocoloverheadsareconsidered.Sincethe CPU
utilization remainsfairly low at this point (around20%),
theoverheadsof monitoringdo not affect thethroughputat
all; thusthethroughputwith monitoringcoincideswith the
throughputwithout monitoring.

To simulatewhat happensunderhigherCPU loads(or
fasternetworks), we then ran the client andserver on the
samemachine.Moreover, we specifiedthe local file name
on the client to be/dev/null so asto eliminatethe ef-
fectof diskaccess.In thiscase,thethroughputis limited by
CPUusage,sothereis asignificantdegradationin through-
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put.
Figures9 showsthroughputresultsfor httpd. Thetests

wereperformedusingWebStone,whichis oneof thewidely
usedbenchmarksfor web server performance. We used
WebStonewith the standardfileset includedin the bench-
mark.Weusedtwo clientmachinesandoneservermachine.
We testedstartingwith 10clientsgoingto 100clientsin in-
crementsof 10. The time per run was set to 10 minutes
andwe took 3 iterations.On theserver, httpdwasrun with
andwithoutmonitoring.WebStoneprovideduswith there-
sultsfor the throughputandthe responsetimes. Whenthe
clientandserverarerunondifferentmachines,thethrough-
put saturatesat about75Mb/swhenno monitoring is per-
formed. (This numberis lower thanthat for ftpd, reflect-
ing a higheroverheadfor HTTP dueto the protocolitself,
anddueto a differentdistribution of file sizes.)At thesat-
urationpoint, theCPUutilization is sufficiently high to re-
sult in measurabledropin throughputof about15%. When
theexperimentsareperformedwith theclientandserveron
the samemachine,the overheadis even morepronounced
(about30 to 35%). WebStonealsoprovidesresponsetimes
for httpd, whichareshown in Figure10. (Responsetimes
arenot verymeaningfulin ourftpd experimentssincethe
largefile sizesmeantthat the time to receive a file wasal-
mostcompletelydueto thetime for transferringthefiles.)
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Operating Intercept Accessarguments Accessfilenames Follow all pointers
System only (read-mostly) (read-mostly) (read) (read/write)
IRIX 55% 55% 75% 330% 400%
Linux 27% 34% 39% 60% 2000%

Figure 11. Overhead for reading and writing system call arguments.

Operating Overhead
System
Linux 37%
IRIX 60%
OSF/1 35%

Figure 12. Inter ception overhead on IRIX,
OSF/1 and Lin ux.

6.2 Inter ceptionOverheadson Other UNIX Vari-
ants

Table12 shows the overheadsfor systemcall intercep-
tion on two variantsof SystemV Release4 compatibleop-
eratingsystems,namely, Irix andOSF/1.Weonly show the
averageof theoverheadsamongthesix applicationsshown
in previoustables.Theseoperatingsystemsprovide a finer
granularityof controloverwhatsystemcallsareto bemon-
itored.We usedthis capabilitysothatwe ignored“uninter-
esting”systemcallslikeread andwrite. In addition,for
mostsystemcalls,weinterceptedonly theentryandnot the
exit. Theoverheadsfor interceptionundertheseconditions
areshown in the tableandcomparedagainstthe timesob-
tainedfor Linux. AlthoughLinux doesnot permitselective
monitoringof a subsetof systemcalls, this factordoesnot
necessarilytranslateinto ahigheroverheadfor monitoring.

6.3 Overheadfor FetchingAr guments

Table11shows theoverheadsfor accessingand/ormod-
ifying systemcall arguments.The overheadshown is the
averagetaken acrossghostscript, tar andftpd. In
Linux, accessingeachsystemcall argumentrequiresa sin-
glesystemcall in themonitoringprocess,sothereis amod-
estoverheadfor getting thesevalues. In IRIX, no system
calls needbemadeto accessthe arguments,so thereis no
additionaloverhead. When we follow pointer arguments
andaccessthe monitoredprocessmemory, we have addi-
tionaloverheads.In mostcases,weareinterestedin access-
ingargumentsthatarestringsof relativelysmallsizesuchas
file names,andtheoverheadincreaseis small.But whenwe
follow all pointerarguments,we endup readingthebuffers
usedfor file readandwrite operations,andthis leadsto a
substantialoverhead.In the caseof Linux, thereis an ef-
ficient way to performbulk readsusingthemem file in the

/proc directory. But writing bulk datais very inefficient,
asit requiresoneptrace systemcall per 4 bytesof data
to be written. Thusthe overheadsfor modifying all argu-
mentsshootsup dramatically. This problemdoesnot apply
to IRIX sinceit providesefficientbulk readandwrite opera-
tions.Still, theoverheadis highwhenwe follow all pointer
arguments,sincethisalsoimpliesthatall systemcall entries
andexits (includingthosefor read andwrite) arebeing
intercepted.

We concludethat the overheadsare low whenwe limit
ourselvestoaccessesto argumentssuchasfile names.Intru-
siondetection,accesscontrolandconfinementapplications
requireaccessesonly to this kind of data,and hencethe
performancedegradationintroducedby theseapplications
is low. Extensiveaccessto datamaybeneededin someap-
plicationssuchasthosefor transparentdataencryptionor
file replication. User-level interceptionintroducessignifi-
cantoverheadsfor suchapplications.

7 Discussion

Theruntimesystemdescribedcanbeusedfor real-time
monitoringof any application,in theabsenceof sourcecode
andwithout theneedfor changingor evenrecompilingany
systemsoftware. Sinceour monitoringprogramresidesin
a separateaddressspace,it is essentiallynonbypassable.
Having a userlevel approachprovidesus the ability to se-
lectively monitorcertainsystemcalls,or monitoreverycall,
thuscontrolling the granularityof control. Thesefeatures,
andareasonableperformanceoverheadgiveoursystemthe
power to addandenforcea varietyof securitypolicies,and
we discusssomeof thepossibleapplicationsof our system
below:

� Policy-basedAuditing: In its simplestform, our sys-
temcanrecordinformationaboutsystemcallsandsig-
nalsin a log file thatcanbeusedfor archival purposes
or as a sourceof information to investigateattacks.
Theinformationto berecordedcanincludesystemcall
argumentsaswell assystemstaterelatedinformation,
andcanbecustomizedon aper-processbasis.

� Intrusion detection: As describedearlier, a majority
of intrusiondetectiontechniquesmake useof system
call informationto performtheir task. Systemcall in-



terceptioncanenablethemto obtainadditionalinfor-
mationthatmaynot beavailablefrom audit logs,and
therebyimprove their ability to detectattacks. The
ability to modify or abortsystemcalls will enablein-
trusiondetectorsto takeamoreproactiverolewherein
they canpreventattacksfrom succeeding.

� AccessControl: Fine-grainedaccesscontrol that is
basedon usersas well as applicationscan be easily
implementedusingour infrastructure.Our userlevel
approachhasa distinctadvantagein thatuserscande-
ploy (or experimentwith) new accesscontrolpolicies
without any helpfrom systemadministrators.

� Confining applications: Since our interceptionand
extensionmechanismscannot be bypassed,we can
usethem to confineuncooperative applications. To-
getherwith this factor, the mechanismswe provide
for abortingsystemcalls, modifying their arguments,
and“locking” argumentvalues(sothatthey cannotbe
changedwith the intention of exploiting racecondi-
tions)give ustheability to confinemaliciousapplica-
tionsaswell. However, this ability is limited to some
extent due to the lack of adequateoperatingsystem
supportin someUNIX variantssuchas Linux. Our
ability to dynamically changethe supervisorobject
(andhencetheconfinementpolicy) providesincreased
flexibility in confiningmaliciousapplications.

� Otherapplications:Systemcall interpositionhasbeen
usedfor otherapplicationssuchastransparentencryp-
tion, datareplication,etc. While our systemcanalso
supporttheseapplications,the performanceoverhead
is higher. More efficient implementations,such as
thosebasedon sharedwrapperlibraries,offer a better
alternative.

7.1 Drawbacks

Oneof theadvantagesof akernel-basedapproachis that
theextensioncodecanperformoperationsin thecontext of
the monitoredprogram. In a user-level approach,we have
to performtheseoperationsin thecontext of themonitoring
process,which is distinctfrom themonitoringprocess.For
instance,operationssuchaschangingtheuseridor file sys-
tem root of the monitoredprocessis not possiblewith our
approach.Nevertheless,it is possibleto constrainthemon-
itoredprocessto only files accessibleto new useridor new
file systemroot.

In a user-level implementationsuchasours,theOSker-
nel treatsthemonitoringandmonitoredprocessesthesame,
andit is really up to themonitoringprocessto defenditself
againsta maliciousmonitoredprocess.Therearea num-
berof waysin which themonitoredprocesscantry to crip-
ple a monitoredprogram. Not all of thesemay have been

thoughtthroughcompletelyby an implementorof the run-
timesystem.Any “holesin thearmor” resultingdueto such
oversightcan be exploited by a maliciousprogramto es-
cape.Kernel-basedimplementationsareharderto circum-
vent.Thedownside,however, is thaterrorsin kernel-based
implementationscancausesignificantlymoredamagethan
errorsin theextensioncodeexecutingat theuserlevel.

Our implementationaddsmoderateoverheadsfor moni-
toring,andthisoverheadis higherthanthatfor kernel-based
implementations.Thesilver lining is thatmostof theappli-
cationswheretheuseris sensitiveto performanceareCPU-
intensive,andfor suchprograms,theoverheadof our inter-
ceptionmechanismsarenot evennoticeable.

Our approachis implementedon top of the interfaces
providedby theoperatingsystemfeaturesintendedfor de-
bugging. Limitations in thesemechanismsdirectly impact
our infrastructure.For instance,in the currentimplemen-
tationof theptrace mechanismin Linux, thereis a race
conditionregardingthefork systemcall. In particular, the
child processdoesnot inherit the tracingflag, so it canrun
freeuntil themonitoringprocessattachesto it. During this
window of time, we do not have any ability to monitor or
confinethechild process.However, it appearsthatthis race
conditiononly arisesin multiprocessorarchitectures.(This
problemdoesnotarisein SVR4compatiblesystems,asthey
providemechanismsthatenablethemonitoringprogramto
arrangefor the tracing flags to be inheritedafter a fork.)
It appearspossibleto develop a work aroundby dynamic
modificationof codein the text segment,or better, mod-
ifying the instructionpointer to point back to a specially
constructedsequenceof instructionson thestack.Thebest
solution,however, is to eliminatethis “bug” from the OS
implementationitself.

Oneof theassumptionsof ourapproachis thatthepolicy
incorporatedin thesupervisorcodeis a“good” one,andwill
not itself causedamageor otherwisemodify thecapabilities
of the monitoredprocessin undesirableways. The upside
is thatthescopeof damagethatcanarisedueto sucherrors
is minimizedby usingappropriatehigh-level languagefor
specifyingthesupervisorfunctionality, andalsoby having
thesupervisorsrun atuser-level.

8 RelatedWork

There has beena lot of researchdone on improving
theaccesscontrol techniquesavailablein operatingsystem
suchasUNIX. Many of the works focussedon improving
the filesystemprotectionmodel in UNIX [8, 19, 2]. Their
implementationapproachis basedonmodifying theoperat-
ing systemkernelto provideanenhancedprotectionmodel
that can operateat a per-processand per-userlevel. The
work of [28] developsa morepowerful andflexible access
controlmethodcalleddomaintypeenforcement(DTE).Us-



ing DTE, systemadministratorscan specify fine-grained
mandatoryaccesscontrolsovertheinteractionbetweenpro-
cessesandtheobjectsaccessedby them.Thiswork is more
closelyrelatedto oursin thattheir implementationis based
on interceptingand checkingsystemcalls within the OS
kernel.

Several researchefforts have developed interception
techniquesthatareimplementedin libraries[16, 15]. While
thisapproachleadsto low overheads,they canbeeasilyby-
passedby codethatdirectly invokesthesystemcall without
usingthe library, andarethusnot appropriatefor intrusion
detectionandconfinementapplications.

Interceptionof systemcalls within the kernel, coupled
with the ability to add extensioncode that can be exe-
cutedat thispoint,hasbeenproposedby severalresearchers
[9, 11, 20]. Theapproachesin [9, 20] usesimilartechniques
for systemcall interception:they overwritethesystemcall
tablein thekernel(Linux or FreeBSD)to point to modules
thatwill routethesystemcallsthroughtheextensionsprior
to andafter the executionof normalsystemcall function-
ality. Beingkernel-based,theseapproachesgenerallyhave
moreflexibility andpower in termsof whatactionscanbe
performedwithin theextensioncode.

A morecomprehensive setof capabilitiesfor extending
operatingsystemfunctionalitywasproposedin [11]. They
allow for extensionsto operatein usermodeas well, but
they run on top of thekernellevel primitivesdevelopedby
them,asopposedto makinguseof thefeaturesof commod-
ity operatingsystems.Their work alsodealswith someis-
suesnot addressedby theworksmentionedabove,suchas
handlingraceconditionsthatmight arisewhena malicious
multithreadedprogramattemptsto changean argumentof
a systemcall (suchas a filename)betweenthe time it is
checked by the extensioncodeand the time the argument
is actually usedin a systemcall. Although it is difficult
to provide absoluteprotectionagainstsuch attacksusing
our approach,our techniqueof copying suchargumentsto
a randomlocationon the stack(beyond the stackpointer)
providesa goodsolution. It would bevery difficult for the
maliciousthreadto searchthe entirestack(usually a few
MB in size)to identify thelocation(s)into which themoni-
toringprogrammayhavecopiedthearguments.

Thekey distinctionbetweenourapproachandthatof the
above works is that we aim for a user-level implementa-
tion of thesystemcall interceptioninfrastructure,similar to
[13]. Theirsystemis aimedatconfininghelperapplications
(suchasthoselaunchedby web-browsers)to restrict their
useof systemcalls.Dueto their focuson “sand-boxing”of
helperapplications,their systemprovidesabilities to only
allow or deny a particularsystemcall. Modifying system
call argumentsor the datareferencedby them,or changes
to the systemcall returncodewerenot considered.More-
over, their work wasbasedon Solarisanddid not address

Linux (which is our main interest)or issuesof portability
acrossotherUNIX variants.

Several languageshave beenproposedto simplify writ-
ingsystemcallextensions[9, 13, 26, 25]. Someapproaches,
suchas[13] usea very simple,high-level language.Other
approachessuchas[9] aregearedto maximizethecapabil-
ities that canbe programmedinto the extensions,andthus
they useasupersetof theC-languagefor writing extensions.
Yet otherapproaches[26, 25] strive for a balancebetween
expressivepower, robustnessof extensionsandeaseof writ-
ing extensionsgearedfor a specificpurposesuchasintru-
siondetection/prevention.

9 Conclusions

In this paperwe presenteda new approachfor develop-
ing a user-level infrastructurefor systemcall interception
andextension.Ourwork addressesseveralimportantissues
not addressedby previousresearch.Even thoughwe have
a user-level implementation,it offerssimilar level of secu-
rity andcomparablelevelof capabilitiesaskernel-basedim-
plementationsof systemcall extensions.This is achieved
without themaindrawbacksof the kernel-basedapproach,
namely, normaluserscandevelopanddeploy their own ex-
tensions;moreover, damagedueto errorsin the extension
code is limited, and doesnot bring down the entire sys-
tem. As a resultof this, our infrastructurecanbe usedto
develop extensionsthat accomplisha variety of security-
relatedtaskssuch as customauditing and logging, fine-
grainedaccesscontrol,intrusiondetectionandconfinement.

Anotherimportantdistinctionof the researchpresented
in this paperis thatwe have developedtechniquesto make
our infrastructureportableacrossmany versionsof UNIX.
More importantly, the extensioncodeitself can be easily
ported. Many of thesetechniquescan be applied to in-
kernelimplementationsof extensioninfrastructuresaswell.

We presenteda comprehensive analysisof the perfor-
manceimpactdueto user-level interceptionof systemcalls.
The overheadsaremoderatein the worst case,andalmost
imperceptibleunder typical conditions. From a perfor-
mancepoint of view, we believe that our resultsestablish
thepracticalityof user-level monitoringof systemcallsasa
way to improvesystemsecurity.

Our performanceanalysis,aswell as the discussionin
Section7, indicatethattheapproachis well-suitedfor appli-
cationssuchasintrusiondetection,accesscontrolandcon-
finementof applications.Moreover, dueto the limitations
in OS-provided mechanismsfor user-level interceptionof
systemcalls,thesetechniquesarecurrentlybettersuitedfor
confining uncooperative applicationsthanmaliciousones.
It is alsolesssuitedfor applicationssuchastransparentdata
encryptionor file replicationthatrequireextensiveaccesses
to thememoryof themonitoredprocess.
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