
Annotated, Tripartite Download Graph 
 

Download events: 3-tuples of <files, URLs, machines> 
Used to generate a large-scale download graph. 
 
 
 
 
 
 
 
Overview of the System 
 
 
 
 
 
 
 
 
Intuitions 
 
 
 
 
 
Feature Engineering 
 

i) Behavioral Features 
 
 
 
 
 
 
ii) Intrinsic Features 
    Files (size, lifetime, packed, …), URLs (age, …) 
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Introduction 
 

Todays most effective infection vectors: 
• Drive-by exploits 
• Social engineering attacks 
• Second-stage malware drops, etc. 
 
Signature based detection 
    - Traditional AVs inefficiency (they don’t work!) 
        * Polymorphism, code obfuscation, packers, ...   
    - URL blacklisting 
        * Static, lags behind 
        * Time consuming analysis of individual URLs 
Global vs. Local  
    - Local: looks at one potential malware at a time 
    - Global: leverages global situational awareness 
 

Behavioral Graph-based Detection 
 

Goals: 
    - Malware download event detection 
       * Simultaneous detection of files & URLs 
    - Real time performance 
Approach: 
    - Analyzing behavioral (activity) patterns 
       * Graph inference problem 
       * Graph based learning 
    - The “who”, “where”, and “what” relationship 
 
 

System Operation 
 
 
 
 
 
 
 
 
 
 
Evaluation Results 
 

The Data 
 
 
 
 
 

 
Detection Accuracy 
 
 
 
 
 
 
 
 
 
Contributions 
 

● A system for detection of malware download event 
● Real time efficiency 
● Combining network- and system-level information 
● Real world deployment 
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