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MAC in Operating Systems

Host compromise — a serious problem
Operating system security enhancement

DAC + MAC




What can a Security Policy Offer?

Understand and compare
the Quality of Protection

What attacks prevented?
How to penetrate?

— @ Use another distribution?




The Challenge

High-Level Security Properties

asterisk.te

e S
policy_module(asterisk, 1.0)
o

#

# Type declarations

#

# asterisk domain

type asterisk_t;

# asterisk entrypoint
type asterisk_exec_t;

#mark asterisk_t as a domain and asterisk_exec_t
#as an entry point into that domain

init_daemon_domain(asterisk_t, asterisk_exec_t) e Ve e C U r I ty O I Cy

# PID file fvar/run/asterisk.pid
type asterisk_var_run_t;
files_pid_file(asterisk_var_run_t)




VUulSAN

Vulnerability Surface ANalyzer  (VUlSAN)

Analyze and compare the quality of protection
offered by MAC policies in Linux

Vulnerability Surface
A list of attack paths



VUulSAN

Global view of the system weaknesses
System hardening tool
Handle both SELinux and AppArmor

Some experiment results are provided



Outline

Solution
Implementation
Analysis Results

Discussion & Related Work



Attack Scenarios

Attacker’s
. Attack Goal
Initial Resources

Networ oad Kerne

ACCe Vioduyle

Local Account Plant Trojan Horse




The Model of Penetration

State Transition Process

Attacker’s
Initial Resources

Attack Goal




Define the State

At process level
Attributes relevant to access control decisions
SELinux: proc(uid, gid, domain)

AppArmor: proc(uid, gid, profile)



A Sample Penetration

Network Access
Compromise dhclient

Proc(uid: o, gid:o, domain: dhcpc_t)

Launch [sbin/insmod

Proc(uid: 0, gid:o, domain: insmod_t)

Load Kernel Module




Host Attack Graph

Init State

S .




Sample Host Attack Graph

/usr/sbin/sshd

b in/dhclient

/fplr_n:rr:{;, D@ fusr/sbhin/rpc.rquotad proc(0, 0, dhcpe_t)

/sbinfethtool
/sbin/insmod /sbin/ifconfig

bin/bash o /sbin/insmod. static /sbin/ip

fetc/re.d/init. ] o ]

/sbin/modprobe /sbin/iwconfig
/sbin/rmmod /sbin/mii-tool

/sbin/tc




Minimal Attack Path

Attack paths that are not superset of other
attack paths

Pi:‘ dhclient ‘ iInsmod ‘
PZ:‘dthient ‘ ifconfig ‘ insmod ‘




Vulnerability Surface

All the minimal attack paths of an attack
scenario in the host attack graph

Different ways to compromise a system

Potential penetrations allowed by the policy

Does not mean a vulnerability is readily available



Components of VUISAN

Fact
Collector | |
Host Attack
Graph Generator l "

Attack Path
Analyzer



Fact Collector
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__
Machine
|
Machine




Sample System Facts

Sample system fact

file_info (path(’ /usr/bin/passwd’),
type (regular), owner (0), group (0)
uper(1,1,1), gper(1,0,1), oper (1,
setuid(l), setgid(0), sticky(0),
se_user ('system_u’), se_role(’object_r’),
se_type('bin_t’)).

Sample SELinux rule

dom_priv(’user_ssh_t’, ’"bin_t’, ’"file’,
["ioctl’, ’'read’, ’'getattr’, ’lock’,
"execute’, ’'execute_no _trans’]).

0,1),

Sample AppArmor rule

aa_access_mode (" /usr/lib/postfix/master’
' /etc/samba/smb.conf’, r(l), w(0),
ux (0), px(0), ix(0), m(0), 1(0)).



Host Attack Graph Generator
System Facts

Graph Generator 4

N System Rules

Host Attack Graph



Sample System Rules

se_can_execute_type(Domain, Type, NewDomain) :-
se_typetrans(old_dom(Domain), new_dom(NewDomain), type(Type)),

1

se_domain_privilege(domain(Domain), type(Type), class(file), o |
se_domain_privilege(domain(Domain), type(NewDomain), class(process), oy | ransition|),
se_domain_privilege(domain(NewDomain), type(Type), class(file), op{entrypoint]).

se_can_execute_type(Domain, Type, NewDomain) :-
se_domain_privilege(domain(Domain), type(Type), class(file), o
se_domain_privilege(domain(Domain), type(Type), class(file), o
NewDomain = Domain.

| execute| ‘

execute_no_trans)),




Attack Path Analyzer

f Host Attack Graph
Attack Path
Analyzer
b Minimal Attack
Paths




Analysis & Comparison

SELinux

Ubuntu Server
Edition 8.04

AppArmor

AppArmor

SUSE Linux
Server Edition 10

SELinux
Fedora 8




Attack Scenarios

Load a

Network Access Kernel Module

Plant a

Network Access :
Trojan Horse

Load a

Local A n
ocal Account Kernel Module




SELinux vs. AppArmor

Which one is better?
Mechanisms + policy + host configuration

Configuration
Ubuntu Server Edition 8.04
SELinux & AppArmor with standard policy
A certain set of daemon programs



SELinux vs. AppArmor

Vulnerability Surface

~ SELinux

AppArmor




SELinux vs. AppArmor

Unique attack paths of SELinux

Privileged programs run under unconfined_t:
nmbd, smbd, vsftpd, portmap, and rpc.statd

Confinement not as tight as AppArmor:
cupsd and dhclient

Setuid confinement:
ping, passwd

Conclusion — with data

In this configuration, AppArmor provides better
protection



Discussion

Control of the process — 1 or o

Considers only direct exploitation

Snapshot of the system



Related Work

Attack surface [Howard o4, HPW 03]
Entrypoints of attacks

Attack graph [SHJ+ 02, OBM 06]

Problem space: host vs. network
Consideration of potential attack
Additional analysis on host attack graph



Related Work

SELinux policy analysis
APOL [setools, HNO6]
Gokyo [JZC03, JSZ03]
NETRA [NSR+06]

PAL [SS04]
PALMS [HRC+07]
SLAT [GHR+05]
SELAC [ZV04]

Differences

Measurement

Support AppArmor

DAC policy + system configuration



Related Work

Compare two mechanisms
SELinux vs. AppArmor [Leitner06]
Mechanism
Policy + System Configuration
Objectively measurement



Summary

Introduce the notion of vulnerability surfaces
under attack scenarios as the measurement of
the QoP offered by MAC policies in operating
systems

Implement VUISAN for computing vulnerability
surfaces for Linux systems with SELinux or
AppArmor

Analyze and compare SELinux and AppArmor in
several recent Linux distributions, and show
tightening opportunities



Thank you!

Questions?



Motivation (3)

Challenge
Configurations: Low-level policy rules
Security Goals: High-level security properties

Complex MAC systems

Difficult to analyze the quality of protection
offered by different MAC policies

Difficult to compare between different policies and
distributions




Implementation Prolog Encoding

Sample system states

file_info(path(’/usr/bin/passwd’), type(regular), owner(0), group(0),
uper(1,1,1), gper(1,0,1), oper(1,0,1), setuid(1), setgid(0), sticky(0),
se_user(’system_u’), se_role(’object_r’), se_type(’bin_t’)).

(3) group_info(’mail’, 8, [dovecot]).
(4) process_running(4412, 0, 0, ’/usr/lib/postfix/master’, system_u, system_r, initrc_t).
(5) process_networking(4412).

Sample SELinux rules

dom_priv(’user_ssh_t’, ’bin_t’, ’file’, [’ioctl’, ’read’, ’getattr’,

’lock’, ’execute’, ’execute_no_trans’]).
(2) se_typetrans(old_dom(’user_ssh_t’), new_dom(’user_xauth_t’), type(’xauth_exec_t’)).
(3) se_domain(’user_ssh_t’).
(4) se_type(’bin_t’).

Sample AppArmor rules

(1) aa_capability(’/usr/lib/postfix/master’, ’net_bind_service’).
(2) aa_access_mode(’/usr/lib/postfix/master’, ’/etc/samba/smb.conf’,
r(1), w(0), ux(0), px(0), ix(0), m(0), 1(0)).




Another Host Attack Graph
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Implementation Components

Security Policy

Machine Configuration

Machine State

@ System Facts

System Rules

Host Attack
Graph Generator

Query:
Initial Resources
Attack Objective

Host Attack Graph —Qack Path Analyb—b Minimal Attack Paths




SELinux vs. AppArmor

Common Minimal
Attack Paths

Unique Attack
Paths of SELinux

SELinux compared to AppArmor

/ust/sbin/apache?2
/ust/sbin/rpc.mountd
/ust/sbin/named SUID*
/ust/sbin/mysqld SUID*
/ust/sbin/sshd

/ust/sbin/nmbd
/ust/sbin/smbd
/ust/sbin/vsftpd
/sbin/portmap SUID**
/sbin/rpe.statd SUID**

/usr/sbin/cupsd /sbin/unix_chkpwd
/sbin/dhclient SUID**

/sbin/dhclient /lib/dhep3-client/call-
dhclient-script

Just/sbin/named /bin/ping
Just/sbin/named /ust/bin/passwd
Just/sbin/mysqld /bin/ping
Just/sbin/mysqld /ust/bin/passwd




Sample Host Attack Graph

| /sbin/dhclient

- I\ i .
@'DC{D, 0, sshd® '\fusrfsbinfrpc.rqumad @c{(}. 0, dhcpc_D

— e r'_'_'_,_,.,- - —
S —

| \\ /sbin/ethtool
\ /sbin/insmod /sbin/ifconfig
bin/bash 5% o /sbin/insmod. static /sbin/ip
] / fete/re.d/init.d/ntpd ] o ]
/bin/zsh \ / /sbin/modprobe \ /sbin/iwconfig
\ /sbin/rmmod HHH /sbin/mii-tool
\  /sbhin/tc

proc(0, 0, initrc_t) proc(0, 0, ifconfig_t)

o
proc(0, 0, insmod_t)

X
proc(0, 0, unconfined_t)
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