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» Physical-To-Cyber Domain Attacks:

o Utilize physical domain data to conduct attack on Confidentiality
(steal IP), Integrity, and Availability (CIA).

» Side-Channel Leakage in Additive Manufacturing: :
o Acoustic signal vary in frequency and intensity according to i)Original 3D-Printed Key ii)Reconstructed Key iii)Reconstructed Key
. _ Before Post Processing After Post Processing
load, speed and direction of the nozzle movement. > Test Parameters:
o Speed, Dimension, and Complexity (Movement in Multiple Axes).
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» Attack Model [3]: =0l Action o Axis Prediction Accuracy Classification Models: 78.35%.
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o Train Learning Algorithms. Algorithms ) -~ e o Length Prediction Error of Regression Models: 17.82%.
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o High correlation between physical and cyber domain data.
Attack MEthOdOIOgy o Side-channel information leakage not considered in additive
manufacturing systems.

— » Attack Method [3]: o Leakage from side-channel can breach confidentiality.
processing | o Pre-process to remove o It is imperative to incorporate side-channel leakage as a
3D-Printer  Data Acquisition ' noise. parameter in design methodology for secure additive
manufacturing systems (future work).
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