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• Examples of systems that, if not subverted, have the hallmarks 
of being so

• In one case, subversion is covert

• In another, it is overt (courts, congress)

• And a bit on what we might be able to do about it

• Main case study: Juniper ScreenOS

This talk



Includes work by:
Ralf Phillip Weinmann, William Pinckaers, Stephen Checkoway, Hovav 

Shacham, Eric Rescorla, Adam Langley, Nadia Heninger, Shanaan Cohney, 
H.D. Moore, Jake Masckeiwicz and others…
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CVE-2015-7755
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Source: passwordmeter.com

http://passwordmeter.com
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CVE-2015-7756

VPN Decryption (CVE-2015-7556) may allow a 
knowledgeable attacker who can monitor VPN 

traffic to decrypt that traffic.



CVE-2015-7756





Vulnerable -> Patched
ScreenOS 6.3.0r20  

(vulnerable)

ScreenOS 6.3.0r21 
(patched)

Sources: Adam Caudill, Peter Bowen, HD Moore, Ralf Phillip Weinmann



Dual EC DRBG



• PRNG based on EC scalar must

• Standardized through NIST, ANSI, ISO

• CRYPTO 2007: Shumow, Ferguson (MSR) warn about 
possible backdoor

• Allows full state recovery when attacker selects point Q

• Prediction of all subsequent outputs given >27 bytes of 
output

Dual EC DRBG





Dual EC DRBG



Juniper doesn’t appear 
to use Dual EC…



Dual EC in ScreenOS

“ScreenOS does make use of the Dual_EC_DRBG 
standard, but is designed not to use 

Dual_EC_DRBG as its primary random number 
generator. ScreenOS uses it it in a way that 

shouldn't be vulnerable to the possible issue that 
has been brought to light.” (2013)
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RNG Cascade

Dual EC DRBG
Seed K, V ANSI X9.31

(3DES)

Output

This approach should 
neutralize any 

backdoor

(32 bytes)



Calls Dual EC to fill a buffer

Calls ANSI X9.31 to process the result in place

prng_generate_block()

Calls Dual EC to fill a buffer

Credit: William Pinckaers



Calls Dual EC to fill a buffer

Calls ANSI X9.31 to process the result in place

prng_generate_block()

“Runs” ANSI generator in place

Credit: William Pinckaers



Calls Dual EC to fill a buffer

Calls ANSI X9.31 to process the result in place

prng_generate_block()

Generates Dual EC output
Sets prng_output_index = 32

Credit: William Pinckaers



Calls Dual EC to fill a buffer

Calls ANSI X9.31 to process the result in place

prng_generate_block()

ANSI generator is never run.
Dual EC output emitted.

Credit: William Pinckaers



Revised Cascade

Dual EC DRBG
Seed K, V ANSI X9.31

(3DES)

Output
(32 bytes)



Exploiting IKE (Ideal)
• Like many protocols, outputs nonces

• In ScreenOS 6.1 (pre-Dual EC): 20 bytes  
In ScreenOS 6.2 (with Dual EC): 32 bytes  
(>= 28 bytes is sufficient to recover Dual EC state)

Generate IKE nonce

Generate DH secret key

recompute DH secret key



Exploiting IKE (Ideal)
• Like many protocols, outputs nonces

• In ScreenOS 6.1 (pre-Dual EC): 20 bytes  
In ScreenOS 6.2 (with Dual EC): 32 bytes  
(>= 28 bytes is sufficient to recover Dual EC state)

Generate IKE nonce

Generate DH secret key

recompute DH secret key

This is (apparently) not what Juniper does 



Exploiting IKE (ScreenOS 6.1)
• All versions of ScreenOS appear to generate key first  

Nonce second

• Even with Dual EC, hinders the attack

Generate IKE nonceGenerate DH secret key

(must wait for next handshake)

Generate IKE nonceGenerate IKE nonce



Exploiting IKE (ScreenOS 6.2)
• ScreenOS 6.2 (the version that adds Dual EC) 

• Adds a nonce pre-generation queue

• Effectively ensures that nonces are always generated first

recompute DH secret key

Generate IKE nonce

Generate DH secret key



Exploitability criteria

2007 2008 2012

ScreenOS 6.1r20 ScreenOS 6.2r1 ScreenOS 6.2r15

Dual EC X 
32-byte nonces X

Nonce generated 
before Diffie-Hellman 

key
X

PRNG reseeds each 
block X

Global/ANSI loop X
Attacker “Q” X
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What does it all mean?
• What we should not take away from this: 

• “A bad thing happened to a good company”



What does it all mean?
• What we should not take away from this: 

• “A bad thing happened to a good company”

• Because it’s not one company

(It’s not even one PRNG algorithm…)



What does it all mean?
• What we should not take away from this: 

• “The only solution to this is to use safe building blocks”

• I.e., it’s not the protocol designer’s problem, 
not the system designer’s problem



Protocol design matters
• Example: PSK in IKEv1 

• PSK is fed into the KDF

• If PSK is high entropy, devices not exploitable!



Protocol design matters
• Example: PSK in IKEv1 

• PSK is fed into the KDF

• If PSK is high entropy, devices not exploitable

• Example: PSK in IKEv2 

• PSK is not fed into the KDF

• Devices may be exploitable!



Protocol design matters

http://www.spiegel.de/media/media-35515.pdf



This should drive our research
• Mostly it doesn’t. But some notable exceptions: 

• Algorithm Substitution Attacks (Bellare, Paterson, Rogaway)

• Kleptography (Young, Yung)

• Formal Treatments of RNGs (Dodis et al.)

• Formal Verification Approaches (INRIA, MSR, Princeton) 







• Apple is way ahead of the game

• And yet, they’re currently flailing because they did not 
anticipate what they’d be asked to do

• In particular, there’s strong evidence that their Secure 
Enclave firmware can be flashed in the same way as the 
older devices

Apple






