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•  “Google	Play	requires	developers	to	provide	a	valid	privacy	
policy	when	the	app	requests	or	handles	sensi&ve	user	or	
device	informa&on.”	(Google	Play	Developer	E-Mail,	Feb	’17)	

Mo&va&on	

•  The	California	Online	Privacy	Protec&on	Act	also	requires	app	
publishers	to	have	a	privacy	policy	and	transparently	disclose	
data	prac&ces	(California	Business	and	Professions	Code	
Sec&ons	22575-22579)	

à	System	to	evaluate	how	many	apps	have	a	privacy	policy,	
whether	the	policies	follow	privacy	requirements,	and	analyze	
discrepancies	between	apps	and	policies	to	increase	transparency	at	
scale	
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What	are	privacy	requirements?	

1.  Apps	must	have	a	privacy	policy	

2.  Policies	have	to	describe	data	prac&ces	occurring	in	the	apps	
(e.g.,	describe	how	loca&on	data	is	shared	with	third	par&es)	
and	must	not	omit	any	prac&ce	

3.  Apps	must	follow	the	described	prac&ces	
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Dataset	

•  17,991	free	apps	from	the	Google	Play	Store	and	their	metadata	
(e.g.,	whether	an	app	has	a	policy	link	or	the	number	of	reviews)	

•  Started	crawl	from	most	popular	apps	in	each	category	and	
followed	links	to	similar	apps	
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Prac%ce		 Precision		
(Test	Set;	n=40)		

Recall	
(Test	Set;	n=40)		

F-1	
(Test	Set;	n=40)		

%	Poten%al	Privacy	
Requirement	Non-
compliance	(n=9K)		

Poten&al	Privacy	Requirement	Non-Compliance	

à	 Poten&al	 privacy	 requirement	 non-compliance	 can	 be	
predicted	reliably	and	at	scale	

Sharing	of	
Contact	 1		 1		 1		 2%		

No&ce	of	
Policy	Changes	 0.96	 0.89	 0.93	 46%	

Collec&on	of	
Iden&fiers	 0.75		 1		 0.86		 50%		

Sharing	of	
Loca&on		 1		 1		 1	 17%		
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Poten&al	Privacy	Requirement	Non-Compliance	
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•  Each	 app	 exhibits	 a	 mean	 of	 1.83	 instances	 of	 poten&al	
privacy	requirement	non-compliance	

•  Non-compliance	 does	 not	 necessarily	 mean	 that	 a	 law	 is	
violated;	manual	verifica&on	required	
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Poten&al	Privacy	Requirement	Non-Compliance	

à	Use	app	metadata	 to	predict	which	app	popula&ons	have	
increased	 probability	 of	 poten&al	 privacy	 requirement	 non-
compliance		



11/11            https://www.usableprivacy.org/ 

Na;onal	Science	Founda;on	Secure	and	Trustworthy	Cyberspace	(SaTC)	Project	Lead	PI:	Norman	Sadeh	(sadeh@cs.cmu.edu)	
This	material	is	based	upon	work	supported	in	part	by	the	Na&onal	Science	Founda&on	under	grants	CNS-1330596,	CNS-1330214,	and	SBE-1513957,	as	well	as	by	DARPA	and	the	Air	Force	
Research	Laboratory,	under	agreement	number	FA8750-15-2-0277.	The	U.S.	Government	is	authorized	to	reproduce	and	distribute	reprints	for	Governmental	purposes	not	withstanding	any	
copyright	nota&on	thereon.	The	views	and	conclusions	contained	herein	are	those	of	the	authors	and	should	not	be	interpreted	as	necessarily	represen&ng	the	official	policies	or	endorsements,	
either	expressed	or	implied,	of	DARPA,	the	Air	Force	Research	Laboratory,	the	Na&onal	Science	Founda&on,	or	the	U.S.	Government.	

Concluding	Thoughts	

•  Help	developers,	app	store	owners,	and	regulators;	
implement	our	system	into	their	workflow	

•  Current	system	piloted	by	the	Office	of	the	California	
APorney	General	

•  Extensions	towards	other	use	cases,	par&cularly,	in	the	
emerging	Internet	of	Things	domain	

Thank	you!	


