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Location Privacy Protection Te%h&
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Location Privacy Protection Tech
Location
Obfuscation e Use a fake location instead of the true location
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* Privacy Notions:
— Expected inference error

— Geo-indistinguishability

CREATING THE NEXT"



Georgia [&
Tech|)

Expected inference error

 The expected distance between the user’s real location and
the location guessed by the adversary.
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» prior distribution z(x) of the
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Geo-indistinguishability e%‘fa%ﬁ&

For any two points x, y in the protection circular area of
radius r centered at the actual location, by elg=¢/2r
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Existing Techniques

* Privacy Notions:

Expected inference error

Bayesian inference

Rely on a specific prior distribution of
user’s real location

Not robust against any other prior
distribution
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Geo-indistinguishability
differential privacy

only depends on the mechanism and
does not depend on any prior

Adding noise regardless of any prior can be
inefficient and insufficient for privacy
protection
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* Limitation of Geo-indistinguishability
 Two-phase location obfuscation framework

— Adaptive noise level for different locations with guaranteeing a
minimum level of inference error

— Customizability
* |Instantly specify his privacy preference for his current location

e Existing mechanisms are computed statically once for all, and cannot
efficiently support customizability
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Experimental lllustration

e Existing mechanisms
— Optimal Bayesian mechanism [R. Shokri et al., 2012 ]

— Optimal geo-indistinguishable mechanism [N. E. Bordenabe et al,,
2014]
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Two mechanisms that achieve the same location privacy in terms

Dataset: Geolife GPS Trajectories dataset . . . .r-
o of overall expected inference error weighted by prior probability

Formatted as in [N. E. Bordenabe et al., 2014]
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Experimental lllustration

* Geo-indistinguishability

Vjsitor Parkin

Georgia Tech -
School of Physics
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Clough Undergraduate
Learning Commons
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>alech Visitor Parking Bobby Do

Planar Laplacian Mechanism, Pr( pseudo-location in blue circle) >295%

Not Adaptable: Uniform noise level either insufficient location protection at some skewed locations in terms of prior
information or excessive noise for protection at other locations
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Two-phase framework

* Combine expected inference error and Geo-indistinguishability
Prior distribution Differential privacy parameter

True location Protection
location set

Searching . Exponential @
prOte.Cl'IOH mechanism
— ’  region

Minimum Inference error
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Relationship between two privacy notions

* Geo-indistinguishability
. . ; : ST |0 //(xTl |y) <ele
— Any two locations x, y in the protection region @,

 Lower bound of conditional expected inference error
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Protection Location Set e%'re%ﬂ&

 Theorem: For a location obfuscation mechanism that achieves
e-differential privacy on protection location set @, if E(®) =>eTe
Elm , the optimal inference attack using any observed pseudo-
location x’, the expected inference error = £4m .
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Phase I: Search Protection Region e%é%ﬁ&

o E(P) =ele Fim SR
* Hilbert-curve based searching
— Larger diameter of protection location set

4 3 14| 13

indicates higher noise level S mralil B prry
— Improvement with multiple rotated
Hilbert curves S St i s i
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* Given the user’s location x and location protection set @, the
exponential mechanism selects and output a pseudo-location
x" with probability proportional to exp(—ed(x,xT )/2D ),
where D is the diameter of &.

CREATING THE NEXT"



Tech

Evaluation

Georgia &

 Comparison with existing mechanisms on location privacy

EM - Laplacian-like mechanism uniform noise level
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 Comparison with joint mechanism on location privacy
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(b) Bayesian inference attack
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* Geo-indistinguishability + prior information

* Adaptively adjust noise level of different privacy according to
prior distribution

* Customizability
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Thank youl!
Q&A
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Expected inference error
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Conditional expected inference error

the distance between the estimation and
the actual location

Unconditional expected inference error

A(x|xT) - Probability of guessing v as the user’s actual
location, given that ./ is observed

—

Bayesian inference attack: x =argmax—x €y Pr(x|xT)
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