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Is it possible to have a decentralized
payment system without a blockchain?
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Challenges

+ Find paths between users
+ Calculate credit available in the path
+ Ensure integrity of transactions

+ And more ...
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+ 2-step transaction: on hold and settle

+ Example: 3 > &
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+ Integrity:
+ All landmarks cannot make the user lose credit
+ Accountabillity:
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+ Local logs suffice to determine the valid current value
+ The disputed value is bounded
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The Landscape of Emerging Payment Systems

Cryptocurrencies

Ripple SilentWhispers

Transfer | Direct transactions between Transactions only
of funds any two wallets via a path with enough credit
Transaction Fixed currency agreed Support for cross-currency
flexibility |petween sender and receiver transactions
; Locally verified by users
Transaction Gllsibally vemttied Y Y
verification

in the path

18



Take Home Message

19



Take Home Message

+ Acredit network does not require a
global ledger or global consensus

SilentWhispers: A Decentralized Credit Network

+ Local Information suffices: Credit links of a user determine his
credit in the network
In-flow = 450

s &
a0 3/ Charies Out-flow = 40
ol 2.
== a Net-flow = 410

-

<CBWBANK

Alice

+ Net-flow is what matters: Net-flow of a user must not change
without the user’s consent

5

& ocawamK
8 In-flow =456- 445
488 / Charies Out-flow =#6— 35

o 25
=2 Net-flow = 410

Alice

€3CBWBANK



Take Home Message

+ Acredit network does not require a
global ledger or global consensus

SilentWhispers: A Decentralized Credit Network

+ Local Information suffices: Credit links of a user determine his
credit in the network

s & In-flow = 450
oo ——0 3/ CCCCCCC Out-flow = 40
ol 2.
T2 Net-flow = 410

AAAAA

+ Net-flow is what matters: Net-flow of a user must not change
without the user’s consent

5
B oo

v & In-flow =456~ 445
T P T s Out-flow =46— 35
ot 25
=2 Net-flow = 410

AAAAA

+ SilentWhispers: A decentralized
credit network enforcing security
and privacy and overcoming
several challenges

Challenges

+ Find paths between users? N
+ Credit available in the path? _
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credit network enforcing security
and privacy and overcoming
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Challenges

+ Find paths between users?
+ Credit available in the path?
+ Integrity of transactions?

+ And more ...

+ SilentWhispers is feasible in
practice and it has attracted
attention from industry

Evaluation

+ C++ prototype implementation
+ MPC-Shared library: https://github.com/Zayat/MPC-Shared

+ Setup using Ripple transactions:
+ Maximum path length: 10 links
+ Maximum number of paths: 7 landmarks (Ripple Gateways)

+ Computing available credit on a path in ~1.3 seconds
+ Different paths in parallel

r Feasible to run in practice current Ripple transactions j

+ SilentWhispers has attracted the attention from industry:
+ KOINA: A credit network with market-specific currencies
https://koina.cc/

19



Take Home Message

+ Acredit network does not requirea +

global ledger or global consensus

SilentWhispers: A Decentralized Credit Network

+ Local Information suffices: Credit links of a user determine his
credit in the network
In-flow = 450

45 &
ooy — 3/ rares Out-flow = 40
ol 2.
P a Net-flow = 410

-
Alice

+ Net-flow is what matters: Net-flow of a user must not change
without the user’s consent

2 % Cercomsmm 3
1 In-flow =456- 445
4t " owe  Outflow =46— 35

ol 25
T2 Net-flow = 410

Alice

€3CBWBANK

+ SilentWhispers: A decentralized
credit network enforcing security
and privacy and overcoming
several challenges

Challenges

+ Find paths between users?
+ Credit available in the path?
+ Integrity of transactions?

+ And more ...

SilentWhispers is feasible in
practice and it has attracted
attention from industry

Evaluation

+ C++ prototype implementation
+ MPC-Shared library: https://github.com/Zayat/MPC-Shared

+ Setup using Ripple transactions:
+ Maximum path length: 10 links
+ Maximum number of paths: 7 landmarks (Ripple Gateways)

+ Computing available credit on a path in ~1.3 seconds
+ Different paths in parallel

r Feasible to run in practice current Ripple transactions j

+ SilentWhispers has attracted the attention from industry:
+ KOINA: A credit network with market-specific currencies
https://koina.cc/

SilentWhispers is an interesting
alternative in the landscape of
emerging payment systems

The Landscape of Emerging Payment Systems

Cryptocurrencies Ripple SilentWhispers
Transfer | Dircct transactions between Transactions only
of funds any two wallets via a path with enough credit
Transaction Fixed currency agreed Support for cross-currency
flexibility | petween sender and receiver transactions
Transaction § X Locally verified by users
N N Globally verified .
verification ’ in the path
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+ SilentWhispers is an interesting
alternative in the landscape of
emerging payment systems

The Landscape of Emerging Payment Systems

Cryptocurrencies Ripple SilentWhispers

Transfer

Thanks!

Direct transactions between Transactions only

any two wallets via a path with enough credit

@pedrorechez

Support for cross-currency

Transaction Fixed currency agreed
flexibility | petween sender and receiver transactions
Transaction § i Locally verified by users
N N Globally verified .
verification i in the path

19



