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Case Study

Google

Your system is heavily damaged by (4) virus!

We detect that your Google Pixel C is 28.1% 1
DAMAGED because of ( 4) harmful viruses from g
recent adult sites. Soon it will damage your phone's ([

SIM card and will corrupt your contacts, photos, data,
applications , etc.

If you do not remove the virus now , it will cause severe damage to your phone . Here's what you NEED to do (step by step ) :
Step 1: Tap the button and install "DU Cleaner” for free on Google Play!

Step 2: Open the app to speed up and fix your browser now!

REPAIR FAST NOW

Social Engineering Attack!










Se urity
Qwork u

@elllgence

We need ...

Helps in user training to improve awareness .
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Requirements

A tool that can record and reconstruct user-browser
interactions and browser state.

1. Forensic Rigor

— Browser state should be fully captured synchronously i.e.
before input is processed by the browser

2. Efficiency (always-on)

— HCl research states that a lag < 150 ms is practically
unnoticeable to end users!!]

3. Transparency
— Should not be easily detected by adversaries

4. Portablitity
— Should work on all platforms (mobile)

[I]:Tolia et al.“Quantifying Interactive User Experience on Thin Clients”
http://isr.cmu.edu/doc/tolia06-ieee.pdf




Related Work

e Network:

— WebWitness (USENIX SEC 2014): DPI to reconstruct
path to attack pages; visual reconstruction not
possible

* Browser based record-and-replay:

— WebCapsule (CCS 2015): Instrument Blink to record
and replay all browser actions; not fully deterministic
and is complex

* Whole system record-and-replay:

— ReVirt (OSDI 2002): Record and guest OS’s execution
at an instruction level; heavy-weight and difficult to
deploy on mobile devices
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ChromePic

* An always-on, lightweight, efficient and
portable forensic engine embedded inside the
Chromium browser

* |t synchronously records user-browser
interactions and the browser state into rich
forensic logs called webshots
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User Input, Timestamp Screenshot
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Mouse: left click, right click
Touch device: tap
Keyboard: return, space, tab, esc, back space, arrows
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ChromePic in Action
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Razzie Awards 2017: Batman v Superman
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Are you related to

anyone famous? Find Name yourself, commander
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Building ChromePic

Extensions not viablex

Browser InstrumentaﬁonJ
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Chromium Architecture

Browser process
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Renderer Renderer
Main Thread Render Thread
google.com
Renderer Renderer
Main Thread Render Thread
yahoo.com
Renderer Renderer
Main Thread Render Thread
Renderers
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* facebookcom
Renderer Renderer
Main Thread Render Thread
Browser process i i
google.com
- Renderer Renderer
O Main Thread Render Thread
- [ Input I ____Sga_n_q(_lp_p_qt_)____ L IPCSend(input) i o i
s\ Notify(input) .

_______________________ Input
Processing

yahoo.com
Renderer Renderer
Main Thread Render Thread
Renderers
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Browser Instrumentation
Use as much underlying code as possible:
— CaptureVisibleTab () : asynchronous
screenshots
— SaveAsMHTML () : asynchronous DOM
snapshots
Browser Browser Renderer Renderer
O Ul Thread 10 Thread Main Thread Renderl Thread
—— input . ___S?.r‘.Q(_iDRU_t_)____>:D_ ________ IPCSend(input) é[i:l ------ Notify(input) 9; SaveAsMHTML()
User CaptureVisibleTab() i For DOM Snapshots

For Screenshots

G



Browser Instrumentation

Use as much underlying code as possible:

— CaptureVisibleTab () : asynchronous
screenshots

— SaveAsMHTML () : asynchronous DOM
snapshots

both are asynchronous
e need synchronous and efficient LG
versions pene
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ChromePic Design

ChromePic Trigger Input Processing

Browser Browser Renderer Renderer
O Ul Thread 10 Thread Main Thread Render Thread
D Sendlnput fd) b ipcsend(input, fd)__ | o |
. | TakeScreenshot() >|:1____N_Qt_ll‘_}/_(_lrjp_l{'[_,_fg_)___> :
User <--! : take DOM
take tab : snapshot
screenshot Send(screen_taken) ! , webshot
S > ! save to file (fd) e ead
o IPCSend(screen_taken) ! . wait for
. Save(screen)| Browser | -—------ ?D--(---r-e-e-r-]-_-?--qqgm__l_\l_qt_ltx(_S_qr_Q@[l _taken)_| Iscreenshot...
! “~._|File Thread | ! !
= : regular input
\\s|—'—| processing
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ChromePic Design
ChromePic Trigger Input Processing
Browser Browser Renderer Renderer
O Ul Thread 10 Thread Main Thread Render Thread
TP Sendlinput ) b 1pcSend(input, fd) » |
. | TakeScreenshot() >|:L____I_\l_qt_lf_y_(_lpp_u_t_,_fg_)___9 :
User <--! : take DOM
take tab |:I< i snapshot
soreenshot| | __ Send(screen taken) 5 save tofle () — MBSt
L l wait for
. Save(screen)| Browser | PCSend(screen_tak —qqgm__[\l_q’[_itx(_s_qr_e_gp _taken)_| I screenshot...
! *~._| File Thread | ! !
= . regular input
\\|_u_| processing

Synchronous by design
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ChromePic Design

* Next efficiency needs to be ensured for both:

— Screenshots
— DOM Snapshots

Browser Browser Renderer Renderer
O Ul Thread 10 Thread Main Thread Render Thread
TRl Send(nput fd) o L ipGSend(input, fd) __ » i
| TakeScreenshot|() ~[1..__Notify(input, —fg—)———>—'1

User o tab - l take DOM

take ta \ hot
screenshot Send(screen_taken) ! onaps O, webshot
S > | save to file (fd) T I

IPCSend(screen_taken

N i wait for
. Save(screen)| Browser | L-----------h--oo--mmoooo- )>|j___N_qt_if¥(_siqr_qu___t_a_k_e_r_1)> Iscreenshot...
! ~~._|File Thread | | !

\\|_,_|

regular input
processing
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Taking screenshots

L

G input {>':'"“‘: TakeScreenshot()

< - —

User

Send(screen_taken) | IPC message

e e i "] to Renderer,

22
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Taking screenshots
Browser Browser
Ul Thread 10 Thread
%lnput """" [>I:I|“_i TakeScreenshot() E
* Not very efficient
* Worst case of ~ls on Android
Browser
File Thread |
LSave |l ____ Sendlecreeniaken) _ __ ____ > (10 Hondores

G



‘ c ~ (/S;" urity
4 @work'\j@@ ',-‘—‘»\_‘

1
Chromepic ‘®elligence i -

Taking screenshots

1

S input {>C:"'“: TakeScreenshot()

<--

User CopyFromCompositingSurface()

RequestCopyOfOuput()

setNeedsCommmit

DrawFrame()

GetFrameBufferPixels()

PrepareTextureCopyOutputResult()

CropScaleReadBack

IPC message

——————————————— *—-———————ﬂoﬁ’enderer
Send(screen_taken) - — -

24
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Taking screenshots

1

S input {>C:"'“: TakeScreenshot()

<--

User CopyFromCompositingSurface()

RequestCopyOfOuput()

setNeedsCommmit

DrawFrame()

GetFrameBufferPixels()

PrepareTextureCopyOutputResult()

CropScaleReadBack

IPC message

——————————————— *—-———————ﬂoﬁ’enderer
Send(screen_taken) - — -

25
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Efficient screenshots

ol e

N input {>¢"'“: TakeScreenshot()

! |
é__

User CopyFromCompositingSurface()

RequestCopyOfOuput()

setNeedsCommmit

DrawFrame()

GetFrameBufferPixels()

Send(screen_taken) IPC message
e . >|':|E) Renderer

PrepareTextureCopyOutputResult()

CropScaleReadBack

26
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Browser Browser
Ul Thread GL/GPU 10 Thread
input D‘i‘"": TakeScreen . '
| < o ~
oromcon © 1Arget draw rate is about ~|éms!
RequestCopy( ® I 6 ms << I S
____________ setNeedsCommmit .
i DrawFrame() i
i GetFrameBufferPixels() i
| Send(screen_taken . IPC message
e Result |l j=="= L _——— - l >|':|£)Fienierer
P TextureCopyOutputResult i i
Browser repareTextureCopyOutputResult() : :
File Thread | || | = CropScaleReadBack - |
| Save CopyFromCompositingSurfaceFinished :
5 e . :
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Chromium MHTML Code

Browser Browser Renderer Renderer
Ul Thread 10 Thread Main Thread Render Thread
Save'\"HT'V'b:, _.. Sendlrameid.fd) i _IPCSend(rame id.fd) __ !  Notity(frame id,fd) !
Notify(frame_id) e o e e e ‘:::::::::::::::::::::?\___IMHTMLframe1
___________________________________________________ ; L IPCSend(frame_id) - - Send(frame_id)
User ! ; é"_'_Z'_'_Z'_'_Z'_'_Z'_'_Z'_'_Z'_'_Z'_'___| ]'é‘::ZZ:ZZ:ZZ:ZZ:ZZ:ZZ::?I__,_I MHTML frame2
I ' Send(frame_id)
! T ':::::::::::::::::::::%I:l MHTML frame3
''''''''''''''''''''''''''''''''''''''''''''''''''''' ' ! Send(frame_id)
T > -
E Send(frame_id, fd) E AT Page JS
] ] e T
| | 1 -
| ! b e -l__,_l MHTML frame4
| . R i
Dé-—--—--—--—--—--—--—--—--—-:'I:,é--—--—--—--—--—--—_ ------- E:ZIE Send(frame_id) [
| |
| |

Frame by frame

28
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Notify(frame_id) : IPCSend(frame_.id)
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Chromium MHTML Code
Browser Browser Renderer Renderer
Ul Thread 10 Thread Main Thread Render Thread
Save'\"HT'V'b:, ____ Sendframe id.fd) 1 IPCSend(frame id,fd) __ | Nofify(rame_id, i) |
Notify(frame_id) o oL ‘:::::::::::::::::::::?\___IMHTMLframe1
""""""""""""" L IPCSend(frame_id) o Send(frame_id)
User T C T L‘:::::::::::::::::::::%:I MHTML frame2
ST L Sendrame_id
! T ':::::::::::::::::::::%I:l MHTML frame3
___________________________________________________ > ! Send(frame_id)
E Send(frame_id, fd) E AT Page JS
i i .. T3 MHTML framed4
[J---mmmmmmmmmmmm e e i Pt ir ittt E';Ié Send(frame_id)

Frame by frame

“the render thread is a scary place”
“on ARM, stalls can be seconds long “
- Chromium Docs

G
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Efficient DOM Snapshots
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Browser Browser Renderer Renderer
i Ul Thread 10 Thread Main Thread Render Thread

o PeSendinput 1) >|j} Notify(input, fd)

MHTML frame
1,2, 3 4

Input
processing

1

Page JS

* Process all frame in a single task.
* Piggyback on input processing task.
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DOM Snapshots: Comparison

Original MHTML Code

Browser Browser Renderer Renderer
Ul Thread 10 Thread Main Thread Render Thread
SaVGMHTMb,:I _____ Send(frame_id,fd) i __IPCSend(frameid.fd) __ !  Notify(frame id, fd) |
Notify(frame_id) o oo ] ‘:::::::::::::::::::::%l_‘_lMHTML frame1
""""""""""""" ; O IPCSend(frame_id) = i Send(frame_id)
User = e .. ‘:::::::::::::::::::::?m MHTML frame2
*é““"‘::::::::::::::::::;f S S o
_____________________ l__s_'é_:::::::::::::::::::::::ﬁi:::::S:::d:f::::::é:::::%l:l MHTML frame3
________ I end(frame_id)
Seco n S nd(frame_id, fd) i I:;] Tt . Page JS
! | | 4:| MHTML frame4

[ o S R T e F e C7< T Send(ame id)

ChromePic DOM Snapshots

< |50 ms

Page JS

Browser Browser Renderer Renderer
Ul Thread 10 Thread Main Thread Render Thread
Trigger lnpu1i1> L Send(input, fd) . IPCSend(input, fd) ! Notify(input, fd)
| . MHTML frame
Licar ' \ 1,2, 3 4

\ [ 1 Input
| processing
I
[}
[}




Evaluation

* Reconstructing attacks on users
 Used ChromePic on various Ul attack pages

1. Anin-the-wild social engineering attack

2. Real-world phishing pages
3. Clickjacking attacks from WOOT 14 [2]

[2]: Akhawe et al.“Clickjacking Revisited: A Perceptual View of Ul Security”
https://www.usenix.org/system/files/conference/woot|4/woot | 4-akhawe.pdf



wolf of wall street

ALL

VIDEOS IMAGES

The Wolf of Wall Street

Drama film/Biogre

OVERVIEW

Play trailer on YouTube
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Social engineering attack

E
SHOPPING NEWS MAPS BOOKS FLIGHTS APPS SEARCH T wolf of Wa" street ﬂ

1
wolf of wall street full movie\ﬂ’—
wolf of wall street free onli
wolf of wall street facts

wolf of wall street ferrari

wolf of wall street funny quotes

Space

Google

Your system is heavily damaged by (4) virus!

We detect that your Google Pixel C is 28.1% 1
DAMAGED because of ( 4) harmful viruses from

recent adult sites. Soon it will damage your phone's

SIM card and will corrupt your contacts, photos, data,
applications , etc.

If you do not remove the virus now , it will cause severe damage to your phone . Here's what you NEED to do (step by step ) :

Step 1: Tap the button and install "DU Cleaner” for free on Google Play!

Step 2: Open the app to speed up and fix your browser now!

b

X
n wolf of wall street full movie X n

ALL VIDEOS SHOPPING NEWS IMAGES MAPS BOOKS FLIGHTS APPS SEARCH T
The Wolf of Wall Street / Available on
-
(Jd)
YouTube Google Play Vudu iTunes

More about The Wolf of Wall Street

Watch The Wolf Of Wall Street (Movigl2@13) [HD] Free Online On Fmovies

fmovies.to» film » the-wolf-of-wall-street™ ! ! 7

Alert Box (from DOM Snapshot)

WARNING ! This Google Pixel C is
infected with viruses and your
browser is seriously damaged.
You need to remove viruses and
make corrections immediately. It
is necessary to remove and fix
now. Don’t close this window. ** If
you leave , you will be at risk**

33
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User Study

 Measure performance on real user behavior

* 15 minutes limit for each user/device

P %
ubuntu ubuntu an>301>

[ |
# Users 11 15 16 22 (unique)
Browsing Time 286 346 363 995
(minutes)
# Domains 65 80 92 204 (unique)
# Webshots 1376 2145 2428 5949

@ y
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Screenshot Overhead

Original Screenshot Code

nput [>E'F' TakeScreenshot()

CopyFromCompositingSurface()
RequestCopyOfOuput()

s - - .

setNeedsCommmit

: u
<
PrepareTextureCopyOutputResult() |
- ___________ CropScaleReadBack 5
i \' r u ini
— <
n

Median(ms) 98% (ms)
Tablet 65.7 110

Laptop 36.2 71

Desktop 39 118

ChromePic - Optimized

reenshot()
-
CopyFromCompositingSurface()

RequestCopyOfOuput()
setNeedsCommmit

- !
rawFrame |
GetFrameBufferPixels() :
Send(screen_taken i IPC message
Result . ---L--;-lmﬁnﬂe@»

Median(ms) 98% (ms)

Tablet 13 25.9
Laptop 5.38 27.7

Desktop 2.7 23.8
35
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Total Webshot Overhead

Screenshot Overhead DOM Snapshot Overhead
Median(ms) 98% (ms) Median(ms) 98% (ms)
Tablet 13 25.9 Tablet 59.5 203
Laptop 5.38 27.7 Laptop 33.3 109.6
Desktop 2.7 23.8 Desktop 19 76.1
Renderer Renderer
O - Main Thread Render Thread
—— input ! ! . | |
e LR >r . IPCSend(input, fd) ___ - |
Dﬁil iTakeScreenshot() >[|1____I_\l_qt_|f_x(_|[lp_u_t_,_fg_)___9_.1 ke DOM
User take tab - i siainshot
screenshot :____§_e_r]q§§c_:[g_e_n___t_a_l§gp_)__> save to file (fd) g:’,i?ﬁ 22}1
Sa;é(scr?en)- | TeRendieareente 'e'qgﬁ__[\'_O_t_itx(_%c_r_eftl___t?_‘s%@g I;Vcafg%rshot--
| s S | i regular ifrput
N &|_| processing

36
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Total Webshot Overhead
89% < 150 ms

Screenshot Overhead DOM Snapshot Overhead
Median(ms) 98% (ms) Median(ms) 98% .ms)
Tablet 13 25.9 Tablet 59.5 203
Laptop 5.38 27.7 Laptop 33.3 109.6
Desktop 2.7 23.8 Desktop 19 76.1
< |50 ms

@ .
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Performance Overhead

N

Mouse click deltas (1278)
-4 - Key press deltas (1089)
—&— Laptop webshots (2117)
—<&¢— Tablet webshots (2428)
—i— Desktop webshots (1361)

0.2

0 50 100 150 200 250 300

Event Duration (ms) - mouse, key press deltas and webshot overheads
38
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Storage
Uncompressed Compressed
riatiorm Screenshots | DOM | Screenshots | DOM
Android 6.80 11.62 0.31 0.54
Linux laptop 4.66 11.33 0.15 0.88
Linux desktop 2.31 8.07 0.09 0.83

Storage requirements in MB/Minute

 Maximum requirement of about 1.03 MB/minute of

active browsing
At this rate, a 1000 employee corporate network

would generate 72 TB of log data per year

39



Discussion on Privacy

* Disable on HTTPS connections using valid SSL
certificates

e Whitelist sensitive websites

* Site-based encryption scheme based on a key-
escrow agent.
— Each site’s data is encrypted with a separate key

— When an incident happens, the investigator gets only
keys to the relevant sites.

— Forward secure encryption schemes can be used to
extend this for devices that are not always connected

to the key escrow agent

G



Conclusion

* ChromePic is a lightweight and portable forensic
engine.

* |t can accurately log important user inputs and the
associated browser states.

* ChromePic can help reconstruct real world Ul attacks.

* ChromePic has imperceptible latency and requires
only moderate disk space for logs.

G



Thank You!

LNAromeric

Source code to be released soon!
Binaries already available!!

https://github.com/chromepic/chromepic-browser

G
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