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ldentifier

Stateful Stateless
* Definition: Identify users by * Definition: Identify users by
previously stored information features without stored
» Cookie information
* Supper cookie * AmIUniquel, Panoticlick!?!

* User agent string
* List of plugins

[1]: Laperdrix, Pierre, Walter Rudametkin, and Benoit Baudry. "Beauty and the beast: Diverting modern web browsers to
build unique browser fingerprints." Security and Privacy (SP), 2016 IEEE Symposium on. IEEE, 2016.

[2]: https://panopticlick.eff.org/ Slide 5 of 28
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Cross-browser fingerprinting

* Survey Result: 70% of the surveyed Percentage
users use two or more browsers
regularly

* Problem: Single-browser
fingerprinting can’t identify user
when changing browser

* Key Insight: Adopting hardware and
OS level features
* i.e., cross-browser invariant

1 browser
™ 2 browsers or more
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A list of our features

Feature Single-browser Cross-browser
WebGL based GPU rendering result Yes (Need Modification)

Supported language Yes (Need Modification)
Number of CPU virtual cores Yes

Screen ratio Yes

List of fonts (JS based) Yes (Need Modification)
Audio context Yes (Need Modification)
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New features
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Feature
WebGL based GPU rendering
Supported language
Number of CPU virtual cores

Single-browser

Cross-browser
Yes (Need Modification)
Yes (Need Modification)
Yes
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WebGL rendering

 Most of WebGL animations are
rendered by GPU

* Different GPUs render pictures
in different ways

Result of GPU 1 Result of GPU 2

® LEHIGH (5 SECLAB

Subtraction of Subtraction of result 1
result 1 and result 2 and result 2 (x200)
¥

28
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Example: texture mapping
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WebGL Rendering

e Texture
* Light
e Camera

* Model
* Transparency

Anti-aliased Not anti-aliased

* Complex Lights
* Anti-aliasing
* Special textures
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Virtual CPU cores

* Ways to get
* New API (navigator.hardwareConcurrency)

* Side channel detection (Run different number of JavaScript workers and
measure the time)[3!

Example time usage of a 4 cores machine

12

10

o N & O ©

number of threads

[3]: https://github.com/oftn-oswg/core-estimator Slide 13 of 28
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Writing scripts (Supported language)

* Source: 36 popular different writing scripts (Wikipedia popular
writing scripts)

* Result: Shown as languages (supported) or boxes (unsupported)

Chinese Arabic Devanagari Cyrillic Bengali Kana Gurmukhi  Javanese
@ED) Lyl ST Kupnnuua  ateatt e gropdt

Telugu Tamil Malayalam Burmese Thai Sundanese Kannada Gujarati
BenthH S8 eoge  [qewn Ine LTl 9y cdl

Odia Ge'ez Sinhala Armenian Greek Lontara Hebrew
QPP 70'H BomE 2ung EA\nviké 0000 mMaavN

Georgian Modern Yi  Mongolian  Tifinagh i Thaana Inuktitut Cherokee
Jsormemo T§ Fortirod XY : 000000 A 0N D¢ CWYy
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Improvement of existing features

Feature Single-browser Cross-browser

Screen ratio Yes
List of fonts (JS based) Yes (Need Modification)
Audio context Yes (Need Modification)
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Screen resolution and depth

* Existing Solution: screen.width,
screen.height
* Including AmlUnique etc.
* Not stable for even single browser

* Problem: affected by screen
zoom levels

* Method to solve this problem

 Use the detected resolution times
zoom level

e Screenratio
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Audiocontext
Fingerprinting audio card Our improvement: AudioContext
* Method: Input some audio * sampleRate (44100)
resources and capture the * maxChannelCount (2)
resultsls! .

numberOfinputs (1)

* Problem: Influenced by both e numberOfOutputs (0)

browsers and audio card
e channe

* channe
* Cchanne

Count (2)
CountMode (explicit)
Interpretation

(speaker)

[4]: Englehardt, Steven, and Arvind Narayanan. "Online tracking: A 1-million-site measurement and analysis." Proceedings of

the 2016 ACM SIGSAC Conference on Computer and Communications Security. ACM, 2016.
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List of fonts

* Method: JavaScript based!®!
* Try to use different fonts

* If not installed, back to default font
 Measure the width of characters

Default font Abadi MT Condensed light
aPxoedpynieKAuvond abcdefghijklmnopgrst
POT

Width 2 inches Width 1.5 inches

* Improvement: Select different subsets from 4,422 fonts (based on

different OS)
* E.g., Segoe WP and FreeMono

[5]: https://github.com/Valve/fingerprintjs2 Slide 18 of 28
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Evaluation

 Evaluation
* Conclusion
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Evaluation

* 3,615 fingerprints
e Amazon Mechanical Turk
 Microworkers

* All over the world

® LEHIGH (5 SECLAB
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Normalized entropies

Ours AmlUnique Panoticlick
User Agent
List of Plugins
List of Fonts(Flash)

Screen Resolution

Timezone
Cookie Enabled
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Overall results

Single-browser Cross-browser
Uniqueness  Entropy Uniqueness Entropy Stability
AmlUnique 90.84% 10.82

Known features 68.98% 6.88 84.64%
Ours 99.24% 83.24% 7.10 91.44%

Uniqueness: The percentage of fingerprints which are unique in all fingerprints
Stability: The percentage of fingerprints which are same in different browsers
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New features results
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Single-browser

Screen Ratio

List of Fonts (JavaScript)
Audio Context

CPU Virtual cores

Writing Scripts

GPU Texture test
GPU Light test

All cross-browser features

Cross-browser

Stability
97.57%
96.52%
97.48%
100.00%
97.91%
81.47%
81.23%

91.44%
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Browser

Chrome

Firefox
Edge
|E

Opera
Safari

Others

Chrome

99.2% (100%,
89.1% (90.6%,
87.5% (92.6%,
85.1% (93.1%,
90.9% (90.0%,
100% (89.7%)

100% (22.2%)

Firefox

98.6% (100%,
97.9% (95.9%,
91.8% (90.7%,
100% (89.7%,
100% (84.8%,

100% (33.3%,

Edge IE

100% 100%,
100% (95.7%,  100% 100%,
100% 100%, 100%60.0%,

N/A N/A

Uniqueness (Stability)

Opera

100% (100%,
100% (100%,

100% (50%,

Safari

100% (100%,

Others

100% (100%,
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Observations

 Our fingerprintable features are highly reliable

* The removal of one single feature has little impact on the fingerprinting
results

» DataURL is implemented differently across browsers.
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Conclusion

* Conclusion
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Conclusion

Single browser

* Improved the uniqueness of
existing work
* 90.84% (AmlUnique) -> 99.24%
(ours)

® LEHIGH (5 SECLAB

Cross browser

* A reliable and usable approach
to fingerprint machine

* 83.24% uniqueness and 91.44%
stability
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Thank you!

* Website: http://www.uniguemachine.org/

e Questions?

%umo NNNNNNNNN HOME  FINGERPRINT  ABOUTUS SOURCECOODE  PAPER

Get My Fingerprint
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