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Available Solutions

Pure
Static

Static +

YOI Dynamic




What is Binary Reassembly?



()

400100
400105

40020d

.text
mov [6000a0], eax
jmp  ©x40020d

mov [6000a4], 1

6000a0
6000a4

.data
.long OxcOdeb4be
.long 0x0




target

.text
mov [data @], eax

jmp  target

mov [data 1], 1

()

data_©
data_1

.data
.long OxcOdeb4be
.long 0x0




text

400100 | mov,/ [6000a0], eax
/ \

400105 | jmp ~40020d

. 40020d . CRASH!

Patch & 40020f | mqv ' [6000g4], 1+
l‘ \
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\
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t
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Assemble

.data\
600020 | “cat\x00”
6000a4 | .long Bx@ 1
6000a8 ’

\
|
I
I

/

Non-relocatable Assembly



.text

mov [data @], eax

jmp rget
Patch & mov |[d@RESHT], 1
Assemble target |mov |[data 1], 14/
' .dat

data_© .ﬂané&@xc@aér4be
datael | “tatgx0R9
data 0 | .long bxc@jéb4be
data_1 | .long 0x0

Relocatable Assembly



Ox8048610

Code regions

Ox804d000O

Ox804d200 .
Data regions

0x804e000




Ox8048610

Ox804d000
.-rodata
Ox804d200
.data
Ox804e000
.bss

.data:

804d538:;

804d53c:

804d540:

push
mov
sub
mov
mov
mov
mov
mov
mov
test
jne
mov

Ox8048eec

Ox8048105
Ox8048f1le

ebp

ebp, esp

esp,

DWORD PTR [ebp- 0x10]

DWORD PTR [ebp- 0xc]

DWORD PTR [ebp-@xc]; 0x80540a0 >
WORD PTR [ebp-0x10], ax
Cox, 05:ex305mec0 >

eax 2 aX

©x804895b
eax, ds:0x805be5c

Uroboros

USENIX Sec ‘15







HEY, THIS IS A VALUE,
NOT A POINTER!

k

maN, THIS 15 ABSOLUTELY A
POINTER. WHY CAN'T YOU TELL?

)

False Positives

False Negatives

Thanks xked :-)



False Positives

Problem: Value Collisions

/* stored at O0x8060080 */
static float a = 4e-34;

A Floating-point Variable a

8060080
8060081
8060082
8060083

.db 3d
.db ec
.db 04
.db 08

Byte Representation

8060080

label 804ec3d

Interpreted as a Pointer




False Negatives

Problem: Compiler Optimization

A code snippet allows constant folding




False Negatives

Problem: Compiler Optimization

2034

Ox804a034 - ‘A’ * sizeof(int) = 0x8049f30

10t

A code SIrppeL diiows currsudIit 1uiuiny CuUIrpney i oidiyg widair —u |



Our Approach



Naive Strategy

False Positives

False Negatives




False Positives

False Negatives

Ramblr

Heuristics

Program Analysis




Pipeline
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CFG
Recovery

0x804850b | Pointer

Oxa Integer

1) (o [e23) Integer
63617400  String

0x80484a2 Pointer

0x804840b Pointer

0xa0000 Integer

push  offset label 34
push  offset label 35
cmp eax, ecx
jne label 42

.label 42:
mov eax, Oxl12fages

Content Classification

Symbolization
&
Reassembly




Pipeline

0x804850b | Pointer

% push  offset label 34

Oxa Integer push  offset label 35

=5 Oxdc5 Integer cmp - eax, ecx
63617400 String Jne  fabel a2

e 0x80484a2 Pointer .label 42:

T mov eax, Oxl12fages

0x804840b Pointer
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0xa0000 Integer

Symbolization

CFG Content Classification &
Recovery Reassembly



CFG Recovery

31 ed Sé/;;///’—Q\\\\\\

el 83 e4 fo
50 54 52 68
00 25 05 08

Ox8048610:

xor ebp, ebp

pop esi

mov ecx, esp

and esp, Oxfffffffo
push eax

push esp

push edx

Recursive Disassembly

lterative Refinement



Content Classification

((value * 42) ~5) / 3
*((int*)ox8045010)

value * 42 5

(=Y 5
*ptr
.rodata .J

.data ‘

.bss

result

A Typical Pointer A Typical Value



Content Classification

Type Category Examples

Primitive types Pointers, shorts, DWWORDs, QWORDs,
Floating-point values, etc.

Strings Null-terminated ASCII strings, Null-
terminated UTF-16 strings

Jump tables A list of jump targets

Arrays of primitive  An array of pointers, a sequence of

types integers

Data Types that Ramblr Recognizes



Content Classification

movsd
movsd

MOVe Scalar Double-precision
floating-point value

Two floating-points

xmmo, ds:0x804d750 804d750 Floating point integer
xmml, ds:@x804d7>58 804d758 Floating point integer

Recognizing Types during CFG Recovery



Content Classification

chr = _getch(); switch (i)
switch (i) {
{ case 1:
case 1: o
a += 2; break; case 2:
case 2: -
b += 4; break; SIICIng case._;:;
case 3: o
C += 6; break; default:
default:
a = 0; break; }
}

Recognizing Types with Slicing & VSA



Content Classification

0 i =10, 2] with a stride of 1

i jmp table[i * 4] i VSA table[0Q]
__________________ table[1]
table[2]

A jump table of 3 entries

Pointer, jump target
Pointer, jump target
Pointer, jump target

Quit switch

Recognizing Types with Slicing & VSA



False Negatives

Base Pointer Reattribution

5 Assuming ctrs is stored at Ox804a034
; eax holds the input character
; ctrs[input - "A']++;

add Ox8049f30[eax * 4], 1

.bss
8042034: ctrs[0]

Cctrshinput(= A Dr+; 8042038: ctrs[1]

0x8049f30 does not
belong to any
section

A code snippet allows constant folding Compiled in Clang with —O1



False Negatives

Base Pointer Reattribution

5 Assuming ctrs is stored at Ox804a034

Belongs to .bss ; eax holds the input character
; ctrs[input - "A']++;
@X8@49f3@ (AJ k 4 add @X8@49f36[eax * 4], 1
: —
_ .bss
Constant un-folding 804a034: ctrs[o]

804a038: ctrs[1]

0x8049f30 does not
belong to any
section

| OXsuadd34 ]

The Slicing Result Compiled in Clang with —O1



Safety Heuristics: Data Consumer Check

DWORD PTR [0©x8045000 ] DWORD PTR [©x8045f08]

*(the_result) | GIVE UP

Unusual Behaviors Triggering the Opt-out Rule




Symbolization & Reassembly

0x400010 ™ label 34
0x400020 ™ label 35
0x400a14 =) label 42

0x406000 ™) data 3

Symbolization

push  offset label 34
push offset label 35

cmp eax, ecx
jne label 42

.label 42:
mov eax, Oxl1l2fa9es

Assembly Generation




Evaluation



Data sets

Programs
Compiler
Optimization levels
Architectures

Test cases

Total binaries

Coreutils 8.25.55

106

Binaries from CGC

143

CGC 5 Clang 4.4
00/01/02/03/0s/Ofast
X86/AMD64 X86
Yes Yes
1272 725




Brief Results: Success Rate
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B Uroboros ®ERamblr = Ramblr Fast
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Rambilr is the foundation of ...

 Patching Vulnerabilities
» Obfuscating Control Flows
* Optimizing Binaries

» Hardening Binaries 6“(((@(((5‘(

E:YBER




Conclusion



Conclusion

* |dentified challenges in reassembling
* Proposed a novel composition of static analysis techniques
* Developed a systematic approach to reassemble stripped binaries

v' Ramblr is open-sourced
v’ Extra data-sets and usable tools will be released soon



Tools

IDA - /home/paul/testing/patcherex_ida/ls.i64 (ls)
File Edit Jump Search View Debugger Options Windows Help

BEH -3 g & 3 o B SddEFFvdmX > O No debut v | % »

Library function Data [l Regular function Unexplored [l Instruction External symbol

[EIDA view-A X = patcherex X IDA View-B X IDA View-C X  [© Hex View-1 X Imports X

Type Address Name Data I '

Pz] Add Label 0x403a78 continue_dir_parse

check_strin char *input_st
Pz] Insert Code 0x403a98 continue_if_| mov rdi, rbx
Pz] Remove Instruction  0x403ae5 remove_loop_jump -
Pz] Insert RW Data bss_buffer Length: 0x20
Pz] Insert RO Data hidden_file_name rootkit.elf

GRAND_CHALLENGE

4 »
Line 2 of 6

idle Down Disk: 16GB

Ramblr IDA Plugin Patcherex

angr Management -+ x
File
Functions @ B9 | pisassembly | Symbolic Execution | States
Name Address| *| Disassembly ®
1 |init 4004e0 U 2
2 sub_400500 400500 |
'3 [put 400510 | B
puts 0040071d push  rbp
4 |printf 400520 | 0046071 mov  rbp, rsp
el read 400530 | 00460721 sub  rsp, 0x40
== 00460725 mov  dword ptr [rbp-0x34], edi
Gy _thcstartmain  |400540 |9 00400728 mov  qword ptr [rbp-6x40], rsi
|7 |stremp 400550 |{ ©046072c mov  byte ptr [rbp-x8], 6x0
oo 400560 | 00460730 mov  byte ptr [rbp-0x18], 0x
—= Pt 00400734 mov  edi, 0x400915 "Username: "
=i 00400739 call  puts
10 _start 400580 |\ ©0046073¢ lea  rax, [rbp-0x10]
11 sub_400529 200539 U 00460742 mov  edx, ©x8
2]l Pt 00400747 mov  rsi, rax
|12 call. gmon_start ac 00400742 mov  edi, 0x0
13| _do_global_dtors_aux |4005d0 U | - 0040074 call  read
il Ty, zoosso (IR 00460754 lea  rax, [rbp-0x24]
15| authentiat prevat 00400758 mov  edx, Ox1
ELE = 00460750 mov  rsi, rax
16 accepted 4006ed || 00460760 mov  edi, 6x0
17  rejected a006fd U 00460765 call  read
[l po—mr 00400762 mov  edi, 0x400920 "Password: "
< 00400767 call
19 _libe_csu_init 4007e0 || 00460774 lea  rax, [rbp-0x20]
20 | _libc_csu_fini 400870 | 00460778 mov edx, 0x8
0046077d mov  rsi, rax
21 _do_global_ctors_aux | 400880 U e e 50
|22/ fini 4008b8 | 00400785 call  read
23 puts 1000000 { 00460782 lea  rax, [rbp-0x24]
-t presersl 0046078e mov  edx, Ox1
= 00400793 mov rsi, rax
25 exit 1000020 | 00400796 mov edi, 0xe
26/ printt 1000030 1 0040079 call  read
00460720 lea rdx, [rbp-0x20] v
27 _libe_start_main 1000040 ¢ 5
oeenany! Function 40071d

Patching support
In
angr Management



HOW CAN |
REASSEMBLE
BINARIES?

N —

kkkkkkkkk d:-



Limitations

* The infeasibility of static content classification
* The lack of guarantee of our approaches
* The “80% versus 20%" problem

Backup slides



Brief Results: Success Rate (cont.)

 Emphasis

We reproduced Uroboros’ results on Coreutils 8.15 compiled
with GCC 4.6 on Ubuntu 12.04

* Changes in Coreutils > 8.15 makes it harder for Uroboros
* Optimizations in GCC 5 yields new challenges for Uroboros

Backup slides



- Autonomous vulnerability
discovery

- Autonomous exploitation

- Autonomous patching
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Backup slides



- Autonomous vulnerability
discovery

- Autonomous exploitation
- Autonomous patching

Requires

a low memory overhead
and
an EXTREMELY low execution overhead

Backup slides



