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What are Tech Support Scams!




Tech Support Scam Evolution

2008
2013
2014
2014
2015
2016
2017

Fake support cold calls

A Twist: Scammers started to use malvertising
|C3 issued a public service announcement
Microsoft sued several campaigns

FTC took down several big campaigns

|C3 issued a public service announcement

Got more aggressive and still an increasing threat



Tech Support Scam (Cold Calls)
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Tech Support Scam (malvertising)
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Tech Support Scam Page(|)

Fotential breaking attempt!

pDlease call:
+1-866-/93-29591



Tech Support Scam Evolution

2008
2013
2014
2014
2015
2016
2017

Fake support cold calls

A Twist: Scammers started to use malvertising
|IC3 issued a public service announcement
Microsoft sued several campaigns

FTC took down several big campaigns

|IC3 issued a public service announcement

Got more aggressive and still an increasing threat
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Research Goals

* Systematic study of Tech Support Scam ecosystem
* To investigate the:

* Prevalence

*# Domains, # Phone Numbers, and #Scam Campaigns
* Details about the underlying infrastructure

* Hosting providers, ASes, and Telecommunication companies
* Evasion and social engineering techniques

* Tools used, call-center infrastructures, and prices



Tool Design (Robovic)




Data Collection Methodology
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Collected Scam Domains

Short and readable domains

* Over 8 months
* computer-warning-message|.|Jcom

* Crawled 8 Million domains * donotclosel[.Jwebsite
* Input-error|.|net

e Resolved 5 Million domains

e Detected 22,000 scam URLs Long with readable parts

. :
Extracted 8,600 unique scam * 10.computerhaveaseriousproblempleasecallon187 /76431234t

domains ollfree.yourcomputerhaveaseriousproblempleasecallon187 764
31 234tollfree.yourcomputerhaveaseriousproblempleasecallon
* 1500 phone numbers 18776431254tollfree.browsersecurity1 8[.]club

URLs from CDNs

« 10/3864613.rsc.cdn//|[.]Jorg
e 924983/38.r.cdnsun|.]net




Weekly Scam Domains
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Scam Domains & phone Numbers

* Hiding backend servers (16% used Cloudflare)
* Anonymized registration information (55%)
* Abuse a small number of Telco companies
*80% of numbers belong to Twilio, RingRevenue (Invoca), WilTel
* Prefer those that provide APIs
*Scalable solution for the scammers’ business
* Number of phone numbers is much less than the number of domains

* Phone numbers can link together domains of the same campaign
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Scam Campaigns

Phone Number
Domain Name




Life time of Campaigns
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Phone-TLD+ 1| Relationship

Numbers
Dynamically

® Phone Number

) Domain Name



Pay Per Call Marketing

Publishers
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Meeting the

Scammers




Environment set up

*Obtained permission from our |IRB
*60 interactions with the scammers
*Environment:
* Artificially aged Windows 7 virtual machine
* Tunneling the traffic through VPN
*VolIP software with believable CallerlD

*Capturing network traffic, recording the screen and conversations



Scammers’ Tools & Techniques
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Scammer Physical Locations

&
Profit




| ocation of Scammers’ Servers
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Number of Victims

*Monitoring Traffic of Scam Servers;
* Misconfiguration of scam servers revealed their traffic
* |42 scam domains were found which had misconfiguration
* We monitored misconfigured servers every one minute over two months

* Total visits : |.7 million unique IPs

* Max #visitors/domain : 138K unique IPs



Location of Victims
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Scammers’ Profit

Average price of Tech Support Scam Package ($290)
¥

Number of Victims (1.7 million unique IPs)

K

Conversion Rate (2% as a similar scareware)

Scammers’ profit = ~ $9.7 million in 2 months

(a lower bound)



Defense: Sufficiency of

Current Blacklists




Blacklists: Phone Numbers

mrnumber.com

800notes.com

numberguru.com

Website

badnumbers.info
callersmart.com
scamnumbers.info
Should | Answer?
Truecaller

Hiya

Mobile App

CallDetector

Mr. Number

19.9%
18.5%

1.0%

0.2%
0.1%
0.1%
0.5%
0.5%
0.3%
0.1%
0.1%

|.5 billion numbers

Unknown

29 million lookups

968,639 complains
5.9 million lookups
31,162 numbers
640 million lookups
2 billion numbers
|00 million numbers
100,000 complaints monthly

|.5 billion numbers
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Blacklists: Domain Names

* hpHosts
* SANS suspicious

Detected Before Robovic domains

B Detected After Robovic e malwaredomains

B Not Blacklisted * malwaredomainlist

| e MalcOde database
6 Blacklists (370K domains and |IP addresses Together)

e abuse.ch



Why do blacklists not work!?

*Tech Support Scams are highly dynamic

*307% of the domains are alive less than a day
* Abusing CDNs to get fresh URLs
*Majority of phone numbers registered recently

*Phone numbers are generated dynamically



Defense against Tech Support Scam

*User Education
*Explaining the concept of technical support scams is easier
*Raising awareness through public services

*Browser Support

* Average users do not know how to kill the browser process and
clearing recent history

*One universal shortcut to close unsafe pages -
\




Summary

* [ech support scams pose a serious threat
*We conducted the first systematic study of tech support scams

*Reported prevalence of the scam and evasion techniques based on
the collected corpus of thousands of domains and phone numbers

*Clustered campaigns and estimated their life time

e|nteracted with 60 different scammers and identified the social
engineering techniques

*Underline the need for user education and support from the
browser vendors



nmirami '
amirkhani@cs.stonybrook.edu

Najmeh Miramirkhani
Stony Brook University Stony Brook University
nmiramirkhani@cs stonybrook edu ostarov@cs.smnybmok.edu nick @cs.stony
Abstract—1n technical support scamss cybercriminals attempt Even though this type of scam COSIS users millions of
to convince Use that their machines are 1it ted with malware dollars on 4 yearly basis (11 [2], there has been nO systematic
and are in 1 of their technical supp? In this process the study of rechnical support <cams from the security community.
victims are asked itl(l’ :’h""“g:;l mers with remote access ;‘h_e“' Thus, while oday we kno that these scams do in fact 1ake
machines, who will then agnose the problem® » pefore offering  place and that scammers ar¢ successfully defrauding users, any
their support services which typlcally cost pundreds of dollars. g : . . : , ) o
. . details about their operations are collected 10 an unsystematic
their conceptual simplicity, hnical support scams are vt # . : .
e of tame oF D iiinme nf Anile= P way, €.2. by victimized users recalling their expernences. and



