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Statistics
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Total count of malware # of Android malware
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Empty signature could also be a solution!
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MaxSat in a nutshell

MaxSat: Given a UNSAT boolean formula in CNF,
determine the maximum number of satisfied clauses
(.CE() \ 131) /\ (_IQEQ \ 331) /\ (.CE() \ _I,Cli‘l) /\ (_l330 \ ﬂm)

Hard Clause: has to be satisfied

Soft Clause: preferable to be satisfied but could be
UNSAT. Each has different weight since some are
more iImportant than the others

Find an assignment s.t. the total weight
of satistied clauses is maximized

{ZEO — 0,71 — O}
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Synthesis using MaxSat

 Hard Clause: common subgraph (control-flow property)

o Soft Clause: maximally suspiciousness (data-flow property)

» Weight for each clause
e |nverse frequency from benign samples
» Higher weight to features that are commonly found in malware
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Approximate matcning

Now that we have the signature...

Utilize existing sig
to decide If a sam

nature inference algorit

ole A belongs to a fami

f(INFERSIGNATURE(A, Sr))

5(A, F) =

f(SF)

M

1(S): Weighted sum of the number of nodes and edges in S
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 RQ1: How do the signatures synthesized by
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 RQ2: How effective is Astroid at detecting zero-
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/ero-day malware

160 malware samples from Symantec and
McAfee of which we have no signature

e Astroid: 92%, MassVet (Security’15): 81%

e |dentity 22 Google Play apps that can't be
detected by AV tools but are actually malicious

after manual inspection

Our approximate matching is effective!
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Comparison with other tools

False positive rate: Drebin(NDSS 14): . MassVet
(Security’15): . Astroid:

Astroid achieves high detection rate with low FP!
| |

Drebin 89%

MassVet 184%

Astroid 94%

| | |
0.83 0.858 0.885 0.913 0.94

Detection Rate
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Conclusion

 Automatically infer semantic malware signature
from very few samples

e Qur approximate matching is resilient to
semantic obfuscations
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