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Experimentation with RC 

Cars

Introduction

• Automotive systems are 

computerized. Over 80 

Electrical Control Units [1].

• Vehicular communication 

(V2X) is a proposed solution 

to human-caused collisions 

(80% of all collisions) [2].

• Vehicle to Vehicle (V2V) and 

Vehicle to Infrastructure (V2I) 

Communication 

confidentiality, integrity, and 

authentication [1][3].

• Vehicular wireless channel 

randomness is a novel 

source to quickly generate 

secret keys with lower storage 

and energy overhead [4][5].

• Developed a fast and novel secret key 

generation technique for automotive systems 

based on RSSI values of wireless channel 

physical layer. 

• Performed proof of concept through 

experimentation with RC cars and automobiles.

• Can help realize encryption for vehicular 

wireless communication security.

• Implement the algorithm on actual vehicular 

communication devices and experiment in real-

time.

• Develop new key generation algorithms 

dependent on signal phase and channel impulse 

response.

• Evaluate which among these algorithms are 

fastest, efficient, and secure for automotive 

networks.

• Understands protocol 

and can read 

messages over the air.

• Physically nearby the 

targeted vehicles.

• We want to prevent 

the attacker from 

computing the secret 

key.

Figure 1. Typical 

network on vehicle

Figure 5.

Sample RSSI values 

and generated secret 

keys (must be 

unique) 

Figure 2. Examples 

of V2V and V2I 

Communication

Figure 3. Key 

Generation 

Overview

Figure 4. 

Fetching RSSI Values 

using PUTTY and simple 

Bash script to generate 

keys

• Key Bit Quantization Method:

If RSSIValue > ThreshUpper-> 1

If RSSIValue < ThreshLower-> 0

Else keep repeating on rest of 

values

• Wait Time Interval (τstep) >=

Coherence Time (Tc)

• Tc depends on the absolute 

velocity difference (ΔV)

• Mismatching key bit elimination
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Sample RSSI values 

and corresponding 

thresholds
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Setup with two 

automobiles and 

phones
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