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Pervasive computing and location-aware technologies are 
becoming an integral part of everyday life: satellite navigation 
systems have been available to the public since the year 2000, 
and smartphones are widespread, with approximately half of 
the adult population today owning one [1]. Soon enough, 
smart self-driving cars, not only aware of location, but also 
aware of other cars and systems nearby as well, may be just as 
common. Smartphone applications use location data in order 
to provide directions, reserve Lyft or Uber rides, communicate 
one’s presence in a specific place on a social network, provide 
nearby restaurants recommendations, and so on. The benefits 
are as numerous and diverse as the smartphone apps that can 
be found on the market. 

On the other hand, location-aware technologies raise privacy 
concerns for users, as they enable functionalities that may be 
perceived as intrusive. For example, such technologies allow 
companies to send “hyperlocal” targeted advertisements, 
which may not be well accepted by recipients. That is the 
reason why privacy-friendly solutions for such kind of 
targeting have recently been proposed [2]. Moreover, under 
certain conditions, a person’s movements are enough to 
uniquely identify them. In fact, four (two) locations with 
associated timestamps are enough to identify on average 95% 
(50%) of cell-phone users, who can be located thanks to the 
signal their cell phones send to the respective carrier’s 
antennas [3]. Such considerations may be especially 
disconcerting in cases where a specific location is of a 
sensitive nature in and of itself – e.g., a hospital specialized in 
a specific disease; a certain financial institution; a religious or 
political association; a neighborhood or a block that is often 
reported as a crime scene; a gentlemen’s club. 

 

This kind of sensitive situations are even more problematic 
because of the ease in sharing other people’s locations, 
without the consent or knowledge of the parties at stake, for 
instance via social media [4]; or because of the widespread use 
of smartphone apps that “secretly” access one’s location [5]. 
Methodologies have also been proposed to infer one’s location 
simply from the content of non-geotagged messages posted on 
social media, or from the interactions with one’s connections 
[6,7]. Sharing one’s location seems to be hardly a choice 
anymore. 

In this paper, we test for the effect of geo-location awareness 
on willingness to disclose personal, potentially sensitive 
information: Once we know that our location is identified, are 
we comfortable in disclosing further information about 
ourselves? Furthermore, the specific recipient of personal 
information affects the perceived sensitivity of such 
information and, therefore, willingness to disclose it: for 
instance, one may be willing to share one’s location with 
family members, but not with an employer; or one may be 
comfortable sharing demographic information with 
Governmental institutions, but not location information. We 
therefore were also interested in the effect of the entity 
requesting information on perceived intrusiveness and 
willingness to disclose. Specifically, we tested whether 
Governmental institutions, which have recently been at the 
center of surveillance scandals in the US and abroad, are more 
or less trusted when it comes to collecting personal 
information, and investigated the role of surveillance primes 
in this scenario. 

In a series of four experiments, we analyze individuals’ 
reaction to geo-location (their location being identified), entity 
requesting the information, and surveillance primes in terms 
of perceived sensitivity of requested personal information and 
willingness to disclose it in an online questionnaire. In a first 
online experiment, we manipulate participants’ awareness of 
their location being identified, and measure their willingness 
to reveal two types of personal information: engagement in 
unethical or somewhat compromising behaviors, and 
demographic information. In a second online experiment, we 
test for effects of institution requesting personal information. 
A third and fourth experiment measure the effect of institution 
and surveillance prime on perceived sensitivity (or 

Permission to freely reproduce all or part of this paper for noncommercial 
purposes is granted provided that copies bear this notice and the full 
citation on the first page. Reproduction for commercial purposes is strictly 
prohibited without the prior written consent of the Internet Society, the 
first-named author (for reproduction of an entire paper only), and the 
author’s employer if the paper was prepared within the scope of 
employment.  
UEOP ’16, 21 February 2016, San Diego, CA, USA 
Copyright 2016 Internet Society, ISBN 1-891562-44-4 
http://dx.doi.org/10.14722/ueop.2016.23001 



intrusiveness) of requested information and actual propensity 
to disclose, respectively. 

Overall, we find that awareness of being geo-located increases 
privacy concerns and has a negative impact on willingness to 
provide sensitive information, but no effect on disclosure of 
information that is perceived to be non-sensitive, such as 
demographic data. The inhibitory effect on the disclosure of 
sensitive information is more pronounced when the entity 
requesting it is not expected to, that is, when it is presented as 
a Governmental institution as compared to a research 
institution. 
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