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Churn significantly increases the number of compromising ASes. We
measured the effect of churn by collecting BGP updates for 1 month in
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The Tor network is a widely used system for anonymous communication.

Tor protects user's anonymity by bouncing traffic through a network of The underlying Internet paths between a client and guard relay vary over Jan 2015. We considered each BGP session as a Tor user or destination.
relays between the client and the destination server. The Tor client time due to changes in the physical topology (e.g., failures, recoveries, On each session, we computed the ASes used to reach each entry and
initiates the circuit by selecting three relays, one of each type: guard/ and the rollout of new routers and links) and AS-level routing policies (e.g., exit relays. An AS is compromising when it ends up simultaneously on a
entry relay, middle relay and exit relay. traffic engineering and new business relationships). These changes give a (src, entry) and (exit, dest) path.

malicious AS surveillance power that increases over time.

client-to-entry exit-to-server
connection connection dest
/ \ & entry @ entry
N\ Y
\v7 =0 D—>¢
client

However, Tor is known e[gtge vulnenrqé%?eleto netwc?r)lg-ﬁevel attackerséer(\l/.eer.,
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ath. The traffic entering and leaving Tor are highly correlated, and thus @ compromising AS :
are vulnerable to traffic correlation attacks. client exit client exit

from the exit to the destination, but a BGP routing change can put'AS 3 on
the path, allowing it to perform traffic analysis. cources guard exit destinations
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AS-level adversaries can hijack an IP prefix by advertising the prefix as its 20 Sees aon increase of more
own. The attack causes a fraction of Internet traffic destined to the prefix than 50%.
client-to-entry connection exit-to-server connection to be captured by the adversary. Tor relay nodes can observe a large 0 1. : I T ;i
amount of client traffic. For example, a Tor guard relay observes ratio between the # of compromised circuits
information about client IP addresses. Thus, the IP prefixes corresponding when considering churn and without
. . to Tor guard and exit relays presents an attractive target for BGP hijack.
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highly correlated We successfu.lly perfor_med a BGP att_ack on an existing Tor relay. Note
that our experiments did not compromise the privacy or safety of real Tor
10.0.0.0/16

users. We attacked our own traffic and our own relay.

TOR traffic We hosted an entry relay in

Princeton, and advertised
the covering IP prefix via

‘ Raptor Attacks

client exit client exit

We present three new attacks, called Raptor attacks, that deanonymize FMOwevVer, B NIJdCK dlildCK DIACKIOIES e caplurea uallic, resuiung in e GATECH. GATECH
Tor users more effectively than previously thought possible. To do so, connection being dropped. BGP interception attack, on the other hand, relayed on prefix to the
Raptor leverages the dynamic aspects of the internet routing protocol, allows the malicious AS to become an intermediate AS in the path towards entire Internet, and Tor
i.e., the Border Gateway Protocol (BGP). Raptor attacks are composed the guard relay, i.e., after interception, the traffic is routed back to the traffic started to flow.
of three individual attacks whose effects are compounded, as shown actual guard relay. Such an interception attack allows the connection to be
below. kept alive, enabling the malicious AS to exactly deanonymize the client via entry

asymmetric traffic analysis. 184.164.244.1

After 20 sec, we
announced a more-specific

) . . ) R prefix via ISI. As
Asymmetric Traffic Analysis Experiment forwarding is based on the

longest-match, all traffic

ey iyove! ivovel soon started to enter via
e set up our experiment on PlanetLab nodes, with 50 Tor clients and 50 Blﬁlborrelating TCP ACKis4 164"2441 X
HTTP servers. We launch wget requests on the 50 clients at the same collected at the HTTP servers, we were able to deanonymize 90% of the]
Novel Novel Novel ime, each requesting a 100MB image file from one of the 50 web servers, pairs.

respectively. We use tcpdump to capture data for 300 seconds at the
cliente and the cearvers diirina thic nrnrecs
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Asymmetric Traffic Analysis
, , , , , clients HTTP servers ,
Conventional traffic analysis considers only one scenario where _ _ Client ACK/Server ACK 90% L% 2%
adversaries observe data traffic in one direction. However, Internet paths 50 PlanetLab entry middle exit 50 PlanetLab
are often asymmetric: the path from the exit relay to the Web server ma nodes nodes
be different than the path from the Web server to the exit relay. Routing collection points \
asymmetry increases the number of ASes who can observe at least one Countermeasures
direction of traffic at both endpoints. By correlating traffic captured at both ends, we were able to deanonymize _ , . ,
~95% of the pairs - with no false positives. _There are two main _cate_gorles of cquntermeasures: mlgratlng traffi
dest-to-exit dest dest interception and mitigating correlation attacks. The figure belo
entry < E amtry % Client ACK/  Client ACK/  Client Data/  Client Data/ illustrates the design space of potential countermeasures against Raptor
7 * | Server ACK Server Data ~ Server ACK  Server Data attacks. Taxonomy of Countermeasures
ntry-to-client _ > ‘ "
L w Overall 96% 94% 96% 94% /\
False negative 4% 6% 4% 6% o _ _ o .
False positive 0% 0% 0% 0% 1. Mitigating Traffic Interception 2. Mitigating Correlation Attacks
= | — The detection accuracy rate quickly increases with time, reaching ~80% m ‘/\ _
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Tor traffic to retrieve the TCP sequence number field and TC N Asymmetry Churn Attacks orre anon
acknowledgment number field, and analyzes the correlation between /
these fields of both ends over time. Thus, it allows an adversary to o | *Monitor AS-Level Obfuscate
deanonymize users as long as the adversary is able to observe an — A e © Paths *Advertise Packet Timing Encrypt TCP
direction of the traffic, at both ends of the communication. /24 prefixes Header
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® ACKs — both routing control-plane and data-plane, and to strategically select Tor
2 S < relays that minimize the chance of compromise. We also advocate
o © 5 O defenses that aim to detect and prevent routing attacks. We do not focus
° o dlient S on the class of approaches that aim to mitigate correlation analysis by
h << obfuscating packet sizes and timings, as they are generally considered
o o | too costly to deploy. More specifically, we have been working on
deploying real-time BGP monitoring system and Traceroute monitoring
o | system to detect routing anomalies. Furthermore, we are working on
. o | , , , , , , optimization of guard relay selection to take into account AS-level
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