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Abstract—Online dating sites require users to reveal information about themselves to find potential matches, yet users
must also be wary of potential security and privacy threats.
We conducted semi-structured interviews with 10 participants to
better understand the various methods they employ to maintain
their personal security and privacy while arranging to meet
strangers in person. Specifically, we asked questions about how
they validate the legitimacy of potential partners, how they
safeguard their online information, and their overall experiences
with dating sites. We found out that though users are familiar
with most of the traits exhibited by scammers, they do not have
sufficient security measures to protect themselves from being
scammed. Users also have no principled means of balancing the
need to share information with their need to stay safe. Our results
suggest that better security and privacy mechanisms are needed
to improve the online dating experience.

I.

I NTRODUCTION

Dating sites are a popular social media tool enjoyed by
many. Unfortunately, like most online platforms, dating sites
are susceptible to scams by attackers preying on vulnerable
users. The sole purpose of online dating sites is to put in
contact people who do not know each other. As a result,
identifying unsolicited and spontaneous messages that are the
core of traditional anti-fraud online activities does not have
any meaning when applied to online dating sites. Even worse,
dating site scammers are known to exploit the vulnerable
emotional state of unsuspecting users, making their attacks
more effective [9].
While past research on online dating has primarily focused
on the variety of risks people face in using these services [4],
[5], [7], [8], [13], [17], there has been little work regarding
users’ perception of those risks or on understanding the strategies they use to mitigate those risks.
Through semi-structured interviews with ten subjects and
qualitative data analysis, we explored how users of online
dating sites address their privacy and security concerns. The
goals of this study were as follows:
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1)
2)
3)
4)

Understand the security and privacy precautions taken
by users in online dating sites.
Understand how users balance the need for sharing
information with the need to protect themselves.
Explore situations where users discover others were
untruthful in their representations and how this might
endanger them.
Explore how users gauge the accuracy of information
revealed by others on dating sites.

We found that dating site users are aware of the risks and
take a variety of steps to protect themselves, such as being
wary of weird requests and investigating a potential date’s
social media presence. Unfortunately, none of these strategies
offer sufficient protection against serious scammers.
The rest of this paper proceeds as follows. In Section II
we introduce online dating and discuss past work on online
dating security. Section III presents the methodology of our
study. We present our results in Section IV and discuss their
implications in Section V. Section VI concludes.
II.

BACKGROUND

While online dating sites have been around since the early
days of the World Wide Web (Match.com was founded in
1995 [1]), in recent years online dating platforms have become
increasingly mainstream. Although their precise format and
target audience vary widely, their basic format remains the
same. Individuals create profiles for other users of the site
to browse. While these profiles do not contain an individual’s name, address, or other standard identifying information,
these profiles do contain demographic information, personal
statements, answers to standard questions, and (perhaps most
importantly) pictures. Typically, other users of the site can
search for and view these profiles. When a suitable profile
is found, a user can send the profile’s owner a pseudonymous
message, thus beginning a conversation. Sometimes the online
conversation is the goal; more commonly, though, the conversation’s goal is to determine whether to proceed to the next
step—meeting in person. Online dating sites thus facilitate
highly personal interactions between people who otherwise
would be strangers.
As of 2013 one in every ten American had used a dating
site or application, and 66% of these users had gone a step
further to set up dates with people they met on these platforms
[20]. As as 2014 it was reported that 38% of single adults in the
US had used an online dating site [11]. New reports emerged
in 2015 that the use of dating sites had increased from 10% in
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2013 to 27% among users ranging from 18–24 years old. The
use of the platform also doubled from 6% to 12% among users
ranging from ages 55–64 [19]. Rosenfeld et al. and Couch et
al. [7], [18] both highlighted the importance of this relatively
recent type of interaction, noting that online dating has partly
displaced family gatherings, schools, and parks as places to
meet potential partners.
A key challenge in any online dating interaction is establishing sufficient trust to move the interaction from online
to in person. While safety concerns could in principle cause
individuals to obfuscate or outright lie in their online profiles
and interactions, in practice this is often not the case. Online
daters are relatively truthful about their physical attributes
[12], and they tend to reveal a significant amount of personal
information—enough to potentially make them susceptible to
scammers [15]. Indeed, people are sometimes traumatized by
their experiences with online dating. Sometimes the trauma
comes from going on “bad dates,” or from ending up in abusive
relationships. However individuals are also traumatized by
being outright scammed [22]. Online dating scams can result
in financial losses for victims and forms of blackmail such as
sextortion [9]. Sometimes these scams aren’t even conducted
directly by humans. Instead, chatbots can deceive individuals
into disclosing enough sensitive information with which to
mount an attack [14]. While users can be proactive in limiting
what they disclose, they can also take risks just by installing
an app on their phone. Although dating apps such as Tinder
limit accuracy when disclosing the distance to other nearby
users of the app, techniques such as trilateration can be used
to help locate a targeted individual [10].

Table I.

Age
22
18
21
19
24
20
49
20
23
50

Occupation
Masters Student
Undergraduate Student
Undergraduate Student
Undergraduate Student
Research Assistant
Undergraduate Student
Administrator/Advisor
Undergraduate Student
Trainer
Staff

D EMOGRAPHICS SUMMARY OF PARTICIPANTS

students while the rest were university staff. All participants
had used a dating site at some point for at least a month. The
participant demographics are summarized in Table I.
We conducted individual semi-structured interviews with
participants. While the interview was structured around a
question guide, digressions were allowed so participants could
expand upon their experiences where appropriate. We chose
this approach because it offers participants the freedom to
express their view in their own terms, providing more reliable,
comparable qualitative data [6].
Participants completed a demographic questionnaire before their interviews. Interview sessions were audio-recorded.
Participants were asked to discuss the various activities they
have carried out on dating sites and the end results of those
activities. Participants could skip any question they were not
comfortable answering. Participants were further encouraged
to share additional dating site experiences they may have
that could be of benefit to the research. Each session lasted
approximately 20 minutes.

Even though dating sites may try to detect scammingrelated behavior, they face significant barriers beyond the obvious privacy-related ones. Many times scammers make an initial
connection with a potential victim through the online dating
site but then convince the victim to continue the conversation
on a different messaging system. As a result, online dating site
administrators do not even see the scam, as the attacker has
changed his communication channel [14].

The questions covered:
1)
2)
3)
4)

The most closely related work to our current research was
conducted by Couch et al. [7] with data collected in 2008–
2009. They conducted online interviews with participants
(mostly from Australia) to gather perceived risks and dangers
encountered. Their participants generally viewed online dating
as risky and were primarily concerned with deceit, emotional
vulnerability, and sexual risks. They framed risks in terms
of dangerous ‘others’ who could cause them harm and they
worried about international scammers.

The sites they use, whether they pay for these services, whether their online interactions have resulted
in real life meetings or relationships.
The completeness and accuracy of their profile information, and how this affected their experiences.
The precautions taken to avoid scammers.
Any situations where they have dealt with scammers,
untruthful others, or dangerous situations.

We conducted qualitative analysis on the interview data.
From the users’ responses, we extracted relevant incidents
and common themes, paying particular attention to issues
of security, privacy, and safety. We also tabulated common
responses as an indication of their frequency. We note that
these numbers represent a lower bound since some participants
may also have similar behavior or opinions but not have
explicitly mentioned it since responses were open-ended.

Our research explores similar themes, several years later,
when online dating has become mainstream. We also go
beyond the exploration of perceived risk to study users’s
knowledge of specific types of scams and the strategies users
employ to protect themselves.
III.

Gender
Female
Female
Male
Male
Female
Female
Female
Male
Male
Female

IV.

R ESULTS

Participants’ responses have been grouped into themes,
focusing on security, privacy, and personal safety issues.

M ETHODOLOGY
A. Security And Privacy Precautions

After receiving clearance from our University’s Research
Ethics Board, we recruited 10 participants, primarily through
a university-wide email announcement and subsequent snowballing. The participants included six females and four males
with ages ranging from 18-50 years old. Six participants were

Participants generally felt a need to protect themselves
while on dating sites or on dates. They reported several
strategies and precautions, as summarized in Figure 1. We
observe that females reported more protective strategies than
2

before exchanging more personal information or agreeing to
meet in person. P5 explained that she would talk to a match
for at least a week before exchanging phone numbers. P2, on
the other hand, said she would never exchange phone numbers
or further personal details until she met the match in person.
P10 was of the opinion that it was best to collect the match’s
phone number but to never give hers and hide her caller ID
whenever making calls to the match.

Figure 1.

3) Setting Up First Dates: All 10 participants believed that
a first date should be set up in a public location, for example, at
a coffee shop. However, strategies for when to meet potential
matches varied. Two female participants said that for security
reasons, it was better to meet sooner rather than later. P5
narrated an experience of how a dating site user she was
starting to like kept postponing their date. She soon discovered
the user was a scammer. She explained that scammers would
rather not meet and that if a match repeatedly postponed the
meeting time then you should be suspicious. However, three
other participants were of the opinion that to be safe, it was
better to meet only after talking for an extended period of time.
P2 thought three weeks was sufficient to know a person, after
which she would set up a date. P1 insisted that two months
was the best time frame.

The number of participants reporting each precaution.

males. Next, we describe these strategies and offer exemplar
quotes from participants describing their approaches.
1) Providing Limited or Incorrect Information: 9 participants (5 females and 4 males) reported omitting information
when filling out their profiles on dating sites. No one felt that
this had negatively affected their dating site experiences.

4) Recognizing Weird Requests As Red Flags: Two female
participants stated that as a security measure, they stayed away
from guys who made ‘weird’ requests such as asking for nude
pictures or monetary assistance. They believed those type of
guys were mostly scammers. To further illustrate her point,
P10 said, “One guy I was chatting with online claimed he
was staying at Sussex Drive [in Ottawa]. . . only the Prime
Minister [of Canada] stays there! It was then I discovered
he was a scammer. . . and soon enough he started requesting
money.” She further explained other cues that she utilizes to
identify potential red flags in her conversations with other
dating site users, such as location or time differences. In
staying safe online, half of the participants (4 males and 1
female) mentioned that going with their gut feeling was critical
as it was usually never wrong.

Not all participants omitted information solely for security
or privacy reasons. Two participants (1 male and 1 female),
said they omitted information in order to invoke some form of
mystery. P2 explains, “If you put out all of the information at
once, what are you going to say when you meet the person?”.
Therefore 7 participants omitted information as a precautionary
security and privacy measure. Participants claimed they left out
information that was too readily identifiable or revealing, such
as their home address, occupation, date of birth and income.
P3 commented, “If you call your bank at anytime, the first
thing they would ask you is your date of birth, hence I never
put up my correct date of birth when filling out profiles”.
One participant, P5, explained that in addition to omitting
information about herself, she also gave misinformation to stay
safe, saying, “I always fill out a wrong digit or two in my
mobile number whenever I need to put it up”.

5) Stalking Social Media: Three female participants admitted to carrying out social media stalking as a precautionary measure to uncover details about potential matches.
P2 explained, “[before agreeing to meet up] I’m good
at stalking, I look up people on Facebook, Twitter, Instagram. . . everywhere!” P10 further asked questions to verify if
potential matches can back up what they shared online; she
explains, “I always do my research online, then I ask them
direct questions to confirm if what they wrote is true.”

The remaining participant, on the other hand, said she
truthfully fills out all fields and uploads her most recent
pictures when filling out profiles. She explains, “I am always
100% true. . . there is nothing you can do if people recognize
your picture from a dating site, it’s the price you have to pay.”

6) Being Cautious While On Dates: Five female participants took additional precautions while on dates, such as
making sure a third party was present. P1 commented “. . . (my
match) came to my apartment for the first date, but I made sure
my roommate was in.” P2 agreed, saying she always went on
dates with a friend, “Whenever I go to Starbucks for the dates,
I always went along with my friend. . . he [the date] would
never know my friend and I know each other. . . my friend sat
out of sight watching us all through the date.”

Interestingly, all 10 participants uploaded their pictures.
When asked whether they considered photos personally identifiable, none of the participants could defend this practice,
acknowledging that it was a concern but believing it was a
necessary risk. P5 explained “Yeah, they can trace me. . . but
no one’s going to talk to you if you don’t have your picture
up, that’s how dating sites work.”
2) Sharing Further Information: As a security measure,
participants delayed sharing some information until they felt
they could trust their matches better. Participants, however,
had varying ideas on how long the waiting period should last

Others made sure that someone knew the details of the
date and sometimes made it clear to their dates that this was
the case. P6 explained, “I would give my friends his picture
3

and they will always know where we are meeting. . . like when
I wanted to go with a guy on a first date, I took a picture
of his license plate number. He didn’t know. I then texted my
friends the make of the car. During the date, I kept telling him
I’m updating my Facebook status. It was like making a subtle
threat to him”. P5 also explained “My roommates always knew
where we were headed.”
B. Balancing Privacy and Sociability
Participants struggled with how to fulfill their desire for
privacy with the purpose of the dating site, which is to meet
people, socialize, and get to know each other. In many cases,
they sacrifice their privacy when faced with a choice between
the two. This is clearly a situation where the security and
privacy are hindering the user’s primary task [21].
Three participants (2 males, 1 female) agreed that there
is such a thing as “too much information” when using dating
sites. But none could give a definite answer on where they draw
the line on how much information is considered “too much.”
Those who considered omitting information from their profiles
were asked how they decided what should be included and
what should be left out, but no consensus emerged. P3 noted,
“There’s nothing you can really do to keep safe online cause
it’s online. . . they could always hack into it anyway. . . so. . . ”.
He further explained, “When using dating sites, sometimes I
would put up sensitive information. . . in my head I’m like you
shouldn’t be doing that, but there’s not much you can do.”
P5 went on to say, “I just assume that people at the other
end are also as sincere as I am and are looking to just date
too”. P10 and P5 explained that it was only when they were
“less protective and loosened up” that they found suitable
matches. P10 explained, “I was very careful not to give out
too much information, but then it could restrict you. . . so I
loosened up. . . you just have to be wise.” P5 commented, “I
started to have lots of success when I started joking about it
and let down my guard.”

Figure 2. Shows the male and female ratio of how participants gauged the
accuracy of information shared online

determine if a potential match is a scammer. P1 commented,
“Creepy ones always start the conversation way off the line.”
P4 explained, “if a first conversation starts with ‘Hey baby,
how you doing?’. . . I’m like ‘really’?” Two females were
alarmed if matches consistently requested nude pictures. One
male participant (P4) was strongly believed that if the conversation speed was too fast, then the person was most likely
a scammer. He explained, “People who reply way too fast or
way too often are definitely scammers”. P2 elaborated, “If they
ask to hang out too soon, they are scammers!”
Others thought that displays of emotion that seemed out
of sync with the stage of the relationship were suspicious.
Two participants (1 male, 1 female) strongly believed that if a
match professed falling in love very fast, it was another sign
of a scam was underway. P7 comments, “All of a sudden they
are in love with you. . . they want to meet you right away, those
are fake people.”

Participants thus compromised between the need to share
information and the need to stay private and secure. In these
circumstances, participants clearly believed that one had to be
sacrificed for the other since they saw positive results when
they revealed more information than they initially wanted.

3) Noticing Inconsistencies in Profiles: Six participants (4
females and 2 males) believed that inconsistencies in normal
profile content and picture could signal a scammer. Participants
attributed weight to the profile pictures, expecting them to
depict ‘average’ people and expected profile descriptions to
provide sufficient detail about the person. Two females felt that
if a profile picture is too cute then the profile is suspicious.
Three participants (2 males, 1 female) said weird pictures
accompanying weird profile descriptions were a cause for
concern. To illustrate this, P4 explained “Some people have
like a dog as profile picture. . . and write as description ‘I’m
a dog’. . . those are completely fake. . . ” P6 claimed sighting
multiple profiles for the same person was also a red flag, “I
found same person multiple times, but I can tell it’s a different
person because of the way they speak and respond.”

C. Detecting Scammers and Gauging Truthfulness
Participants had developed several strategies for identifying
potential scammers, mostly based on social cues from the
potential match. Figure 2 summarizes these strategies.
1) Trusting A Gut Feeling: Four participants (all male)
claimed they relied on their gut feeling to know if the information provided online is true or whether a scammer is at
play. They recognized, however, that this was not a foolproof
strategy. P3 commented, “it’s tough. . . I mean if you are a good
judge of character that may help, but really you never know.”
2) Relying On Social Norms: Participants relied on characteristics of the conversation and interaction to identify potential
threats. When these varied from the expected social norms, this
was a cause for concern.

4) Requesting Proof: In some circumstances, participants
who were already suspicious took extra steps to determine
whether they were interacting with a scammer. Two participants (1 male, 1 female) believed that asking for proof of
identity was one of the major ways to detect whether a person
was a scammer. They did not expand on how they determined

Three participants (2 females, 1 male) claimed that the
topic and pace of conversation could sometimes help them
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the authenticity of the provided proof. P8 explains, “It’s hard
to do [detect scammers]. . . I ask them to prove it [their identity]
by sending maybe a picture or something specific.” P10 shared
her experience with a scammer, “So the Nigerian scammer that
claims he stays at Sussex Drive started asking me for money
that he was stuck somewhere, I told him to scan his passport
and send to me. . . I never heard from him again.”. It is unclear
what her next steps would have been had the scammer provided
a photo of a passport.

E. Awareness of Security and Privacy Risks
Participants were sufficiently aware of security and privacy
issues arising from online dating to correctly identify the major
traits exhibited by dating sites scammers and their scams as
identified in the literature.
Huang et al. [14] discussed how dating site scammers
make use of multiple profiles with the same fake content.
Six participants correctly identified this scam. They noted
that unusual profile content and multiple profiles with the
same content could belong to scammers. Huang et al. further
explained how scammers use very attractive profile pictures
to attract unsuspecting users; our participants also noted this
as suspicious. 30% of participants also correctly identified that
unusual requests from dating site users such as request to share
nude pictures or money could be a red flag that something is
fishy, a characteristic previously noted in the literature [14].
Also, 10% of participants identified that the speed at which
dating sites’ users respond to conversations could also verify
if the user is a scammer (see [14], [16]). Whitty et al. [22]
noted that a dating site user who falls in love too fast or almost
immediately, could be a sign that the user is a scammer. 20%
of participants correctly recognized this trait.

5) You Can Never Tell: One female participant held on to
the thought that there was no way you could tell if a potential
match was a scammer solely through online interactions. P6
explained, “It’s really hard to do. It’s only if you are going to
meet someone, you would know if the person is scammer or
not. You just have to meet in a public place.”
D. General Dating Site Experiences and Feedback
Looking at outcomes, participants seemed to have had reasonable success with dating sites despite their concerns about
privacy and security. Overall, eight participants (6 females, 2
males) had set up dates with people they met on dating sites.
The most dates set up by a participant was 30 dates within a
space of six months. Six participants (5 females, 1 male) were
currently in a relationship with someone they met on a dating
site. Two participants said they met people online, who, even
though it did not result in a romantic relationship, were still
very close friends. P3 explained that even though he had never
gone on a date personally, he knew a lot of his friends had
been successful at using dating sites.

On how users gauge the accuracy of information shared
online and how they protect themselves from scammers,
Barber et al. [2] identified using basic instinct as one of
the main methods. This was correctly identified by 40% of
participants. However, gut feeling may not be sufficient to
judge the accuracy of information put online or to determine
another user’s sincerity.

Interestingly, their opinions seemed to contradict this apparent success. When asked what advice participants would
give a friend who was considering using a dating site, half of
the participants (4 males, 1 female) advised that people stay
away completely from using dating sites. Two claimed that
there was a social stigma attached to using dating sites and
that people were better off without them. P2 explained further,
“Don’t use it [dating site], it’s a waste of time. . . imagine
my parents asks me where we met? I would then say dating
site?. . . it makes one look irresponsible.” P4 also remarked,
“Don’t go do it [dating sites]. . . don’t go there. . . it gets you
down. It’s also easy to waste your time and very emotionally
draining”. P3 cautioned, “Try as hard as you can not to use
it. . . stay off completely from it, it’s not worth it. . . try and meet
someone in real life”. P6, who was in support of using dating
sites, advised, “Also don’t go into it thinking you would have
a long term thing, go with the mindset that you want to have
fun and if it works that long term way good. . . else good.”

Whitty et al. [22] noted that dating site users should take
precautions before meeting new people, including taking time
to get to know individuals and letting others know they are
going on a date. 60% of participants let someone know their
plans when going on a date. All participants (100%) were of
the opinion that meeting someone from a dating site should
be done in a public place. Also 90% of participants correctly
identified that sharing limited information could help protect
one’s self from scammers.
Like McRae et al. [15], our participants were unable to
come to a conclusion on how much information sharing was
too much.
V.

D ISCUSSION

Bonabeau et al. [3] noted that though intuition plays an
important role in decision making, it can be dangerously
unreliable in complicated situations. Using intuition to judge
the accuracy of information shared on a dating site may be even
more dangerous because, as previously stated, scammers tend
to exploit the vulnerable emotional state of users [14], leaving
their gut feelings clouded. Our results indicate, however, that
intuition, directly or indirectly, is key to how users of online
dating sites keep themselves safe.

P5 also recommended that dating sites should adopt additional verification of users at registration to reduce the number
of scammers. She would like users to scan their passport or
driver’s license as a way of verifying their identity. She also
worried about her past interactions on dating sites. She worried
that her previous dating site may be hacked and all her sensitive
sexual information would be made available to the public. She
continues, “I didn’t think hard about that until when I was
done with it [the dating site]. I was like, I shouldn’t have
been so truthful with these questions, what if they come back
to haunt me in future?” As dating sites become more popular,
these types of regrets and anxiety about potential attacks are
likely to increase.

They look for “weird” requests and deceptive profiles
based on heuristics derived from regular profiles. They observe
whether correspondents reply too quickly. They determine
what to share, and what not to share, on an ad-hoc basis
depending on how safe they feel in a given interaction.
These methods can all lower the risks of normal threats, i.e.
5
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avoiding the “creeps” and the “crazies.” Con artists, however,
are adept at taking advantage of such emotionally-driven
decision making, and the relative anonymity and data analysis
opportunities of online dating gives purveyors of scams plenty
of opportunities with which to operate.
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