Copyright (c) 1996 IEEE. See full copyright notice at Table of Contents.1A Security Framework Supporting Domain Based Access Control in DistributedSystemsNicholas Yialelis Morris SlomanDepartment of Computing, Imperial College180 Queen�s Gate, London SW7 2BZ, United KingdomEmail: {ny, mss}@doc.ic.ac.ukAbstractThis paper describes a security framework for object-based distributed systems which is being developed in theCORBA-compliant OrbixTM environment. This frameworkallows the development of secure distributed applicationson existing operating systems that do not supportdistributed security. The design aims at making theauthentication and access control mechanismstransparent to the application level and supportingaccess control policies specified using the concept of themanagement domain. This concept has been developed asa means of specifying policies in terms of groups ofobjects. The description focuses on how the AccessControl List paradigm is combined with pseudocapabilities which are used as hints to improve the time-efficiency of the access control decision mechanism. Theprotocols to support the (cascaded) delegation of accessrights to agents acting on behalf of a grantor areexplained. A brief description of the authenticationmechanism is also given.1IntroductionManagement of very large, inter-organisationaldistributed systems cannot be centralised; it must bedistributed to reflect the distribution of the system beingmanaged. In addition, these systems may include millionsof entities. In order to make the management of thesesystems practically feasible, the concept of theManagement Domain has been used within the frameworkof the Esprit funded SysMan Project. Managementdomains provide the means of partitioning managementresponsibility by grouping objects in order to specifypolicies including access control policies[1]. Accesscontrol policies specify what operations a group of subjectobjects is permitted to perform on a group of targetobjects. As the scope of these policies is specified in termsof management domains, access control decisions aremainly based on the authenticated domain membership ofthe subject.A Domain Service is provided by a set of domainservers which are distributed for efficiency, availability,management and security reasons. However, this impliesthat verification of a subject�s membership in domainscannot be based on a trusted centralised server. A verifiermay receive membership certificates from multiple domainservers which are trusted to different extents (c.f. thenotion of the Privilege Attribute Service-PAS in theSESAME architecture [2]). Access control policies arespecified in terms of domain membership rather thanindividual identities so performance of domainmembership verification is critical for the access controldecision mechanism.This paper describes a security framework for object-based distributed systems that is being developed usingthe Orbix“[3] implementation of the Common ObjectRequest Broker (CORBA) distributed programmingenvironment. The aim of the design is two-fold: (i) toprovide a security platform for distributed applicationsthat makes the access control and authenticationmechanisms transparent to the application level, and (ii) tosupport the enforcement of access control policies that arespecified using management domains. The design of thesystem supports user authentication, verification of objectmembership in management domains, secure channelestablishment between remote objects, access control andcascaded delegation of access rights. The description givenin this paper focuses on the access control and delegationmechanisms. A brief description of the authenticationmechanism and the supporting domain and policy servicesis given.The framework permits the development of large securedistributed applications on existing operating systems thatdo not support distributed security. Although the systemhas been designed to cope with the enforcement ofdomain-based access control policies, it deals with issuesthat appear in more general object-based distributedsystems and in access control systems that make use of thenotion of group of principals as a means of specifyingaccess control policies.The next section introduces the basic concepts ofdomains, the access control policy and the delegation ofaccess rights. Section 3 sketches the security architectureand discusses the concept of the secure channel which isthe cornerstone of the architecture. Section 4 explains howa secure channel is established between a subject and atarget object and how it is employed to make access

“ Orbix is a registered Trademark of Iona Technologies Ltd, Dublin,Ireland.

2ObjectsServer(Unix Process)Host

OIDOID = marker server name hostname

Figure 2.1: OID in the Orbix environment

DomFDomEDomDDomCDomBDomA

Domain Server ObjectDomain Server(Unix Process)

Host

ObjX

Create Domain Objects denotes membership Figure 2.2: A Domain Server maintaining a simple domain structurecontrol decisions. Section 5 presents the delegationmechanism and how it relates to the access control system.Section 6 summarises the presented architecture anddiscusses further work. A list of the abbreviations used inthis paper is given in Appendix II.2BackgroundThis section gives an overview of the basic conceptsbehind domain-based access control systems and discussessome implementation details with respect to the Orbixenvironment.2.1ObjectsAn object-based approach has been adopted to buildingdomain-based access control systems. In this approach anobject encapsulates a state and provides an interface onwhich operations on its state can be invoked by otherobjects. In the Orbix environment objects are maintainedwithin servers. In the scope of this paper, we consider aserver to be a Unix process (see figure 2.1).An object has a unique name which is called ObjectIdentifier (OID) which is the string representation of theobject reference in the Orbix environment. It consists ofthe object�s marker which is unique within its server, theserver name and the host name of its server. An object canact as a server (accept invocations) and as a client (makeinvocations on other object interfaces).2.2Domain serviceA domain is an object which maintains a list ofreferences to objects that have been explicitly groupedtogether for the purposes of management [1]. If a domainholds a reference to an object, the object is said to be adirect member of that domain and the domain is said to beits parent. A domain may be a member of another domainand is then said to be a subdomain of its parent. Membersof a subdomain are indirect members of the parent domain.An object can be a direct or indirect member of multipledomains.For example, in figure 2.2 DomA is the parent domainof DomC, DomC is a direct member of DomA, and DomDand DomF are indirect members of DomA. DomF is amember of DomC and DomE. Finally, ObjX (a non-domainobject) is a direct member of DomE and indirect member ofDomB.A Domain Server is implemented as a Unix processthat maintains domain objects within its address space andsupports persistence by storing the information held bydomains in a Unix file system. Domain creation isperformed by invoking an operation on a Domain ServerObject. A domain server is trusted to certify membershipof objects in the domains it maintains. Not all domainservers are trusted to the same extent as they may bemanaged by principals that represent different interests.2.3Policy service2.3.1 Access Control Policies: An access control policyis a relationship between a subject scope and a targetscope in terms of the operations which subjects arepermitted to perform on targets as well as constraints onthe applicability of the policy (e.g. validity time for thepolicy) [1, 4]. The operations field specifies operationnames along with the type of the objects on which theycan be invoked. A graphical representation of an accesscontrol policy is given in figure 2.3. The subject andtarget scopes in a policy are specified using scope

3expressions. They are applied on objects and return a setof objects. Domains provide the means of first-ordergrouping while scope expressions are used to specifygroups in terms of set intersection, difference and union.An example scope expression is *DomA ^ *DomB whichdefines the scope that contains the objects that are director indirect members of DomA and DomB (the operator ^denotes set intersection). A simplified definition of scopeexpressions is given in Appendix I.When a person logs into the system, one or moreadapter objects are created on the login host. These objectsrepresent the user in the system and their access privilegesdepend on their domain membership. It is, therefore,important to control to which domains a user is permittedto add new members.We are also experimenting with the concept of a role asa set of policies applying to a particular manager position[5]. Using this concept, the user would be able to selectthe access rights an adapter object possesses by specifyingthe role or roles it is acting in. The use of roles, however,does not affect the access control enforcement mechanismdescribed in this paper as the specification of the accessrights is still based on the notion of policy.

Subject ScopeTarget ScopeOperationsConstraints

InvokeT1: op1, op2,...T2: op1, op3,...Figure 2.3: Graphical representation of anaccess control policy2.3.2 Delegation and Extended Access ControlPolicies: The notion of the access control policy has beenextended to deal with the delegation of access rightswhereby an object authorises a possibly remote agent toact on its behalf to access a service or resource.Distribution means that the components involved may notbe equally trusted. We describe a simple scenario in orderto illustrate the issues and define some useful terms. Letus assume that a subject X invokes an operation Op1 on atarget Y. This operation triggers the invocation of Op2 onZ (figure 2.4). X possesses the right to invoke Op2 on Zbut Y is not trusted to possess this right permanently, soX temporarily delegates the necessary access rights to Y toenable it to invoke Op2 on Z. The access control facilitiesof Z allow the invocation of Op2 if they ensure that Y hasbeen delegated the necessary access rights. We refer to X asthe grantor, to Y as the grantee and to Z as the end-point.Cascaded delegation is also possible in the sense that agrantee may further delegate to a second grantee, thesecond to a third, etc.In general, objects maintained within different serversare trusted to different extents. Therefore, it is necessary tocontrol what access rights can be delegated to whichobjects. In addition, the possession of access rights doesnot imply the right to delegate these rights. For thesereasons, there is a need for a policy scheme that enablesthe determination of:i)The Grantor, i.e. who can delegateii) The Grantee, i.e. to whom rights can be delegatediii) The Delegatable rights, i.e. what rights the grantoris permitted to delegate to the grantee.An extended access control policy, (figure 2.5) is usedto specify delegation policy. It determines that objects inthe Subject scope can delegate to objects in the Granteescope the right to perform operations, specified in theOperations field, on objects in the Target scope.

Delegates Proves DelegationOp2XYZGrantor GranteeEnd-Point

Op1Figure 2.4: A simple delegation scenarioCascaded delegation is allowed provided that allgrantees are in the Grantee scope of the policy. Thisapproach is weaker in terms of security than that adoptedby the DSSA and described in [6] and [7] which specifiesthe order of delegation steps in the Access Control List(ACL). Our scheme does not impose constraints on theorder of the delegation steps which can be difficult todetermine in advance for some applications.

Subject ScopeTarget ScopeOperationsConstraintsGrantee Scope

Delegate

Invoke

Figure 2.5: Graphical representation of anextended access control policy2.3.3 Policy Servers: Access Control Policy Objects aremaintained within Policy Servers (see figure 2.6) whichcollectively provide the policy service. A policy serverobject is the factory that creates policy objects. A user thathas the necessary access privileges can create, edit, activateand delete policies using a Policy Editor [8]. When apolicy is activated, Policy scope Evaluation Tokens

4Domain ServicePolicyEditorPropagate Policy Evaluation TokensPolicy Server

PolicyObjects

Figure 2.6: Policy Server maintaining Policy Objects

Host ManagerServer

Host Manager ObjectHost(Unix Process)

OtherServers

Acces Control AgentAuthetication AgentFigure 3.1: Host Manager Server(PETs) are propagated down the domain structure by thedomain service. These tokens contain the OID of thepolicy object and information related to the scopeexpressions of the policy. This information is used by thedomain service and the access control service to determinewhich objects are in the subject, target and grantee scopesof the policy. This is done dynamically in the sense thatthe scopes of the activated policies are re-evaluated everytime the domain structure changes.3Overview of the security architectureThis section gives an overview of the securityarchitecture and briefly discusses the functionality of itsmain building blocks. In addition, it introduces theconcept of the secure channel which is the cornerstone ofthe design. This concept is explained in more detail insection 4.A Host Manager Server is present on all hosts (seefigure 3.1). It supports the Host Manager Object, which isaware of all objects maintained within its host, anAuthentication Agent (AA) object and an Access ControlAgent (ACA) object which are described below.We take an approach to building the system in whichdistributed security is provided at the levels of the hostmanager server and the application server but is transparentto the application objects. This is because the code of theapplication objects (supported by the application servers)can be developed independently of the securitycomponents. A simple application programming interface(API) to the security components is provided. Bytransferring part of the security functionality into the hostmanager we minimise the size of the security componentsthat must be replicated among the application servers. Inaddition, we minimise the number of principals (objects inthis context) that have to be registered with theauthentication service.3.1Security components and secure channelsThere is a need to provide secure communicationbetween subject and target objects. The type and degree ofsecurity required is dependent upon the application. Formany applications, integrity would be sufficient. Otherapplications may in addition require secrecy. By the termintegrity we mean that the receiver of a message knows theidentities of the possible senders while by the term secrecywe mean that the sender of a message knows the possiblereceivers of that message. We can achieve both propertiesby encrypting the cleartext along with a suitable checksum[7, 9]. Integrity can be achieved by using a digest function(see for example [10]). Use of encryption may be limitedby time-efficiency requirements or legislation.The provision of secure communication between twoobjects requires the execution of an authenticationprotocol which results in the establishment of a sharedsecret key (for a formal discussion see [11]). AnAuthentication Agent (AA) on each node executes theauthentication protocols on behalf of the applicationobjects on the node. Subjects which request the provisionof secure communication can still specify the type anddegree of security they require. As shown in figure 3.2, theAA is an object in the address space of the Host ManagerServer which is present on all nodes. This server alsomaintains the Access Control Agent (ACA) which holdscopies of the access control policies applying to theobjects on its node and determines whether a policy existsto permit a remote subject to access a target on its host.

5Subject Host (Host_A)

AccessControlAgentAuthenticationAgent

Application Serveraddress spaceSubject Target Host (Host_B)

AccessControlAgentAuthenticationAgentApplication Serveraddress spaceTarget

En/De-cryptionFacility

En/De-cryptionFacilityRMFacilityInvocationReply

Authentication ServicePolicy ServiceDomain Service

EstablishChannelObjAObjB

Authentication ServicePolicy Service

Domain Service

Host Manager Server address spaceHost Manager Server address space

CHID

CHID

CHID

Session KeyCryptosystem

Session KeyCryptosystem

Enabled Policy List

EstablishChannelRequest Figure 3.2: Basic Security ArchitectureIn order to integrate the authentication, cryptographicand access control information related to a subject-targetpair, the concept of the secure channel has been adopted.This represents a secure communication link between asubject and a target object (i.e. authentication andcryptographic information) as well as access control anddomain membership information related to the two objectsthat use the channel. Each secure channel has a uniqueidentifier (CHID) which can be used as a reference to theinformation related to the channel. Both the AA and ACAare involved in the creation of secure channels on behalf ofthe application objects on their host. When a securechannel has been established, the target and subject canexchange messages which are encrypted and decrypted bythe En/Decryption facilities (EDF) in their address space.Furthermore, the access control decision for eachinvocation is made by the Reference Monitor (RM) in theaddress space of the target. These decisions are based onthe access control information related to the channelthrough which the invocation is made. The RM isprovided with this information by the target ACA. TheEn/Decryption and RM facilities are linked as a libraryinto each application server. The En/Decryption facilityuses the transformer feature added for Orbix version 1.3.2.This feature allows access to the buffer carrying a requestimmediately before it is transmitted and immediately afterit has been received.3.2A typical scenarioWe give a brief description of how a secure channel isused by presenting a simple but typical scenario. Let ussuppose that the object ObjA on Host_A intends to invokeoperations on ObjB which resides on a remote hostHost_B (figure 3.2). ObjB denotes the OID of that objectand we assume that it is known to ObjA. We also assumethere is an access control policy P1 permitting ObjA toinvoke operations on ObjB. In a more complicatedscenario, ObjA could be the grantee of another object thathas delegated access rights to it. The delegationmechanism is described in detail in section 5.In figure 3.2, the subject requests the local AA toestablish a secure channel between itself and the targetObjB, specifying the type of secure channel it requires. Thesubject AA and ACA co-operate with those of the targetto establish the channel and give the session key and thecryptosystem type chosen by the AAs along with theidentifier (CHID) of the established channel to the localencryption/decryption facilities. The session key can thenbe used to exchange messages between the two applicationobjects.Domain membership verification is also performed bythe two AAs in the framework of the established channel.The target ACA determines the domain membership of thesubject (ObjA) that has to be verified to enable operationinvocations on the target (ObjB). Furthermore, the subject

6 Invocation(Op, args, CHID)

Orbix Marshalling routines

Marshalled data

Encryption

KsMarshalled data, SN, Checksum {Marshalled data, SN, Checksum}Ks, CHID

{Marshalled data, SN, Checksum}Ks, CHID

Decryption

KsMarshalled data, SN, Checksum

Generate Checksum, SNMarshalled data

Check Checksum, SN

Orbix UnMarshalling routines

RMTargetSubject

Orbix Communication Layer

Subject Objectaddress spaceTarget Objectaddress spaceEn/Decryption FacilitiesEn/Decryption Facilities

CryptoTableCHID

CryptoTable

Figure 3.3: En/Decryption Facilities providing secrecy and integritymay request authentication of domain membership of thetarget. The verified membership of the subject and target isassociated with the established secure channel.In addition an Enabled Policy List (EPL) containingthose policies which permit the subject to access thetarget, is associated with the channel. It is a subset of thepolicies applying to the target, selected using theauthenticated OID and domain membership of the subject.The EPL is given to the RM in the address space of thetarget which can then grant or reject access requests thatare made through the established channel. In our examplethis list contains the policy P1.The CHID of an established channel is given to thesubject which includes it as a parameter in operationinvocations. The target can also retrieve the CHID of thechannel through which an invocation has been made. Thisfeature is used when delegation of access rights is takingplace (see section 5). The CHID is also used as identifierof the session key and it is transmitted in plain text alongwith the encrypted messages. This is illustrated in figure3.3 where we assume that a cryptosystem that providesboth secrecy and integrity is employed. Each EDFmaintains a CryptoTable with entries to associate CHIDswith session keys and cryptosystems. The subject EDFuses the session key Ks and the cryptosystem associatedwith the CHID specified in the invocation to encrypt themarshalled data of the invocation along with a serialnumber (SN) and the checksum. The marshalled datacontain the operation name, the arguments of the operationand the CHID. Unique serial numbers are used in thecontext of a channel to identify replayed messages.The target EDF uses the CHID that is transferred inplain text to determine the key and the cryptosystem it hasto use to decrypt the incoming invocation request. Whenthe message has been decrypted, the checksum and the SNare checked to decide whether the incoming message isfresh and has been sent by the subject associated with theCHID. If the check is successful, the marshalled data ispassed to the Orbix unmarshalling routines. Theinvocation data (containing the CHID) is then passed tothe RM. This retrieves the operation name and the CHID.At this stage, the RM believes that the invocation requesthas been made by the subject associated with the CHID. Ittherefore checks whether there is a policy in the EPLassociated with the CHID that permits the operation. Thetarget and subject EDF swap roles when a reply has to betransferred back to the subject. The following tableillustrates how the information associated with a channelis distributed among the main security components. TheCHID is used as a reference to this information.Delegation information is also associated with a channel.This is described in section 6.

7Subject AASubject EDFTarget AATarget ACATarget RMTarget EDF

Subject OID,MembershipSubject OID,MembershipSubject OID,Membership

Target OID,MembershipTarget OID,MembershipTarget OID,Membership

EPLEPL

Session KeySession Key,CryptosystemSession KeySecurityAttributesSession Key,Cryptosystem

Table 3.1: Distribution of information related to a channel (see also figure 3.2)3.3Authentication serviceThe Authentication Service (AS) is transparent to theapplication objects as only the authentication agentsinteract with it. Authentication agents use the AS toauthenticate users as well as remote authentication agents.Other objects cannot be authenticated directly as they arenot registered with the authentication service. Only usersand authentication agents are registered with the AS whichsignificantly reduces the size and update rate of thesecurity database used by the AS. Application objects andtheir servers are registered with their local AA and ACA.It is the responsibility of the user (or the object acting onher behalf) to create an application object on a node whoseAA and ACA (and system software/hardware) can besufficiently trusted. An AA believes that the AA and ACAon a remote host are sufficiently trustworthy to act onbehalf of the application objects on that node. Note,however, that not all application objects on the same hostare equally trusted; objects representing different interestsmay be maintained on the same host. The secrecy andintegrity of communication between servers on the samenode (for example between application and host managerserver) is provided by the underlying system software andhardware which must be trusted anyway.An on-line authentication service that is based onsymmetric cryptography and employs replicatedauthentication servers with minimal state is beingdeveloped. It uses private-key certificates [12] to dispersethe security database so that the authentication serversneed to maintain no state apart from their master key. Thispermits very simple, replicated tamper-proof machines tobe used as authentication servers and as translators(relays) — for a formal discussion on this see [7]. Thisfunction of the AS is of great importance in the proposedsecurity architecture as it allows domain membershipverification without establishing shared secret keysbetween the verifier and the domain servers that can certifythe claimed domain membership. Specifically, membershipstatements encrypted with the secret keys of the AAs ofthe domain servers, certifying the claimed membership, canbe re-encrypted by the AS with the secret key of theverifier. In addition, the push method [7] can be employedwhereby the claimant can collect the necessary certificateswhich can later be re-encrypted by the authenticationservice with the secret key of the verifier.Revocation of private-key certificates is accomplishedby utilising a revocation server which periodicallypublishes a revocation list containing the OIDs of therevoked certificates. This list is used by the authenticationagents involved in an authentication rather than theauthentication service. The current design of thisauthentication system supports only intra-realmauthentication. A more detailed description of this systemand the membership verification mechanism is given in[13].The authentication service could be based onasymmetric cryptography which eliminates the need fornetwork interaction with on-line authentication servers.However, it dramatically increases theencryption/decryption time (according to [7], symmetricencryption is considered to be 1000-5000 times faster thanasymmetric cryptography in software). As our systemsupports multiple domain membership authentication aswell as delegation, a relatively large number ofcertificates/credentials are generated and verified for eachsecure channel. Thus, use of an asymmetric cryptosystemwould significantly increase the processing required forsecure channel establishment.4Secure channel establishmentThis section describes the function of the main securitycomponents in relation to secure channel establishment. Italso discusses the mechanism that makes access controldecisions in the framework of an established securechannel.4.1Authentication agentAuthentication agents are registered with theauthentication service, so each AA shares a secret key withthe AS. Authentication between remote AAs is achievedby using a protocol described in [13]. which is similar tothat employed by the Kerberos system [14]. The maindifference is that the authentication server in our system isprovided with the private-key certificates that contain thesecret keys of the AAs involved in the protocol.Figure 4.1 illustrates the operation of the subject andtarget AAs when a secure channel between two applicationobjects is being established. If authentication between thetwo AAs has not already taken place, they execute theauthentication protocol which results in the establishmentof the shared secret key K x y 1. At this point A A x

1If the subject and target are on the same host, no authenticationprotocol is executed. The secure channel is established by the local AAand ACA. Notice that in this case integrity and secrecy are provided bythe system software/hardware and therefore no cryptosystem isemployed.

8Subject AAxTarget AAy- Execute authentication protocol (authenticate AAy)- Execute authentication protocol (authenticate AAx)- Shared secret key Kxy between AAx and AAy established- Shared secret key Kxy between AAx and AAy establishedAuthentication Service- Check AAy can act on behalf of ObjB- Check AAx can act on behalf of ObjA- Agree on a session Key Ks and CHID- Provide subject En/Decryption facilities with Ks and CHID- Provide target En/Decryption facilities with Ks and CHID

- Agree on a session Key Ks and CHID

- Verify target membership- Verify subject membershipSubjectTarget ACA

Figure 4.1: Participation of the AAs in channel establishmentestablishes that Kxy speaks for2 AAy and, similarly, AAyestablishes that Kxy speaks for AAx where AAx and AAydenote the OIDs of the agents. Note that these OIDscontain the names of the hosts of the two agents whichmeans that the location of the agents is also authenticated.This is important as an agent can easily verify whether aremote authenticated AA can be trusted to act on behalf ofan object of which the OID and consequently the locationare known. By definition, a remote AA is trusted to act onbehalf of all objects on its node. Therefore, an AA simplychecks whether the node name of the authenticated remoteagent matches the node name of the object with which achannel has to be established. If mutual trust between thetwo agents has been established they proceed to choose asession key and a CHID. These are given to theen/decryption facilities of the two application objects. TheCHID is generated by the subject AA and is based on itshost name and a sequence number.AAs also perform authentication of object membershipin domains using the Domain Service. The target ACApasses to the local AA the membership of the subject thatmust be authenticated (see section 4.2) and the subjectmay also request its AA to authenticate a particularmembership of the target. A description of the membershipauthentication mechanism is given in [13]. In addition,authentication agents support delegation of access rightsas explained in section 5.4.2Access control agentThe Access Control Agent of the target determines thepolicies that apply to an established channel (i.e. theEPL), when the authentication of the subject and theverification of its domain membership have been

2speak for is used as in [7], that is, A speaks for B if the fact that A sayssomething means that we can believe that B says the same thing.accomplished by the local AA. The final access controldecision for each invocation is made by the RM in theaddress space of the target. The ACA determines thepolicies that apply to local targets by processing the PETsit receives from the policy servers and the parent domainsof the targets (see section 2.3.3). For each target it holdsan Access Control Policy List (ACPL) containing theOIDs of the policies that apply to the target (i.e. policiesfor which the target scopes include the target). It alsoholds copies of these policies provided by the policyservice. Note that it is necessary to authenticate theidentity of the server that provides these copies. Thoughin a large distributed system the policy service should beprovided by multiple servers, in the first implementationphase there is a single policy server whose OID is wellknown. The integrity of the policy copies is achieved byutilising the AS as a relay to decrypt them using the secretkey of the policy server, and re-encrypt them with thesecret key of the ACA.The ACA also maintains a Pseudo-Capability List(PCL) for each subject on its host. This list contains theOIDs of the policies applying to it as a subject and sopermitting it to invoke operations. When a secure channelhas to be established, the PCL associated with the subjectis given to the target ACA. The access control decisionsmade by the target ACA cannot be based on a pseudo-capability. It is used by the target ACA as a hint to findout the candidate policies for the EPL. Figure 4.2illustrates the operation of the target ACA when a channelis being established. The target ACA is given thesubject�s PCL determined by the subject�s ACA. This isused as a hint to produce a candidate EPL which containsthe policy OIDs appearing in both the PCL of the subjectand the ACPL of the target. The target ACA then requestsauthentication of specific domain membership of thesubject, to ensure it is in the subject scopes of thecandidate EPL. If the target AA manages to verify the

9Subject ACATarget ACA

- Determine subject PCL- Determine target ACPL

Send PCL- Determine candidate EPL- Request membership authentication- Validate EPL- Provide RM with the EPLDomain Service PolicyServicePETsPETs

Target AAOK Channel Establishment RM

Figure 4.2: Participation of the ACAs in channel establishmentrequested membership, the EPL is considered to be validand it given to the RM of the target.The PCL specifies indirectly the exact domainmembership of the subject that should be checked andtherefore makes the determination of the EPL more time-efficient as it considerably reduces the number of policiesthat the ACA has to check. If the target ACA is not giventhe PCL, it has to check all the policies in the ACPL ofthe target to find out which of them apply to the subject.This check, in general, is time consuming since the subjectmay be direct or indirect member of many domains. Notethat if the PCL contains the OID of a policy that does notapply to the subject, verification of domain membershipwith respect to the subject scope of that policy fails;therefore that policy is not included in the EPL given tothe RM.We currently use the constraints field of a policy todetermine applicability of policy with respect to dates ortime of day, but it could be used to specify the degree ofsecurity that should be provided by the channel throughwhich invocations are made. The ACA also checks that theestablished channel provides sufficient security for thepolicies in the EPL. For this reason, the ACA is aware ofthe security attributes of the cryptosystem employed in anestablished channel (see table 3.1).5Delegation of access rightsThere is a need for a trustworthy mechanism thatenables the security components of the end-point (seesection 2.3.2) to verify that a delegation has indeed takenplace. In this section we assume that the grantor, thegrantee and the end-point are on different nodes.Delegation can also take place among objects that resideon the same host but this case does not exhibit specialinterest as the local AA can easily handle the delegation.Ideally, the grantor should be able to delegate theminimal access rights required by the grantee in order toact on behalf of the grantor. In practice, however, thegrantor can rarely determine in advance the exact accessrights required by the grantee. In [7] and [15] the rightsto be delegated are specified in terms of the roles thegrantor adopts. In our system, rights can be specified interms of domain membership of the grantor. The currentimplementation does not support the facility whichspecifies what access privileges are delegated, so all theaccess privileges of the grantor are delegated to thegrantee. Note, however, that extended access controlpolicies may limit the rights a grantor can delegate (seesection 2.3.2).5.1Delegation protocolsThis section describes the protocol employed to verifydelegation. This protocol involves the AS which is usedas a relay. Figure 5.1 illustrates the protocol sequence forone step delegation.The protocol uses an encrypted delegation token (DT)for each delegation step which is represented as:<DID, PDT, Tde, DAR, Grantor, Grantee>where:DID is the identifier of the delegation token, created bythe AA of the grantor using its host name plus atime stamp.PDT is the DID of the Preceding Delegation Token forcascaded delegation.Tde is the expiration time of the delegation — assumingloosely synchronised clocks.DAR specifies the delegated rights (for future use) —omitted in the presented protocols.Grantor is the OID of the grantor.Grantee is the OID of the grantee.

10AAxAAyAuthentication Service (Relay)

Delegates

Message 1

Message 4

Message 3Message 2 AAz InvokesOperation

XYZMessage 1. AAx fi AAy:{DT}Kxy, {DT}Kx, PKCx(delegate-send DT)Message 2. AAy fi AAz:DT, {DT}Kx, PKCx(claim delegation-forward DT)Message 3. AAz fi AS:{DT}Kx, PKCx, PKCz(request translation of DT)Message 4. AS fi AAz: {DT}Kz(receive translated DT)DT = <DID, -, Tde, X, Y>, PKCx =

{, }

Te AAx Kx ASKm 1 ‹ fi�

PKCz =

{, }Te AAz Kz AS Km2 ‹ fi�

Figure 5.1: One step delegation protocolThe grantor AA encrypts the delegation token with itssecret key and sends it to the grantee AA. The grantee AAforwards it to the end-point AA as a proof that adelegation has taken place. Since the delegation token isencrypted with the grantor AA�s secret key, its integritycannot be verified by the end-point AA. The DT has to bere-encrypted with the end-point AA�s secret key by the ASwhich can retrieve the secret keys of both the AAs fromthe private-key certificates that are sent in message 3 alongwith the encrypted delegation token. In figure 5.1 theprivate-key certificate PKCi contains the secret key Ki ofAAi and is represented as:

{,}Te AAi Ki AS Km‹ fi� �

whereKm is the master key of the AS. (We assume that acryptosystem that provides both secrecy and privacyis used.)Te is the expiration time of the certificateThe authentication server that translates the DT checksthat the AA that encrypted the certificate can speak for thegrantor whose OID is mentioned in the DT. It does so bycomparing the host names in the OIDs of the AA and thegrantor. If the server does not perform this check, anyonecan make the AS translate a DT that represents adelegation which has never taken place. The �translated�DT is given back to the end-point AA which can nowestablish that X has delegated to Y. In fact, whenever anauthentication server translates an encrypted statement ofthe form {A says s}Kx , i t c h e c k s t h a t t h e a g e n t t h a t encrypted the statement actually speaks for A.In addition, the grantor AA sends to the grantee AA thesame DT encrypted with the shared secret key that hasbeen established between the grantor and the grantee AAs( Kxy in figure 5.1, message 1). The grantee AA candecrypt this token and verify its integrity. In this way thegrantor is aware of the delegation details. The integrity ofthe DT is of importance when cascaded delegation takesplace. Note that the DT encrypted with the secret key ofthe grantor cannot be read directly by the grantee; it has tobe translated by a relay.In the case of cascaded delegation, the AA of eachintermediate grantor encrypts a DT which is sent to thenext grantee along with all the delegation tokens that referto the preceding delegation steps. In addition, all thedelegation tokens are sent encrypted with the secret keyshared with the next grantee. Figure 5.2 illustrates theprotocol sequence in a two-step cascaded delegation.The PDT field is used to prevent misuse of delegationtokens in cascaded delegations. If this field is omitted, itis possible that a grantee can claim a false delegationchain. For instance, consider the scenario illustrated infigure 5.3. X1 delegates its rights to Y1 (token DT1)which subsequently delegates these rights to Y2 (DT1,DT3). In addition, X2 delegates to Y1 (DT2). If DT3 doesnot specify the token that represents the precedingdelegation step (i.e. DT1) Y2 may claim that it has beendelegated by X2 via Y1 by forwarding DT2 and DT3 to Z(end-point). Note that DT2 can easily be obtained by Y2using wiretapping.

11AAxAAy1Authentication Service (Relay)AAy2

Delegates

Message 1Message 2

Message 3

Message 4Delegates

Message 5 AAz InvokesOperationXY1Y2Z

InvokesOperation

Message 6

Message 7Message 1. AAx -> AAy1:{DT1}Kxy1, {DT1}Kx, PKCx(delegate-send DT1)Message 2. AAy1 -> AAy2:{DT1, DT2}Ky1y2, {DT1}Kx, {DT2}Ky1, PKCx, PKCy1(claim delegation-forward DT1, delegate-send DT2)Message 3. AAy2 -> AS: {DT1}Kx, PKCx, PKCy2(request translation of DT1)Message 4. AS -> AAy2: {DT1}Ky2(receive translated DT1)Message 5. AAy2 -> AAz: DT1, DT2, {DT1}Kx, {DT2}Ky1, PKCx, PKCy1(claim cascaded delegation-forward DT1, DT2) Message 6. AAz -> AS: {DT1}Kx, {DT2}Ky1, PKCx, PKCy1, PKCz(request translation of DT1 and DT2)Message 7. AS -> AAz: {DT1}Kz, {DT2}Kz(receive translated DT1 and DT2)DT1 = <DID1, -, Tde1, X, Y1>, DT2 = < DID2, DID1, Tde1, Y1, Y2>PKCx =

{,}Te AAx Kx ASKm1 ‹ fi�

, PKCy1 =

{,}Te AAy Ky ASKm2 1 1‹ fi� �

PKCy2 =

{,}Te AAy Kz AS Km3 2 ‹ fi� �

, P K C z =

{,}Te AAzKz ASKm4 ‹ fi�

Figure 5.2: Two step delegation protocol

X1X2Y1Y2ZDT1DT2DT1, DT3DT2, DT3

Figure 5.3: Misuse of Delegation Token ifthe PDT field is omittedAnother possible attack is illustrated in figure 5.4.Initially X1 delegates to Y1 using DT1 which is identifiedby DID1. Subsequently, X 2 delegates to Y1 using D T 2 which is also identified by DID1. If Y1 does not notice ther e p e a t e d d e l e g a t i o n i d e n t i f i e r , i t c a n f o r w a r d t o Y2 theaccess rights delegated by X2 using D T 3 which mentionsDID1 in the PDT field. Though Y1 uses DID1 to refer toDT2, Y2 can forward D T 1 to the end point (Z ) in order toclaim the delegation chain X1->Y1->Y2. This attack isavoided if the grantee checks whether the host name in theDID matches the host name of the AA that encrypted thetoken. We assume here that the grantor AA is trusted notto repeat the DIDs it generates.The expiration time of the delegation tokens provides asimple revocation mechanism. However, we are working ona more drastic revocation mechanism, based on a trustedserver that periodically publishes a revocation listcontaining the identifiers of the revoked DTs. Theintegrity of this list is checked using the AS as a relay.5.2Channels and delegationA delegation takes place in the framework of anestablished channel between the grantor and the grantee.Thus, a CHID can be used as a reference to a delegation. Inaddition, when a subject intends to invoke operations as agrantee, it requests the establishment of a channeldeclaring that it is acting on behalf of certain grantors byspecifying the CHID related to the last delegation step.This information is used by the ACAs and AAs toperform the necessary authentication and verification of the

12GrantorGranteeEnd-pointXYZ

EstablishChannel

Establish Channel

Delegation to the target of Ch1 (send DT)Ch1Delagate to the target of Ch1

Establish Channel (as grantee with respect to Ch1)

Ch2Claim Delegation (forward DT)

The subject of Ch1 (X) delegates to the target (Y)The subject of Ch2 (Y) acts on behalf of XAAxAAyAAz

Delegation

Invoke on behalf of XFigure 5.5: One step delegation associated with channel Ch1claimed delegation, and subsequently determine the EPLthat enables the grantee to invoke operations on behalf ofthe grantor.DT2, DT3DT1, DT3

DT2: <DID1, -, Tde2, X2, Y1>DT3: <DID2, DID1, Tde3, Y1, Y2>DT1: <DID1, -, Tde1, X1, Y1>DID1claim delegation X1->Y1->Y2delegate as grantee of X2 (X2->Y1->Y2)

X1X2Y1Y2ZDT1 DT2

Figure 5.4: Attack on the delegationprotocol using repeated DIDsIn figure 5.5, X delegates to the target of the channelCh1. The expiration time of the delegation is specified byX. This delegation is associated with Ch1 . W h e n Yrequests the establishment of a channel between itself andZ, it declares that it intends to act as grantee with respectto the delegation associated with Ch1. The subject of theresulting channel Ch2 is the object Y acting on behalf ofX. This information is used by the AA and ACA on thenode of Z in order to determine the EPL that enables Y toi n v o k e o p e r a t i o n s a s g r a n t e e o f X. The next sectiondiscusses the mechanism employed to determine the EPLwhen delegation is involved.5.3Delegation and access controlThe ACA is aware of the policies applying to thesubject on its host. The list of the policies allowing asubject to delegate rights is referred to as the DelegationPseudo-Capability List (DPCL). In other words, theDPCL associated with a subject contains the extendedaccess control policies that appear in the PCL of thesubject. Furthermore, each object is associated with aDelegation Policy List (DPL). This list contains theOIDs of the policies that enable the object to act asgrantee. The intersection of the DPCL of the grantor andthe DPL of the grantee gives the DPCL of the granteewith respect to the channel associated with the delegation.The DPCL of the grantee is forwarded to the ACA of theend-point in order to determine the candidate EPL for achannel of which the subject acts as grantee.We refer to the example illustrated in figure 5.6 in orderto show how the delegation mechanism can be integratedwith the access control mechanism. We assume that X onhost A invokes an operation Op1 on the object Y on hostB, which triggers the invocation of a second operation Op2on the object Z on host C. We also assume that there is anaccess control policy P1 that enables X to invoke Op1 onY and an extended policy P2 that gives to X the right toinvoke Op2 on Z as well as to delegate that right to Y. Forbrevity, we assume that no other policies apply to theseobjects. X, Y, Z, P1 and P2 represent OIDs.

AAxACAxX

Op1Op2Delegates Proves Delegation

AAyACAyY

AAzACAzZ

Figure 5.6: A simple delegation scenarioInitially, a secure channel Ch1 between X and Y isestablished. The PCL given to ACAy is (P1, P2) (seefigure 5.7). The ACPL of Y is (P1), therefore the EPLgiven to the RM of Y contains the policy P1 whichpermits X to invoke Op1 through Ch1. When X delegatesto Y, ACAy is given the DPCL of X which is ( P 2 ) . As theDPL of Y contains the same policy OID, the DPCL of Ywith respect to Ch1 also contains P2. At this stage, A A y

PCL: (P1, P2)

DPCL: (P2)

Candidate EPL: (P1)

Auth X with respect to subject sc. of P1Request CertificatesCertificates

Validate EPLDPCL(Ch1): (P2)

Request Certificates for subject scope of P2

Certificates

Delegation Token

OKCandidate EPL: (P2)Validate EPLAuth X with respect to subject sc. of P2 and Y with respect to grantee scope of P2. Check delegation token

Delegation Token

OKSend PCL of XSend DPCL of XDelegation:

Forward CertificatesChannel Est:Channel Est:Collect certificatesDelegation:Create delegation TokenCollect certificatesChannel Est:Send DPCL(Ch1)AAxAAyAAzACAxACAyACAzRequest certificates

DPCL(Ch1): (P2) Figure 5.7: Access control mechanism in one step delegationrequests the grantor AA (AAx) to provide the membershipcertificates that ensure that X is in the subject scope of P2.These certificates are encrypted with the secret keys of theAA of the domain servers that certify the requestedmembership. AAy will later forward these certificates to theend-point AA.Following the invocation of Op1, Y, as a grantee of X,requests the establishment of a channel between itself andZ. ACAz is given the DPCL of Y with respect to Ch1.This list contains P2. Since the ACPL of Z also containsthe same OID, ACAz determines a candidate EPL thatcontains P2. In order to validate this EPL, AAz requeststhe authentication of the domain membership of X and Ythat ensure that these objects are in the subject and granteescopes of P2. In addition, it requests the verification of theclaimed delegation. AAy forwards the required membershipcertificates of X (already given by AAx), and sends themembership certificates of Y as well as the delegationtoken. These certificates and the delegation token are re-encrypted with the secret key of AAx by the AS. As soonas AAz verifies the membership of X and Y, and theclaimed delegation, ACAz validates the EPL which is thengiven to the RM of Z. Y can then invoke Op2 as a granteeof X.6Conclusion and future workThis paper has described a security framework forobject-based distributed systems aimed at enforcing accesscontrol policy specified in terms of domains. Domainsprovide a means of specifying policies in terms of groupsof objects so that it is not necessary to specify policies forindividual objects in large-scale systems containingmillions of objects.A high degree of authentication and access controltransparency is achieved by employing security agents ona per-node basis. These agents are trusted to act on behalfof the application objects maintained at their node. Theconcept of the secure channel is used as a means ofintegrating access control, cryptographic andauthentication information. A subject is permitted toinvoke operations on a target in the context of securechannels established by their local security agents,provided that there are policies permitting theseoperations. Pseudo-capabilities are sent by the subject as ahint to locate the relevant access control policy at thetarget.The access control mechanism has been extended todeal with the delegation of access rights at both the policyspecification level and at the implementation level,although extensions are need to allows the grantor todelegate a limited set of access rights to the grantee. Thispresupposes that the application object is capable ofgetting information about its access rights and its domainmembership.An important issue that has not been covered in detailin this paper is the verification of domain membership.This is achieved by utilising an authentication service thatis based on symmetric cryptography and employsauthentication servers with minimal state. Development ofthat authentication system is in progress.The described security framework is currently beingimplemented in the CORBA-compliant Orbixenvironment. The domain service and policy service havebeen implemented using ANSAware as the distributed

14platform and Tcl/Tk to provide the graphical environmentsbut it is also being ported to the Orbix environment.AcknowledgementsWe gratefully acknowledge financial support from theSwiss Bank Corporation (London) and Esprit SysMan(7026) project. We also acknowledge the contribution ofour colleagues, working on these projects, to the conceptsdiscussed in this paper.References[1]M. Sloman, �Policy Driven Management forDistributed Systems�, Journal of Network and SystemsManagement, Vol. 2(4), pp. 333-361, 1994.[2]P Kaijser, T. Parker and D. Pinkas, �SESAME: Thesolution to security for open distributed systems�,Computer Communications, Vol. 17(7), pp. 501-518,1994.[3]IONA, �OrbixTM - A T e c h n i c a l O v e r v i e w� , T e c h n i c a l R e p o r t P N : P R - T E C - 7 - 5 , I O N A T e c h n o l o g i e s L t d . Dublin, Ireland, 1993.[ 4 ] K . B e c k e r , M . S l o m a n a n d K . T w i d l e ( e d s ) , � D o m a i n a n d P o l i c y S e r v i c e S p e c i f i c a t i o n� , I D S M D e l i v e r a b l e D6, SysMan Deliverable MA2V2 S-SI-07-I-2-R, 1993.[ 5 ] E . C . L u p u a n d M . S . S l o m a n , � A n a p p r o a c h t o R o l e b a s e d m a n a g e m e n t f o r D i s t r i b u t e d S y s t e m s� , I m p e r i a l C o l l e g e R e s e a r c h R e p o r t D o C 9 5 / 9 , 1 9 9 5 , ftp://dse.doc.ic.ac.uk/dse-papers/management/rmds.ps.Z.[ 6 ] M. Abadi, M. Burrows, B. Lampson and G. Plotkin, �ACalculus for Access Control in Distributed Systems�,ACM Transactions on Programming Languages andSystems, Vol. 15(4), pp. 706-734, 1993.[7]B. Lampson, M. Abadi, M. Burrows and E. Wobber,�Authentication in Distributed Systems: Theory andPractice�, ACM TOCS Vol. 10(4), pp. 265-310, 1992.[8]D. Marriott and M. Sloman, �Management PolicyService for Distributed Systems�, Imperial CollegeResearch Report DoC 95/10, 1995,ftp://dse.doc.ic.ac.uk/dse-papers/management/maps.ps.Z.[9]J. Voydock and S. Kent, �Security Mechanisms in high-level network protocols�, ACM Computing Surveys,Vol. 15(2), pp. pp135-171, 1983.[10]R. Rivest, �The MD5 Message-Digest Algorithm�, RFCRFC1321, MIT Laboratory for Computer Science andRSA Data Security, Inc., 1992.[11]M. Burrows, M. Abadi and R. Needham, �A Logic ofAuthentication�, ACM Transactions on ComputerSystems, Vol. 8(1), pp. 18-36, 1990.[12]D. Davis and R. Swick, �Network Security via Private-Key Certificates�, ACM SIGOPS Operating SystemsReview, Vol. 24(4), pp. 64-67, 1990.[13]N. Yialelis and M. Sloman, �An Authentication ServiceSupporting Domain Based Access Control Policies�,Imperial College Research Report DoC 95/13, 1995,ftp://dse.doc.ic.ac.uk/dse-papers/management/auth.ps.Z.[14]S.P. Miller, B.C. Neuman, J.I. Schiller and J.H. Saltzer�Kerberos Authentication and Authorization System�,Technical Plan MIT, 1987.[15]M. Gasser and E. McDermott. �An Architecture forPractical Delegation in a Distributed System�, InProceedings of the IEEE Symposium on Research inSecurity and Privacy, pp. 20-30, 1990.Appendix IA simplified definition of scope expressions is givenbelow:Syntax: SC_EXPR ::= *object |@object |{ object } |SC_EXPR + SC_EXPR |SC_EXPR - SC_EXPR |SC_EXPR ^ SC_EXPR |(SC_EXPR)Operators: +set union-set difference^set intersection*when applied on a domain object, a set is returnedthat contains all direct and indirect members of thedomain and the domain object itself; otherwise a setis returned that contains the object itself.@when applied on a domain object, a set is returnedthat contains all direct members of that domain;otherwise fl is returned.{ }returns a set that contains the object on which it isapplied.The interpretation of the expressions is from left to right.Appendix IIThe following abbreviations are used in this paper:AAAuthentication AgentACPLAccess Control Policy ListASAuthentication ServiceCHIDChannel IdentifierDCPL Delegation Pseudo-Capability ListDPLDelegation Policy ListDT Delegation TokenEDFEncryption/Decryption FacilitiesEPL Enabled Policy ListOIDObject IdentifierPCL Pseudo-Capability ListPETPolicy scope Evaluation TokenRMReference Monitor