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Private Stream Aggregation (PSA)
Problem

» Distributed set of users ({U;}) want to compute sum of their sensitive data ({d;})
» No information must be leaked about individual user U,

» Untrusted aggregator (1), i.e. honest-but-curious

?

o -
U oo & ' ﬂ
i o B —— x?

? 7
5 oo B ———

Research and Technology Center | Daniela Becker CR/RTC3.2-NA | 02/19/2018 @ BOSCH
L




Private Stream Aggregation (PSA)
Solution

» Apply differential privacy mechanism ato each d; = create noisy version x;

» Send encrypted x; to aggregator 4
» 1 aggregates ciphertexts and decrypts — learns nothing but noisy sum Xagg

@ M Enc A agg Dec
U, .""xz"“’cz A "gg’=c1+ c; + ¢35~ Xagg
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Private Stream Aggregation (PSA)
Security & Privacy Notions

> Aggregator obliviousness < 4 learns nothing but noisy sum = x,,, differentially private

U1 @@@ "" NoisyEncl "Cl

U2 @@@ .-'NoisyEncz-»(:2 A|----| AggrDec F---=+ X

agyg

U @ - 4 NoisyEnc, | = C
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Private Stream Aggregation (PSA)

Shi et al. [1]

U, - (param, t,sk;, d;)

NoisyEnc;

1; < Geom
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[1] E. Shi, T.-H. H. Chan, E. Rieffel, R. Chow, and D. Song. Privacy-Preserving Aggregation of Time-Series Data. NDSS 2011.
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AggrDec

Cagg :: Cl * R

< Cagg = gt H(t)
— X1+ ..+Xx Skq+ ...+sk

Hcagg—gl N.H(t) 1 N
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Private Stream Aggregation (PSA)

Shi et al. [1]

U, - (param, t,sk;, d;)

NoisyEnc;

1; < Geom

-

xi(_di-l_ri
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\ ) AggrDec

Create noisy version of C o Cy
data 9 .X'l kl . . ng . H(t)SkN

XN . H(t)sk1+ .+Skn

-
Cagg * H(t)Sko

— gx1+ ~tXN . H(t)sk1+ +Sky . H(t)Sko
— gx1+ +xN — gxagg

v
— Xq
(e Xagg = DLog(g™e99)
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[1] E. Shi, T.-H. H. Chan, E. Rieffel, R. Chow, and D. Song. Privacy-Preserving Aggregation of Time-Series Data. NDSS 2011. ('u:lJ) BOSCH




Private Stream Aggregation (PSA)

Shi et al. [1]

A 4

. A - (param, t, {c; YV, skg ) AggrDec
U, - (param,t,sk;,d;) | NoisyEnc
/ Cagg = Cl C aee CN
T ‘—// Desired result x,,, in the Cago = g -H@®)k1 - .. - g*N - H(t)SkN
— + ..+ kqi+ ..+sk
K exponent T Cagg = gEatetal. ()it sk
X < di + 717 : ¥
A 4
e gt H(t)Ski — gx1+ XN H(t)sk1+ wtSky . H(t)Sko
i <9
v
— X
N Xagg = DLog(g™99)
{ci}iza
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Private Stream Aggregation (PSA)
Shi et al. [1]

A 4

A - (param, t, {c; Y, sk, ) AggrDec
U, - (param, tisk;|d;) | NoisyEnc;
ri « Geom ~~__ — G H(D)T - . - gFn - H(E)SN
i NOte that gx1+ XN, H(t)5k1+ +SkN
N — .
Xi <—dl-+rl- \ _2i=15ki — SkO / v
v e Cagg * H(t)%ko
— X1t . tXx Ski+ ..+sk Sk
Ci(—gxi.H(t)Ski =39 ! N'H(t) ! N°H(t) 0
— gX1+ XN — gxagg
v
— X
N Xagg = DLog(g~?99)
{citi=1
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Private Stream Aggregation (PSA)

Shi et al. [1]

U, - (param, t,sk;, d;)

NoisyEnc;

A 4

A - (param, t, {c; YV, skg ) AggrDec

Cagg = Cl C aee CN

. — — X skq , . AXN . sk
T; :Geom & Cagg = 95 - H@E) k- ... gkN H(’? N
: _ X1t Xy ski+ ..+s
v © Cagg = 971 N H(t)* N
X < di + 1 | v
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é Cagg* H(t) 0
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Private Stream Aggregation (PSA)
Shi et al. [1]

A 4

A - (param, t, {c; YV, skg ) AggrDec

U, - (param,t,sk;,d;) | NoisyEnc;

Cagg = Cl C aee CN

T < Geom ‘\ Cagg = gx1 . H(t)Skl . e gXN . H(t)SkN
miscrete logarithm to N O Cagg= g N H (£)sfeat sk
retrieve result x, N\ H

Cagg * H(t)Sko

— gx1+ ~tXN . H(t)sk1+ +Sky . H(t)Sko
— gx1+ +xN — gxagg

- Strong limitation on plaintext
size, e.g. efficient instantiation in
[1] is for 1-bit plaintext

{Ci}?l=1
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Lattice-based PSA (LaPS)

Imagine, each user can only
send value 0 or 1.

Goals

» Overcome previous input limitation [1] of 1 bit for 1000 users
» Improve security guarantee

- max. aggregation value <
1000

Note: current schemes are
breakable by quantum
computers

Use LWE-based construction

. . Encrypt values up to 65537 ~ 216
Contributions

- max. aggregation value < 66 million
» Resolve open problem from [1] geres

- =66 thousand times bigger values
» Post-quantum security \

» First implementation of PSA scheme: 150 times faster aggregation compared to [1]
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[1] E. Shi, T.-H. H. Chan, E. Rieffel, R. Chow, and D. Song. Privacy-Preserving Aggregation of Time-Series Data. NDSS 2011.
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Learning With Errors (LWE) [2]

A € TL** s € L b €L}
- e . ! ]
Aip | A | A | | Ay S, by
Ay | Ay | Ay Axy s, b,
Ags | Asp | Agg Agy . S, _ b, (mod q)
A41 A42 A43 A4K b4
SK
A | Ap | Ays | - | Ax - g b,
NG —/ g )

Given (A,b): find s s!\-
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Learning With Errors (LWE) [2] discrete Gaussian distribution

coefficients secret error result
A€ Tixx s € Lg e < ¥° b €L

/= - . ! \ ! )

A1r | A | Ass A s, € by

Agr | Agy | Asg Aoy s, € b,

Az | Agy | Agg Ay . S, N €3 _ b, (mod q)

Ast | Az | Ags Agx €4 b,

SK

Av | A | A A ) g e\ b,

NG _/ . J g

» as hard as worst-
case lattice problems*

Given (A,b): find s » post-quantum
: Secure
* .
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LWE [2]
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coefficients secret
AX K
A € 7 K S E Zq
AXK K
AE Zq S E Zq

error
LWE: ¢ « W4

A

A —
+ e €7

[2] O. Regev. On lattices, learning with errors, random linear codes, and cryptography. STOC 2005.

result
b €7

P
b € Zg
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Augmented LWE (A-LWE) [3]
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coefficients secret
AX K
A€ Ly K S E Zq
AXK K
AE Zq S E Zq

error
A-LWE: e « DAlJ;(G)

result
b €L}

A
+ e €7

P
b € Zg

[3] R. El Bansarkhani, O. Dagdelen, J. Buchmann. Augmented Learning with Errors: The Untapped Potential of the Error Term. FC 2015.
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Augmented LWE (A-LWE) — Message Embedding [3]
Straightforward encryption

coefficients secret error result
A € TH s €L A-LWE: e < Dpy(q) b ez
Aerd* || - sef g e €17} - b €zl

A

»
COWEF F(m)
> encode message m using / | A-LWE: b looks like LWE-term

“some” function f Draw e <D but contains message m
W EST M (6)

= b = Enc(m
> Dyuic) defined by v and G / (m)

- mis embedded in e A-LWE: |€|<— Das o)
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Augmented LWE (A-LWE) — Message Embedding [3]

Decryption
coefficients secret
A € TH s €L
2
AE€E qu" S € Zg

> special property of D1y —

> “decode” message
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_—— A 4

error

A-LWE: e « DAlJ,'(G)

result
b €L}

A
+ e €EZ;

Compute e = b + (—sTA)

P
beZq

A 4

CorrWG~emodq

Compute = £-1(v)

[3] R. El Bansarkhani, O. Dagdelen, J. Buchmann. Augmented Learning with Errors: The Untapped Potential of the Error Term. FC 2015.
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LaPS

Overview

d,

NoisyEnc, «

A | Ap | A | - | Ax
Ast | Ao | Agg | e | A
A31 A32 A33 s A3K
Agr | A | A | | A
Au | A | A | [ A

—>C1= AS]_ + el

S

NoisyEnc, =z

NoisyEnc, «%

Uy

NoisyEncy «S»
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S1

Sz

S3

Sk

\_ Remember me? A-LWE! )

o)

€

€3

€4

L)

A

in=X1+X2+X3+...+XN

AggrDec S

l

» ¢’s cannot be decrypted by quantum
adversary - post-quantum security

» Output does not leak information about

individual d.’s nor x’s - privacy
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LaPS
Let’s take a closer look

U. - (param, A, G,pk,s;, d;) | NoisyEnc;

x; & d; +1;

H
v; = AHOM. Enc(pk, x;)

v

Sample e; < Dy (g,

v

c; <« As; + e;

{Ci}?’ﬂ

A 4

A - (param, A, G, {c}\.4, sk, sq ) AggrDec

— N
< Cagg = A- Zizl s; + e

v

Cagg T ASo 2 Xe;

v
G - Zei > Zvi
Yv; =Y~ AHOM. Enc(pk, x;)
= AHOM. Enc(pk, Yx;)
v
Xqgg = AHOM.Dec(sk,Yv;)
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LaPS: Correctness
AggrDec — Double Unwrapping

A 4

A - (param, A, G, {c}\.4, sk,[sq|) AggrDec

U. - (param, 4, G,pk, d;) | NoisyEnc,

— — Cagg = + ...+ Cn

; ( Unwrap first layer, since ;
v - £V=15i = So L v
vi= AHOM.Enbon L g tAs D 3
Sample e; « DA\J;i(G) G-Ye =2 Xv;

Yv; = YiL, AHOM. Enc(pk, x;)
= AHOM. Enc(pk, Yx;)
v
Xqgg = AHOM.Dec(sk,Yv;)

v

c;i « As; + e;

{Ci}livzl
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LaPS: Correctness
AggrDec — Double Unwrapping

A 4

, A - (param, 4, G, {c;}\,,sk,s AggrDec
Ui ) (param,A, G,pk, Sirdi) NOlsyEnCI (p { l}l 1 0 ) gg
Cagg = C1 + ...+ CN
X < di 4 s © Cagg = A~ Xisg 5 + Xe;
ﬁner” ciphertexts v; are\ i
Vi additively homomorphic Cagg + Aso > ey
AHOM.Dec(TX, ;) H
= \ g - e > XV
N JAHOM.Dec(v;) _— N2 :A 501 A?IEOM.EknC(pk, x;)
C; « ASi + e; — . in'c(p lle)
Xagg = AHOM. Dec(sk, Yv;)

{Ci}?’ﬂ
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LaPS: Correctness
AggrDec — Double Unwrapping

A 4

N
U. - (param, A, G,pk,s;, d;) | NoisyEnc; A- (param, A, G, {ci}i=1,5k, sg ) AggrDec
Cagg =C1+ .tcy
xi<—d_i+7h‘ (_’Cagg:A‘ZlivzlSi‘FZei
v; = AHOM._Enc(pk, X;) Caag + Aso > Yo
Sample ¢; < Dy o) G-Ye > Xv;
; Yv; = YN, AHOM.Enc(pk, x;)
5 k . — = AHOM.Enc(pk,3x;)
L G Unwrap second layer using sk D v

—

Xagg = AHOM. Dec(sk, Yv;)

{Ci}?’ﬂ
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LaPS: Correctness
AggrDec — Double Unwrapping

N
Correctness: A - (param, 4, G, {c;}-q, sk, sy ) AggrDec
AS Iong as Cagg = C1 + + CN
> AHOM.Dec(X,v;) = %iL; x; & Cagg = AN, 50 + Ye;
and since :

v

Cagg T ASo 2 Xe;

> G- e;modqg = v;, where ¢; « D,{v. (G),

the aggregator indeed outputs the noisy sum

aggregate of the users' values. We require Y

AHOM to be additively homomorphic - g ‘e 2 NV
therefore the sum of the homomorphic Vi = Xi=1 AHOM. Enc(pk, x;)
ciphertexts YN, v; corresponds to an = AHOM. Enc(pk, ¥.x;)
encryption of the sum of the underlying v
plaintexts YN, x;. Xqgg = AHOM. Dec(sk, Yv;)
Research and Technology Cener | Daiea Becker CRIRTCA 2-NA | 021192018 © BOSCH




LaPS: Security Guarantees For security we want:
NoisyEnc; — Let’s take a closer look Break NO'SyErF\)?O;e?;eak w-c lattice
A

U. - (param, A, G,pk,s;, d;) | NoisyEnc;

Encrypt x; using AHOM
o v; pseudo-random ciphertext

x; & d; +1; u
' .
v; = AHOM.Enc(pk,x;)) F|——— | Vi~ uniform
!
Sample e; < DA%i(G) |1 Djt (g = discrete Gaussian ¥
' ’
ci « As; + e \\
A-LWE =, (LWE = w-c lattices)
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LaPS: Security Guarantees For security we want:
NoisyEnc; — Let’s take a closer look Break NoisyEnc; < break w-c lattice

problem

U. - (param, A, G,pk,s;, d;) | NoisyEnc;

Theorem 1 (Semantic Security):
Let the output of AHOM. Enc be indistinguishable from

Xi < d_i + 1 random [...]. Then, the ciphertexts generated by
i NoisyEnc in are semantically secure assuming the
v; = AHOM. Enc(pk, x;) hardness of worst case lattice problems.

v

Sample e; < Dy (g,

Theorem 2 (Aggregator Obliviousness Security):

Let the output of AHOM. Enc be indistinguishable from
random [...]. LaPS satisfies aggregator oblivious

security assuming the hardness of worst case lattice
problems.

v

c; <« As; + e;
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LaPS Instantiation
Experimental Results

Instantiation using%g% discrete Laplace mechanism and f@@ - reduced”* BGV encryption scheme

BEFORE [1] AFTER (this work)**
NoisyEnc, | | P € {0,1}: |0.6ms p <5: 3.58 ms
' p < 37 3.62 ms
p < 65537: 3.73 ms
AggrDec p € {0,1}: |[300 ms p <5: 1.87 ms
p < 37: 1.88 ms

p < 65537: 1.96 ms

*) Original BGV Scheme [4], adapted from [5] and reduced to homomorphic addition (, i.e. no multiplication)

**) Runtime results [ms] for LaPS instance for 1000 users, 80-bit security

MacBook, macOS Sierra, single 2.5 GHz Intel Core i7 and 16 GB memory; averaged over 1000 runs

[4] Z. Brakerski and V. Vaikuntanathan, Efficient Fully Homomorphic Encryption from (Standard) LWE. ECCC 2011.
[5] I. Damgard, M. Keller, E. Larraia, V. Pastro, P. Scholl, and N. P. Smart. Practical Covertly Secure MPC for Dishonest Majority or:
Breaking the SPDZ Limits. ESORICS 2013. © BOSCH
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Summary

» Lattice-based Private Stream Aggregation T Uy [0:] [ NoisyEng, ] )

—C;= As; + e

» Plug-and-play deployment of additively _
homomorphic encryption U, |ds|[ NoisyEnc, 52| | —c,= As, + e,

A AggrDec S

U, NoisyEnc; 35| |—»c3= As; + e,

DX =X FXp F Xz + L+ Xy

» Strong security & privacy guarantees

» (Augmented) LWE-assumption provides post- Uy [dy][ NoisyEncy 54| |—scy= Asy + ey
quantum security \S J

» Formal Differential Privacy analysis

» Significant efficiency improvements compared to previous work @

» 150 times faster decryption @ @
» ~66000 times larger plaintext space
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Outlook

» Dynamic joins and leaves / user failures

» Enhance scheme to aggregator unforgeability /
public verifiability of aggregate result

» E.g. by combining with Homomorphic Aggregate
Signature scheme (HAS) [6]

O
00

29 Research and Technology Center | Daniela Becker CR/RTC3-NA | 02/19/2018 [6] Z. Jing. A homomorphic aggregate signature scheme based on lattice. MPE 2014. @ B os CH
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