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o  HTTP / HTTPS proxies are popular
•  Numerous proxy list websites
•  Thousands of proxies

o  Access content that is blocked
•  Geographical restrictions
•  Content filtering policies
•  Censorship

o  “Preserve” anonymity
•  Hide IP address
•  Ad Blocking

Introduction

Web Client A!

Web Client B!

Proxy Server! Web Server 2!

Web Server 1!
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o  Obviously, HTTP proxies can possibly
•  Tamper with transmitted content
•  Snoop for sensitive user data

o  A malicious proxy can monetize traffic
•  Inject / replace ads
•  Collect sensitive information
•  Distribute or spread malware / spyware
•  Mount phishing attacks 
•  Inject code for XSS, DDoS, crypto-currency mining etc.

Introduction
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o   Owning bad guys {& mafia} with javascript botnets 
(Chema and Fernandez, DEFCON ‘12)

•  Modify JS files to dynamically fetch malicious code
•  Collect cookies and user sensitive information
•  Take control of infected hosts (e.g., botnet)

o  Onion.top proxy service
•  Tor-to-Web proxy (allows access to .onion domains)
•  Replace bitcoin address on ransomware payment sites

•  LockeR, Sigma, and GlobeImposter

Motivation
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Motivation
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Ø  Detect cases of content modification 
Ø  Understand and assess proxies’ behavior
Ø  Measure the extent of content modification by rogue proxies

We designed and built a framework that
•  Collects public HTTP proxies daily
•  Tests proxies daily

•  2 decoy websites (honeysites) & http://bbc.com
•  Content modification detection (DOM Comparison)

Objectives



8!

Our service - http://
proxyscan.ics.forth.gr
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Google search for “HTTP proxy list”  –  first 50 results
•  Didn’t consider subscription-based list websites
•  Left out identical / very similar websites 
Ø  15 different popular proxy list websites 

For 2 months
•  Automatically crawl 10 websites (daily)
•  Manually exporting proxies from 5 sites (every 10 days)

•  Require registration, CAPTCHA etc.
•  1 subscription-based website (every 5 days, 1 month)

Methodology - Collecting Proxies
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How can we test a Proxy?
•  We could fetch a website twice

Ø  Once with a proxy, and once without

But, this does not work very well
•  Modern websites are highly-dynamic

•  e.g., content changes according to geolocation
•  We cannot control the behavior of real websites 

Thus, we use decoy websites under our control

Methodology – Use of Honeysites
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Decoy websites under our control
•  honeysite h1 – simple, completely static
•  honeysite h2 – contains dynamic content
•  WordPress, contains JS elements
•  Fake ads - Google AdSense, Media.net & BuySellAds 

website A!
(2nd instance)!

website A !
(1st instance)! STATIC DOM 

MARKER!

STATIC 
TEMPLATE !
for website A!

!
!

Static DOM 
tree!

Trusted Downloads!

Methodology – Use of Honeysites
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•  Fetch all 3 testing websites through a proxy 

•  Compare DOM tree with honeysite’s static template
•  Identify content modification / injection of elements

•  Do not compare dynamic elements
•  They are dynamic, they change anyway
•  But, we expect them to change in a predictable way 

•  e.g., ad should be fetched from specific ad network 

Methodology – Testing the Proxies
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•  Large number of proxies in our set
•  Collect proxies systematically

•  Proxies are slow and not very reliable
Ø  Timeout interval 180 seconds

•  Cannot test them all, multiple times per day, every day
•  Use TCP probes to identify responding (alive) proxies 
•  A few probes almost every hour, 22 times per day
•  When a proxy responds (one probe at least), we test it 

Methodology – Probing the Proxies
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•  Two-level clustering 
•  Identify position and type of injected elements
•  Group identical / similar cases together

•  Keep track of the sequence of elements
•  Identify proxies that do not inject, but remove elements

•  Manually inspected downloads from each cluster
•  Use Firefox (with Firebug) to render downloads  

•  Monitor outgoing requests to 3rd party domains

Methodology – Clustering
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•  144,349 proxies collected
•  65,871 unique proxies in our dataset

•  Same proxies exist in multiple proxy lists

•  49,444 alive proxies (responded to probes)
•  19,473 working proxies (fetched honeysites)

7,441 content modifying proxies (38.21%)
1,004 malicious proxies (5.15%)

Analysis
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7,441 Content modifying proxies
•  Not necessarily malicious
•  Most of them are “privacy preserving” proxies

•  Block content from 3rd parties (e.g., ads)

•  Some proxies are suspicious, but not malicious
•  e.g., inject empty HTML elements

1,004 Malicious proxies
•  Inject additional new content
•  Replace existing content
•  Block existing and inject new content

Analysis
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Proxies in our dataset (per day)

Analysis – Proxy Characteristics
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Proxies crawled every day (10 list websites)

 4-6% 
new 

proxies

Analysis – Proxy Characteristics
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Analysis – Proxy List Websites
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Analysis – Lifetime & Reliability

20% !60% !
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Block tracking 
content / ads!

Inject large volume 
of content!

Analysis – Size of Fetched Content
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Analysis – Malicious Proxies
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Inject Ads!

Collect User Info!

Track Mouse/Keybord!

Track with Cookies!

Request Unsafe Sites!

Number of Proxies!

High-level categorization of malicious behavior!
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Analysis – Malicious Proxies
Outgoing requests to 3rd parties

~ 13% do not contact 3rd parties
•  Some attempt but fail
•  Try to load from local storage

~ 8.5% contact more than 20 domains
•  12 proxies à 100+ domains
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Analysis – 3rd Party Domains
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Some proxies change behavior according to relayed content
•  37 proxies injected content in h2 but not h1

•  10 proxies injected ads only in AdSense’s iframes

•  2 proxies replaced publisher’s ID with theirs 
(ads from Media.net)

•  41 malicious proxies did not always perform injections
•  Injected scripts/ads sporadically, only in some tests 
•  In other tests, exhibited benign behavior!

Analysis – Interesting Findings
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•  Rogue proxy operators may anticipate our testing 
attempts

•  Honeysites can be easily identified
•  Larger and more diverse set of honeysites 
•  Expose only few honeysites to each proxy 
•  Specialized honeysites e.g., banking, health 

•  Include more proxy list websites

Limitations / Future Work
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Conclusions
•  Rogue proxies can modify / inject content 

•  Designed a framework
•  Collect proxies from 15 popular proxy list websites
•  Test them regularly with the use of decoy websites

•  Only 19,473 proxies found to work properly
•  Detected 1,004 malicious proxies
•  Analyzed their behavior, with regards to relayed content

http://proxyscan.ics.forth.gr


