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The phone voice channel is largely
unprotected (phone spam via
robocalls, phishing etc.).

3M+ online complaints regarding
unsolicited calls were reported in
2017.

Call blocking applications (True
Caller, YouMail etc.) have
emerged.

Public information not available.

‘eIIo, we've been trying to reach you.

4 “This is Googlle calling to
verify your business listing”

This call is an official final notice from

- thelRS. i
The reason for this call is to inform yo!
that the IRS is filing a lawsuit agajnst
you.”

Security Essentials

* WINDOWS VIRUS WARNING!
Identity Theft and Hacking Possibilties.
Contact emergency virus support now

0-800-051-3723

The system have found (4) viruses that




Research Goal

Systematic investigation of multiple data sources that may be leveraged to
automatically learn phone blacklists, and explore the potential effectiveness of
such blacklists by indirectly measuring their ability to block future unwanted phone

calls.

f Data Sources \ Evaluation

Spammer
Fake Telemarketer

Blacklist Formation




Federal Trade

Commission

Protecting
America’s
Consumers

800notes

Phone Number Lookup

00 FREE REVERSE PHONE NUMBER LOOKUP
i by sh '

Fa0 ouT v 26 A collectors, t aters, chariies, and survey companies oten call
wihout leavng a message. Lookup the number to read the reports of other users.

RepoRT TELE Make the Do Not Call list offenders notice the problem by reporting their
practices. No business wants bad publicy.

REPORT PHONE FRALO): Did someone ry to scam you? Reporting the number is the fastast way to make public
aware, and prevent others fom faling Victim 1o the scam.

Crzcx ouT & uswess: Read ether users' foedback about the phone number owner

Instant Phone Lookup » 5

Find the ow a
LATEST ENTRIES

415-551-6242
San Francisco Opera¥ Bought Bckets one e and now Siey wil 1ot stop caling me. feels rice 10 now Fm
ar

2032621864

Etiquette at 800Notes

use no offensive language
post no threats of any kind
be nice to each other
refrain from using ALL CAPS

HCT =_=<

| REL



Contributions

e First systematic study of estimating the effectiveness of phone blacklists.

e We investigate a number of alternative approaches for building phone
blacklists.

e Blacklists are capable of blocking a significant fraction of future unwanted
calls (e.g., 55% or more of unsolicited calls).

e \We use a combination of unsupervised learning techniques to discover
campaigns.



FTC

CDR

COC

HCT

"REC '

Number of FTC reports
Number of Callers

Number of CDRs

Number of Callers

Number of Callees

Number of User Comments
Number of Callers

Number of Transcripts
Number of Callers

Number of Callees

1.56 million
300,000

1.1 million
200,000
58,000
600,000
98,000
20,000
9,500

6,000



Context (content of the call) when available
YouMail, TrueCaller . )
whitepages

Whitepages

We collect legitimate numbers from Yellowpages

Calling back phone numbers mca“er
A | Yellow o
a Pages YoulMail 3)))



Blacklist

ng System Overview

Blacklist Formation

LSI Topic Modeling —
Calculate Topic Score

LSI Topic Modeling —
Calculate Topic Score

Add Remaining Phone
Numbers

Extract Phone

HCT Blacklist

One Class Learning

Data Collection Data Pre-processing
HCT Remove Stop Words —
Bag of words — tf-idf
cocC Reduce Noise

YCN Filter Out Low Volume

¢ c Phone Numbers
Filter Out Low Volume

CDR Phone Numbers
ETC Filter Out Low Volume

Phone Numbers

Add Remaining Phone
Numbers

Numbers

COC Blacklist

COCNC Blacklist

CDR Blacklist

FTC Blacklist J




Context-less Blacklisting
Blacklisting using the CDR data:

e Calculate blacklist score for each phone number p;
s(p;,At)= a x vol(p;,At) + B x nod(p;,At)

Any number p,whose blacklist score is greater than a predetermined
threshold 8, is added to the blacklist.

Blacklisting using the FTC/COCNC data:

e To filter out this possible noise, we exclude all phone numbers that have been
reported in less than 8, complaints.

e All remaining numbers are then simply added to the blacklist.



Blacklisting using the HCT and COC data:

\
Bag of Group calls
HCT/COC Flltgr out words LSI tOPIC Label topics belonging to
noise and modeling spam
tf-idf campaigns

/

.

Blacklist of
phone
numbers
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Topic modeling results

_~ Google =

= Listing.. > google, listing, front page, business, verify, press, removed, search, locally
’{L%Cruisf_)\z cruise, survey, bahamas, awarded, correctly, included, participate, congratulation
===
’K_?gtci)r? - 3 listing, verify, front, google, page, updated, record, show, end, list
usiness

verification, address, name, phone, number, cancel, flagged, map, notice, business

__ Verification >

Topic4 O hotel, pressed, exclusive, telephone, husband, marriott, detail, announcement
Topic5 © hotel, exclusive, husband, marriott, star, stay, placed, complimentary, further
Topic 6 O electricity, bill, per, system, stop, increase, energy, renewable, soon, coming
Topic7 O optimize, found, date, order, indicate, critical, online, updated, show, end
Topic 8 © system, interest, eligibility, cost, account, rate, credit, notice, card, lower
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Results



Blacklist size and overlap

Context-Rich

CDR

Context-Less
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Call Blocking Rates
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Comparison with Third-party BLs

A random sample of 12500 phone numbers were taken from our datasets.
2.4% were labeled as spam by Youmail.
e We found 87% of these phone numbers in one or more of our blacklists.

e \We used Whitepages to perform reverse lookup for the blacklisted numbers.
e Most of the numbers are VolP numbers.
e Most of the numbers do not have owner information.
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False Positives

e We crawled 100,000 benign phone numbers of businesses randomly chosen
from Yellow- Pages.
e \We found a false positive rate of 0.01%.
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Caller ID spoofing

e Caller ID spoofing causes call blocking rates to drop.
e Not all campaigns use caller ID spoofing aggressively.

e Recent initiatives that address caller ID spoofing

o FCC rules to block calls from unassigned phone numbers.

o Industry led “Strikeforce” - Stir, Shaken



Systematic study of how to leverage multiple data sources to build a
telephony blacklist.

Used topic modeling to learn the content of the unwanted calls.
Evaluated the correctness and effectiveness of the blacklist.
Our blacklist can block about 55% of the unwanted calls.

|dentified top running campaigns and analyzed their behaviour.
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