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Mobile Side-Channel Attacks 

Sensor-based	Side	Channels	

Cache	Side	Channels	

OS-level	Side	Channels	
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•  Side-channel	Attack:	make	use	of	seemingly	harmless	information	to	infer	
sensitive	information 



OS-level Side-Channel Attacks on Android 
 

• Malicious	app	running	in	the	background,	calling	APIs	

• Procfs:	system	statistics	
•  virtual/physical	memory,	network	traffic,	CPU	usage	info,	…	
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• No	Procfs	providing	system	stat	

• No	unauthorized	cross-app	query	

OS-level Side-Channel Attacks on iOS 

Is	it	possible	to	
conduct	OS-level	
side-channel	
attacks	on	iOS?	
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Threat Model 

• Monitoring	app:		
•  User	downloads	it	from	App	Store	
•  Audio	player	
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New Attack Vectors 

	
• Host_statistics64():	Global	usage	of	memory	resources	
	
• Getifaddrs():	Global	network	resources	

•  [NSFileManager	fileExistsAtPath:]:	The	existence	of	a	file/directory	
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Classifying User Activities --- Example Trace 

• Calling	APIs	to	get	time	series	A	
•  Host_statistics64()	
•  Getifaddrs()	

• Plotting	diff	series:	A[i]	–	A[i-1]	

Time	series	leak		
information!!!	
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Classifying User Activities --- Example Trace 
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How	to	combine	multiple	
time	series	to	perform	
inference	attacks?	

VM	

Network	



Classifying User Activities --- Example Trace 

 

	

How	to	combine	multiple	
time	series	to	perform	
inference	attacks?	
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• Requirements:	
•  Combining	multiple	time	series	
•  Reducing	the	dimension	

• Major	components:	
•  	SAX	(Keogh	et	al.,	2002)	
•  	BOP	(Lin	et	al.,	2009)		
•  	LibSVM	(Chang	et	al.,	2011) 

VM	

Network	



Classifying User Activities --- Case Studies  
• Device:	jailbroken	iPhone	7	with	iOS	10.1.1 
	
 

• Automated	using	Cycript 
	
	
• Monitoring	app:	

•  running	in	the	background	
•  calling	APIs	at	a	rate	of	1000/s	
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Classifying User Activities --- Case Studies  
•  Foreground	Apps:	

•  100	apps	from	Top	Charts	+	20	pre-installed	apps	
•  Top	N	accuracy:	the	percentage	of	the	test	samples	being	correctly	labeled	by	
one	of	the	top	N	predicted	classes	by	the	classifier	

97.5%	89.2%	
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Classifying User Activities --- Case Studies  

•  Safari	Websites	

84.5%	
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Detecting Sensitive In-App Activities 
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Blockchain.info	



Detecting Sensitive In-App Activities --- Attack Methods 

•  Identify	critical	events 

• Correlates	with	public	records	
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Detecting Sensitive In-App Activities --- Case Studies 

•  Target:	Blockchain	Wallet	App 

• Goal:	identify	payment	event	(idx:	0) 
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Detecting Sensitive In-App Activities --- Case Studies 

•  Target:	Blockchain	Wallet	App 

• Goal:	identify	payment	event	(idx:	0) 

• Normalize	the	distance	per	row	 
   using	cell(i,i)	as	the	base	(diagonal) 
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Detecting Sensitive In-App Activities --- Case Studies 

Transaction  
Set		

Transaction  
Set		

Transaction  
Set		
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Detecting Sensitive In-App Activities --- Case Studies 

A	sent	0.0035	BTC	to	B	(1EwB…),	The	rest	went	to	C	(1Fbr…)	

C	sent	0.001		BTC	to	E	(1yNT…),	The	rest	went	to	D	(1ANE…)	

D	sent	0.0028	BTC	to	F	(1CeN…),	The	rest	went	to	G	(16rU…)	
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Detecting Sensitive In-App Activities --- Case Studies 

• Other	Targets:	Venmo	/	Twitter	
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Bypassing Sandbox Restrictions --- Attack Methods 

• Device:	non-jailbroken	iPhone	7	with	iOS	10.2.1 

•  Execution	time	of	FileExistAtPath 

Huge	Difference!!!	
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Bypassing Sandbox Restrictions --- Case Studies 

• Detect	whether	an	app	has	been	installed 
	

DivorceForce	 AsthmaMD	 Pregnancy+	 Sugar	Sense	
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Bypassing Sandbox Restrictions --- Case Studies 
• Push	notifications: 

•  .pushstore	file	with	the	bundle	identifier	as	its	name	will	be	created	in	a	specific	
directory 

•  (/var/mobile/Library/SpringBoard/PushStore/com.google.Gmail.pushstore	for	the	
Gmail	app) 
 

• Dynamically	registered	home	screen	quick	actions:	
•  .plist	file	with	the	bundle	identifier	as	its	name	will	be	created	in	a	specific	directory	(/
var/mobile/Library/SpringBoard/Application	Shortcuts/com.google.Gmail.plist	for	the	
Gmail	app)	

	
•  Top	150	apps	in	App	Store’s	“Top	Charts”	(Aug.	2017):	

•  Push	notification:	67	(44.7%)	
•  dynamically	registered	home	screen	quick	actions:	44	(31.3%)	
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• Other	cases:	number	of	photos/memos 

• Generic	approach	to	detect	files	
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Bypassing Sandbox Restrictions --- Case Studies 
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Practical Issues 
	
• App	Store	Vetting	

•  Disguised	as	an	Audio	Player	
•  Passed	the	vetting	

• Power	Consumption	
•  Device:	jailbroken	iPhone	7	with	iOS	10.1.1	
•  60	min:	5%	battery	was	consumed		
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Practical Issues --- Cross-device Attack Feasibility 

	

	

training	device:	Device	A	
iOS	10.1.1	

	

testing	device:	Device	B	
Non-jailbroken	iOS	10.2.1	
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•  	Test	set:	Randomly	select	20	third-party	apps 
•   Redo	Foreground	Apps	Experiment	

91.5%	

Practical Issues --- Cross-device Attack Feasibility 

80.5%	
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•  Target:	Blockchain	Wallet	

Practical Issues --- Cross-device Attack Feasibility 
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Countermeasures 

• Rate	Limiting:	limit	the	sampling	rate	
•  Filter	the	data	and	only	keep	every	(1000/N)th	data	point	
•  Re-evaluate	the	foreground	app	classification	

Implemented	in	iOS	11.1	
for	host_statistics64():	2/s	
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Countermeasures 

•  	Coarse-grained	return	values:	masking	the	digits	of	return	values	
•  Mask	1/2/3	digits	of	all	6	features	
•  Re-evaluate	the	foreground	app	classification	

1230	Mask	1	digit:	

1200	Mask	2	
digits:	

1000	Mask	3	
digits:	

1234	Original:	
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Countermeasures 

•  	Coarse-grained	return	values:	masking	the	digits	of	return	values	
•  Mask	1/2/3	digits	of	all	6	features	
•  Re-evaluate	the	foreground	app	classification	

Implemented	in	iOS	11	
for	getifaddrs():		
Round	to	1KB	 36	



Countermeasures 

•  	Eliminating	the	attack	vectors	

•  	Runtime	detection	

•  	Privacy-preserving	statistics	reporting	

•  	Removing	the	fileExistsAtPath	timing	channel	
fileExistsAtPath	timing	
channel	has	been	
eliminated	in	iOS	11	
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Conclusion 

•  First	exploration	of	OS-level	side	channels	on	iOS	

•  Three	categories	of	side-channel	attacks	

• Proposed	countermeasures	integrated	in	iOS	and	MacOS	
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Detecting Sensitive In-App Activities --- Attack Methods 

•  Time	is	short	(<0.5s) 

• Difference	is	subtle 
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Detecting Sensitive In-App Activities --- Attack Methods 

• Pattern	Matching:	compare	two	multi-dimensional	data	traces	
•  Sample:	
•  Signature:		
•  Goal:	measure	the	distance	
•  Extended	DTW	(DTW_I):	(wk:	normalization	factor)	
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iOS Attacks 
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Paper	 Vector	 Impact	
Chen	et	al.,	
Security’14	

/proc/pid/
statm	

UI	inference	attacks	(stealing	
login	credentials,	photos) 

Diao	et	al.,	
Oakland’16	

/proc/	
interrupts		

	

Interrupt	timing	analysis	
(cracking	unlock	patterns) 
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Classifying User Activities --- Attack Methods  
• Requirements:	

•  Combining	multiple	time	series	

•  Reducing	the	dimension	

• Major	components:	
•  	Symbolic	Aggregate	approXimation	(SAX)	(Keogh	et	al.,	2002)	

•  	Bag-of-Patterns	(BOP)	representation	(Lin	et	al.,	2009) 

•  	Support	Vector	Machine	(LibSVM)	(Chang	et	al.,	2011) 

{cbb:1,	bbc:1,	bcc:1,	ccc:1,	
ccb:1,	cba:1,	baa:1,	aaa:1}	 46	



Classifying User Activities --- Case Studies  
•  Top	N	Accuracy	Example	

Sample	 True	Class	 SVM	Prediction	(Probability	Model)	
A	 1	 4	 2	 1	
B	 2	 2	 5	 4	
C	 3	 3	 1	 2	
D	 4	 1	 4	 2	
E	 5	 5	 2	 4	
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Classifying User Activities --- Case Studies  
•  Top	N	Accuracy	Example	

Sample	 True	Class	 SVM	Prediction	(Probability	Model)	
A	 1	 4	 2	 1	
B	 2	 2	 5	 4	
C	 3	 3	 1	 2	
D	 4	 1	 4	 2	
E	 5	 5	 2	 4	
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Classifying User Activities --- Case Studies  
•  Top	N	Accuracy	Example	

Top	1	Accuracy:	3/5	=	60%		

Sample	 True	Class	 SVM	Prediction	(Probability	Model)	
A	 1	 4	 2	 1	
B	 2	 2	 5	 4	
C	 3	 3	 1	 2	
D	 4	 1	 4	 2	
E	 5	 5	 2	 4	
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Classifying User Activities --- Case Studies  
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Classifying User Activities --- Case Studies  
•  Top	N	Accuracy	Example	

Top	2	Accuracy:	(3+1)/5	=	80%		

Sample	 True	Class	 SVM	Prediction	(Probability	Model)	
A	 1	 4	 2	 1	
B	 2	 2	 5	 4	
C	 3	 3	 1	 2	
D	 4	 1	 4	 2	
E	 5	 5	 2	 4	
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Classifying User Activities --- Case Studies  
•  Top	N	Accuracy	Example	

Sample	 True	Class	 SVM	Prediction	(Probability	Model)	
A	 1	 4	 2	 1	
B	 2	 2	 5	 4	
C	 3	 3	 1	 2	
D	 4	 1	 4	 2	
E	 5	 5	 2	 4	
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Classifying User Activities --- Case Studies  
•  Top	N	Accuracy	Example	

Top	3	Accuracy:	(2+1+2)/5	=	100%		

Sample	 True	Class	 SVM	Prediction	(Probability	Model)	
A	 1	 4	 2	 1	
B	 2	 2	 5	 4	
C	 3	 3	 1	 2	
D	 4	 1	 4	 2	
E	 5	 5	 2	 4	
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Detecting Sensitive In-App Activities 
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Detecting Sensitive In-App Activities --- Attack Methods 

•  Identify	critical	events 

• Correlates	with	public	records	
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Detecting Sensitive In-App Activities 
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Classifying User Activities --- Case Studies  

• Device:	jailbroken	iPhone	7	with	iOS	10.1.1 
• Automated	using	Cycript	
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Why global stat can work? 

•  iOS	itself	suspends	apps	when	they	run	in	the	background,	unless	the	
app	specially	requests	background	permissions	

•  iOS	is	relatively	quieter	than	Android,	which	greatly	facilitates	side-
channel	attacks	
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Run Background Apps on iOS 
 
• AUDIO	background	mode	

•  [NSTimer	scheduledTimerWithTimeInterval:	target:	selector:	
userInfo:	repeats:]	
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Detecting Sensitive In-App Activities 
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