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Testbed Measurement Setup

¢ Sealed Environment
® Supermicro server

*“Go!Temp” temperature probe
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Similar system resource consumption
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Data Center Level Simulation

Data center level: trace-driven computational fluid dynamics analysis.
» CFD package, Fluent, to simulate the thermal environment.

e Air recirculation.
* Air density.
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Data Center Level Simulation

Data center level: trace-driven computational fluid dynamics analysis.
* The layout:

4 rows of servers;

* 8 racks in each row;

0 servers per rack —> 1280 servers Power-oversubscribed
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Data Center Level Simulation

Data center level: trace-driven computational fluid dynamics analysis.
* Toutlet is atfected by outlet temperature, power consumption of all servers, and Tsup.

e Tinlet depends on Tsup and Toutlet
One-week trace from real data centers.

N N
K; Tf;ut Z hjinTgut + (KZ _ Z hjin)TSUP + B,
j_]. jZl l 34.93
32.24

30.45
Z hﬂ * out SUp) + Tsup;

; Cold-aisle Hot-aisle

27.76

= 25.07

23.28

Temperature (° C)




Data Center Level Simulation

Data center level: trace-driven computational fluid dynamics analysis.
° Tsup =16°C
e Tredline = 25°C [1]

Goal: Tinlet of all servers < Tredline
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[1] Data center cooling best practices
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Global View

e Switch to thermal-intensive workloads
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e Switch to thermal-intensive workloads
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Attacking Efforts

*Three types of attackers
—Random: randomly
—Rack-level: achieve rack-level co-residence
—Hotspot: attackers can roughly infer the servers located in hotspots

*Three background workloads scenarios
—High: 60%
—Medium: 40%
—Low: 20%

Four different Tsup
—16°C, 16.5°C, 17°C, 17.5°C



)
e
S
o,
d=
LL]
@)
=
Y4
O
g
e
e
<

600 -

N High

\\\\\ssssmsx s..s__s..\.s_.w,\.\.\ v.\»wws'ss// / m

& Medium

500

7 Low

400 -

7

300

“\\ YT Yy Yy

/78—

b A

Sawd
-
ol i

YAV rridddddde

)

un

AN

: Ty
._\\\\\\\ U
\ o

| >
\, \ N 2
-
O
o
= o
O
—
¥e)
-
°
o
vV
-~
o
- = =
wn
O
—
.”e)
w ©
e
Q@ &
Q5 S
=) =
m m Spm.
~ ~ emd
90 3
~

Random




)
e
S
o,
d=
LL]
@)
=
Y4
O
g
e
e
<

600 -

N High

& Medium

500

7 Low

400 -

7

\\\\\ssssmsx s..s__s..\.s_.w,\.\.\ v.\»wws'ss// / m

300

“\\ YT Yy Yy

/78—

b A

Sawd
-
ol i

YAV rridddddde

)

un

AN

. . \n
_\\\\\\\ U
\ o

| >
\, \ N 2
-
O
o
= o
O
—
¥e)
-
°
o
vV
-~
o
- = =
wn
O
—
.”e)
w ©
e
Q@ &
Q5 S
=) =
m m Spm.
~ ~ emd
90 3
~

Random




V)
)
S
O
gd=
LL]
@)
=
Y
U
e
)
)
<

600 -

\\ Y Y Y Yy ~
‘ N ~

s\ YAV rridddddde

/ -

et Y/ 2
W\
AN

b A

. : Cp
.\\\\\\\ n
\ o
, -
-
O
o
= o
O
—
w0
-
°
= 8
=2 o)
£3 : o =
F 3 3 ¥
2 B B8 o
.We\/
w ©
"R
Q@ &
: D.W.m
o ~
5 5 B = S 2 Q8
R & & & - ° 55
! 90 3
e

Random




V)
)
S
O
gd=
LL]
@)
=
Y
U
e
)
)
<

600 -

\\ Y Y Y Yy ~
‘ N ~

s\ YAV rridddddde

/ -

et Y/ 2
W\
AN

b A

. : Cp
.\\\\\\\ n
\ o
, -
-
O
o
= o
O
—
w0
-
°
= 8
=2 o)
£3 : o =
F 3 3 ¥
2 B B8 o
.We\/
w ©
"R
Q@ &
: D.W.m
o ~
5 5 B = S 2 Q8
R & & & - ° 55
! 90 3
e

Random




)
e
S
o,
d=
LL]
@)
=
Y4
O
g
e
e
<

600 -

N High

\\\\\ssssmsx s..s__s..\.s_.w,\.\.\ v.\»wws'ss// / m

& Medium

500

7 Low

400 -

7

300

“\\ YT Yy Yy

/78—

b A

Sawd
-
ol i

YAV rridddddde

)

un

AN

: Ty
._\\\\\\\ U
\ o

| >
\, \ N 2
-
O
o
= o
O
—
¥e)
-
°
o
vV
-~
o
- = =
wn
O
—
.”e)
w ©
e
Q@ &
Q5 S
=) =
m m Spm.
~ ~ emd
90 3
~

Random




)
e
S
o,
d=
LL]
@)
=
Y4
O
g
e
e
<

600 -

N High

\\\\\ssssmsx s..s__s..\.s_.w,\.\.\ v.\»wws'ss// / m

& Medium

500

7 Low

400 -

M \\

s\ YAV rridddddde

300

/78—

VY Yy -

200

b A

Sawd
-
ol i

un

Iy -

. T
._\\\\\\\ U
\ o

| >
\, \ N 2
-
O
o
= o
Te
—
¥e)
-
°
Q.
v
-
o
- = =
1
¥e)
—
e
w
e S
: Q@ E
Q5 S
- ~
W SD.W.
— em.mm
_.mws

Random




)
e
S
o,
d=
LL]
@)
=
Y4
O
g
e
e
<

600 -

N High

\\\\\ssssmsx s..s__s..\.s_.w,\.\.\ v.\»wws'ss// / m

& Medium

500

7 Low

400 -

M \\

s\ YAV rridddddde

300

/78—

VY Yy -

200

b A

Sawd
-
ol i

un

Iy -

N
M~
-
T
>
o
-
O
o
= o
O
—
¥
-
°
o
vV
-~
o
- = =
wn
¥e)
—
.”e)
w ©
e
: Q@
Q5 S
=) =
W SD.W.
— em.mm
_.mws

Random




Attacking Efforts
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Preliminary Mitigating Method

—Dynamic thermal-aware load balancing

* Consider the thermal conditions and physical locations
of servers

—Robust anomaly detection at chip and server levels
— Cost-etfective sensing solutions

—Proactive thermal management on rack and data

center levels
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Summary

— Reveal a new vulnerability of reduced cooling redundancy.

* Root cause: aggressive cooling saving policy and power-
oversubscription

— Conduct testbed experiments and data center level simulation.

— Discuss mitigating methods.
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