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User-Review Social Networks

Yelp: Search restaurants in San Diego
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Reviews in User-Review Social Networks (URSNs)
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We used BBQ Boss as our caterer for a 40th bday party at Mission
Brewery. The food was amazing! What a value. | highly recommend using
BBQ Boss to cater your event. They were extremely easy to work with and
able to provide (at minimal cost) a rack that keeps food warm. We ordered
5lbs of the brisket and the mac n cheese. They were both gourmet quality!
Not exaggerating. The meat fell apart and was so well seasoned it didn't
need any salt, pepper or bbg sauce. The Mac n cheese had high quality
cheeses and a hint of gruyere. | was blown away.

Top notch. Consider them for your next catering event. Excellent value,
quality and service. | highly recommend.

tripadvisor

CasoWard

©@@@® Reviewed 6 days ago [ via mobile

Oceana Champagne Brunch

The food, the service, and the ambiance are all amazing! Chef Marcus was very friendly
and served up some delicious sunset oysters. Chef Charl served us the BEST sushil Adry
was our server! She always made sure our mimosas were full. Carina, another sever,
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88 Ordered Online with Yelp

Great sandwiches. Good value. We were headed for the beach and
decided to order our picnic for pick up. Sandwiches were very tasty and
for $5-$8 a piece they were a good deal because they were massive. |
highly recommend.

San Diog,
California was... More
)
i Thank CasoWard
©@@©® Reviewed 4 weeks ago
A Magical Christmas!
After getting married here in May, we returned at Christmas and it was again, an amazing
ytoms Vi KYIe,one ofthe managers in reservatons, s absolutely THE BEST!! Ho aways goes
sparkytom
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out of his way to make sure our visits to the Catamaran is nothing... More

e

-
-

neal fager :
6 KT ’
%k Kk ok 1A

I've only eaten there twice but both times it was
Some of the Best Food I've ever eaten in my life!

| will definitely be going back many times, and
probably trying everything on the menu!

The views are also great because lts right on ... ¥{&
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% 1 check-in

I'm definitely a Fan! Well worth the wait. The line actually
went by pretty quick. | like that you order once you get to
the cashier, by the time you get there you already know
what to order. After that, you just seat yourself to a vacant
table.. and within minutes you will get buzzed to pick up
your delicious ribs.

We got the huge beef ribs with two sides, enough to share
for two. Ribs were amazing, along with our colossal Orion
rings..

Will definitely comeback here!

See all photos from Maricel J. for Phil's BBQ
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©@@@® Reviewed January 4, 2018

Elevating the SD Experience!

This was our first trip to San Diego, ideally located on Bay and minutes from the Beach.
The views were Spectacular from our suite, | would recommend this resort without
hesitation. The dining experience was Awesome, (Tip: sit at the cold bar at Oceana,
Chef... More
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@@@®® Reviewed December 4, 2017

A peaceful paradise

Me and my husband are from Israel and we were traveling to USA in October 2017. As a
part of our trp, we went to San Diego and took 1 night in this hotel. The service personnel
were very kind and professional, always smiling to you. Our room was in the 2nd floor in
tower with the garden view. It was great to wake up in the morning with such a wonderful
and peaceful view. We loved the nature in that hotel with a big lake surrounds it. It was
great to have

a direct exitto beach from this hotel. You can take there a sailboat, kayak of just relax by
the ocean as we did. We also liked the poll and jacuzzi

which was pretty big. In the evening we went to hotel restaurant "Oceana”. The food was
great, the service and the whole atmosphere was amazing. With the torches on all over
the restaurant, palms, plants and colorful ducks gets out occasionally from the lake by our
side, we felt like we were in tropical forest which was so relaxing. We were only sorry that
we couldn't stay there more days since we had to continue on our trip. But for those who
want to take a few days vacation, this is definitely a wonderful place

o stay.

Show less.

Stayed: October 2017, traveled as a couple
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Ask lovmar22 about Catamaran Resort Hotel and Spa
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The individual that greeted us was a guy who was at
best brisk and at worst moderately rude. He did seat
us quickly and the seating was quite nice. His
manner was horrible.

Food was good not great clam chowder was
exceptionally ... i¥1&
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Good food and even better view! The food and drink
offering, along with the staff, is above average but |
typically only eat at World Famous if | am taking a
friend or family member that is visiting SD to
experience a meal with an ... 1¥{§
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Sybil Attacks in URSNs
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n MarketWatch: Yelp s{eems 20 : of user reviews ‘suspicious
6 1,541 |W320( 151 | 3-8 55|

FT Financial Times:  LripAdvisor fined in Italy over false reviews

Online travel website to challenge €500,000 penalty

@ Phoenix Finance: |Dianpingldeleted 6 million fake
reviews in half a year.
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Examples of fake reviews

Which one is the fake review?

Review 1

Review 2
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Examples of fake reviews
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A New Type of Sybils

Elite Sybil users consist of two kinds of users.

1. Sybil accounts creating reviews not belonging to Sybil tasks to mimic benign users.
2. Accounts owned by benign users, but occasionally fulfilling a Sybil task to get the payments.
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ELITE SYBIL ATTACKS  Sybil Organization Architecture

Customers (or Overhyped stores)

Stores want to boost their scores rapidly. Customers
(Overhyped Stores)

Agents

I

I
Agents are responsible for accepting tasks | /

from customers and launching campaigns. |

I

I

Leader LeaderJ Leader] 00000
Leaders — —— _,AN ___________ i

Leaders take charge of recruiting workers O () (I_j (-P (-P Workers @ Regular Sybil Account
and distributing tasks to workers. & & / \
@ ® 00

/
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@ Elite Sybil Account

Elite Sybil workers

Elite Sybil workers are internet users post
fake reviews for profit.



ELITE SYBIL ATTACKS

Customers (or Overhyped stores)

Stores want to boost their scores rapidly.

Agents

Agents are responsible for accepting tasks
from customers and launching campaigns.

Leaders
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fake reviews for profit.
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ELITE SYBIL ATTACKS
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ELITE SYBIL ATTACKS

Customers (or Overhyped stores)

Stores want to boost their scores rapidly.

Agents

Agents are responsible for accepting tasks
from customers and launching campaigns.

Leaders

Leaders take charge of recruiting workers
and distributing tasks to workers.

Elite Sybil workers

Elite Sybil workers are internet users post
fake reviews for profit.

Sybil Organization Architecture

Customers
(Overhyped Stores)

Q0 Q000

O b. ‘ @ .‘ ‘ ‘ ‘ @ Elite Sybil Account
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ELITE SYBIL ATTACKS Typical Workflow

Leader-supervised model

. : Sybil Workers Sybil Workers
The reviews generated by elite Laader Elite Svbil)  Leader Elite Svbil
Svbil workers o 1 ( s ) ® ( e )
/ SR O 0 1 o
R > wm ¥ : m
4 /3 4 % 1. Assign tasks
N R 2. Review content and pictures
& & 2.1. Review content
n Leader hands-on model = = 2.2. Permission
The content of reviews is provided by o g ) g 4. Check review quality

leaders. 5. Payment

The quality of fake reviews is strictly controlled!!!
Why do Sybil organizations put so much effort to control the quality of reviews?



ELITE SYBIL ATTACKS

Economic Factors

The payments vary with ratings of accounts:

TABLE 1. HIERARCHICAL REWARDS FOR (ELITE) SYBIL WORKERS

Ratings of Accounts | Rewards per Submission
O-star, 1-star $0.30
2-star $0.75
3-star $1.50
4-star $3.74

5-star, 6-star $5.98
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ELITE SYBIL ATTACKS

Challenges

Weak connectivity of User-Review Social Networks (URSNs)

Graph-based detection approaches may not work.

Highly adaptive and professional

Imitate real users in user profiles and review content.
Behavior-based detection approaches may not work.

D -

More active out of Sybil campaigns

Lower percentage of fake reviews in their posts.
Clustering approaches may not work.
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) ELISEDET Overview

) community petection L+ ) i [ e

Sybil Community Detection Graph Method
‘Undetected| “
User
Window

Participation Sybilness
Rate Score

‘ Campaign Window Detection

@ Elite Sybil User Detection

Elite Sybil
User
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) ELISEDET Overview

‘ Sybil Community Detection

‘ Campaign Window Detection

@ Elite Sybil User Detection

Undetected
User

Sybil
Community

Campaign
Window
Participation Sybilness

Rate Score

Elite Sybil
User
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) ELISEDET Overview

Challenge 1: Weak connectivity
Challenge 2: Professional fake reviews

‘ Sybil Community Detection

‘ Campaign Window Detection |
@ Elite Sybil User Detection ’
=

Challenge 1: Build the relation between users via collusive reviews.

Data Construct Louvain )

Undetected Sybil
User Community

Elite Sybil
User
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) ELISEDET Overview

Challenge 1: Weak connectivity
Challenge 2: Professional fake reviews

‘ Sybil Community Detection

‘ Campaign Window Detection |
@ Elite Sybil User Detection ’
=

Challenge 2: Use features irrelevant to user profiles and review content.
(community-based features, network features, content-free user features)

Data Construct Louvain )

Undetected Sybil
User Community

Elite Sybil
User
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) ELISEDET

‘ Sybil Community Detection

- ‘ Campaign Window Detection

_ @ Elite Sybil User Detection

Overview

Data Construct Louvain )

“Undetected Sybiin__
User Communit

Campaign
Window
v
Elite Sybil
Participation Sybilness User
Rate Score
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) ELISEDET Overview

I Community Detection - g Lo
Sybil Community Detection Graph Method

“Undetected Sybiin__
User Communit

- ‘ Campaign Window Detection

Window
\4
_@ Elite Sybil User Detection —
Elite Sybil
==
Rate Score
N

Challenge 3: More active out of Sybil campaign

Challenge 3: Use campaign windows to filter out the reviews irrelevant to Sybil Campaigns
23




a ELISEDET Build Relations between Users

N Collusive reviews

Posted by two users in a same store in a short time period A T with the same rating
(same goal).

a Collusive relation between users

|Collusive Reviews|

R(Uy,Uy) = : '
(U1, Uz) |Reviews of U;| + |Reviews of U, |

AN N N N :
R(Ul, Uz) — 5—+5 = 0.5
v 0O
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) ELISEDET

Detect Sybil communities in three steps:

Build Relations Louvain
between # Community
Users Detection

Build collusive relations
and construct graphs

Detect communities

- T8

'."?‘- ¥

Sybil Community Detection

- Classification -

—~ Community-based
Features

Network Features

Classify click farming
communities

7 &
¥

Benlgn

Sybi

Content-free User
~ Features
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m ELISEDET Campaign Window Detection

W1yl Sparse interval:

The number of weeks with at least one review is less than the number of weeks without any reviews.

m Iteratively find and delete sparse review intervals

ALGORITHM 1: Detecting Campaign Time Windows

Input: A list Lyeyicw, Whose item L ,eyier [2] denotes the number of reviews posted in %0 -
the ith week. Sparse review Campaign time Sparse review
Output: The start point [ and end point 7 of the campaign time window. P . — | — p sntme |, P . —
Initial: 25 interval window interval
1: 1 + 0;
2: 7 + length(Lreyiew) — 1
3: while (true) do 2]
4: I,y + find(left,1); {Find the first sparse interval I, ;/ from left.} &
50 Ly, + ﬁnd(mght r); {Find the first sparse interval I,. /. from right. } é 15
6: if (I’ = r and v’ = I) then {There is no sparse mterval} S
7: break; o
8:  endif 101
9. i (I, | < |+ .|) then {Choose the interval with fewer reviews.}
10: l«1U+1; 5 |
11:  else ,
12: r+—nr —1; .
133 end .if ’ 0 5 10 15 25 30 3'5 4'0 45
14: end while Tlme (weeks)

15: return [, r;

26



m ELISEDET Elite Sybil User Detection

Participation rate between users and communities

Just consider the reviews posted in Sybil campaigns.
N (k): the accumulated number of reviews posted C within the kth time window of community C.

N the maximum number of reviews posted within all time windows of community C.

Pc(k) = 11:[,%(53 Indicate the importance of kth time interval
Nuec = ZPo(k) + Nuec(k) Indicate the importance of reviews u posted for community C
Participation rate: PueCc = _lzvugc-”c , forany u € C, standardize with sigmoid function
1+ exp oc
m Sybilness
f(u) = Zpuec * Nuec Perceived likelihood indicating if a user is an elite Sybil user

C 27
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3} EvALUATION Detection Results
Dataset %};,{z}ﬁ%

32,933 stores, 3,555,154 users and 10,541,931 reviews dianping.com
Community

566 Sybil communities with 22,324 users and 144 benign communities with 5,222 users

Elite Sybil User

1. User u does not belong to any Sybil communities.

2. There is a community C and the user participation rate pyec is larger than 0.5 (average participation
rate in a community).

3. 12,292 elite Sybil users.
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3} EvALUATION

Dataset

Detection Results

X o B
dianping.com

32,933 stores, 3,555,154 users and 10,541,931 reviews

Community

566 Sybil communities with 22,324 users and 144 benign communities with 5,222 users

Elite Sybil User

1. User u does not belong to any Sybil communities.

2. There is a community C and the user participation rate pyec is larger than 0.5 (average participation

rate in a community).
3. 12,292 elite Sybil users.

TABLE III. BREAKDOWNS OF STORES
# Overhyped Percentage of

Type # Stores Store);p Overh engtores
Cinema 235 71 30.21%
Hotel 1,738 134 T71%
Restaurant 22,474 1,244 5.54 %
Entertainment 1,384 73 5.27 %
Wedding Service 320 8 2.50 %
Beauty Store 1,460 35 2.40%
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3} EvALUATION

Sybil Community

Elite Sybil User

Performance

Classifier Precision Recall F1 AUC
Decision tree 93.80% | 92.90% | 93.60% | 92.83%
Sﬂ’l 96.?4 % 96_5.47 % 99.45% 99.42%
GNB 94.21 7% 93.44% | 93.57% | 97.64%
KNN 96.75 % 96.47% | 96.50% | 97.45%
Ada boost 93.84 % 93.54% | 93.60% | 97.92%
Random forest | 93.16% | 94.01% | 92.99% | 97.42%

Type of users Precision

Sybilness top 1,000 users

93.80%

Random 1,000 users

90.70%
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User-level star ratings

Compared to regular Sybil users,
elite Sybil users have higher user levels.

100.0%

80.0%

o
o
o
X

40.0%

Percentage

20.0%

0.0%

Benign User

-

Regular Sybil Elite Sybil
Types of users

B MEASUREMENT Comparison with Regular Sybil User

Bl 6-star
B S-star
4-star
3-star
2-star
1-star
B O-star
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B MEASUREMENT  Relation between Communities and Stores
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Some Sybil communities provide services for
a huge number of overhyped stores.

Sybil communities y
* Overhyped stores

33



B MEASUREMENT  Relation between Communities and Stores
o,

Chain store

1. Except for red dots, other dots with
same colors are chain stores.

Lo 2. 12.37% of Sybil communities post fake
reviews for chain stores.

% £
o 2% e
®
o N
@ ®
-

Sybil communities
* Overhyped stores &
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) MEASUREMENT Case Study

30 L
[ [ [ ]
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User posting peI‘IOd Q e ® 0 e .
-— o O o [ J o o
cC 15 13 o o o
. . . -]
Elite Sybil users post fake reviews § . ..‘ o’ o7 o e o
periodically. g 0] ¢
Evading detection method basing on I O
. 5 e o o o o
posting frequency. e %o o
0le O ® o o O ° L ° o
oF o N\ A2 N » o P A
qp\b«”\ rLQ’\b('\ qpr\b(’\ qpl\b(”\ qp\b«’\ .-LQ'\D‘A(L qpl\b«"\ 'Lg\b(\ 10\6’0
Date

Reviews posted by Community 4559 in Store 4112200

35



) MEASUREMENT

The review spike

Three different Sybil communities posted
fake reviews in a store and caused the
review spikes.

Increase in the number of reviews.

# Reviews

Case Study

250 . :

' A

5.0

Store

Community 7677
i Community 7668
ZAVONE Community 7671

-

(42

o
1

-

o

o
1

4N
N I Y

Star-rating with all reviews
Star-rating without fake reviews

4

4.8

- 4.6

Score

L 4.4

- 4.2

- 4.0

2014-07-20 2014-09-08 2014-10-28 2014-12-17 2015-02-05 2015-03-27 2015-05-16

Date

Variation of star ratings and the number of reviews of a hotel
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) MEASUREMENT Case Study

250 L L L . : 5.0
Store - Star-rating with all reviews
Community 7677 - Star-rating without fake reviews
i Community 7668
ZAVONE Community 7671 4.8
Increase in rating ~
. : : : »
The reviews spikes lead to increases in < 150 | - 4.6 o
the rating of the store. -g 5
) O
o 100 - - 4.4ch
+H
50 - 4.2
0 , _L . : A A‘J..Lh__ 4.0

2014-07-20 2014-09-08 2014-10-28 2014-12-17 2015-02-05 2015-03-27 2015-05-16

Date

Variation of star ratings and the number of reviews of a hotel
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£ concLusion

Novel attack: Elite Sybil attack

Elite Sybil users are more spread out temporally, craft
better edited contents, but have fewer reviews filtered
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Elite Sybil Detection System: ELISEDET

J.faaf?zé?;fr“"i_“” Follow

Both highly effective and scalable as a standalone system i U S e e
e T e A
Measurement about elite Sybil users ﬁ;%
Elite Sybil have higher user-levels and deliberately control the posting time A
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