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Dangerous permissions are never granted without
user interaction

An app’s components cannot be accessed by other
unauthorized apps

cus per

formal verification: security properties



• Security analysis on custom permissions
revealed serious security vulnerabilities
(acknowledged by Google)

• Designed CUSPER which introduces
mechanisms for separating system and
custom permissions.

• Introduced a strategy for tracking
permission ownership.

• Introduced the first formal model of Android
runtime permissions and used it to formally
verify correctness of CUSPER.
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