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Abstract—We present an evaluation of usable security princi-
ples and patterns to facilitate the transfer of existing knowledge
to researchers and practitioners. Based on a literature review we
extracted 23 common usable security principles and 47 usable
security patterns and identified their interconnection. The results
indicate that current research tends to focus on only a subset
of important principles. The fact that some principles are not
yet addressed by any design patterns suggests that further work
on refining these patterns is needed. We developed an online
repository, which stores the harmonized principles and patterns.
The tool enables users to search for relevant patterns and explore
them in an interactive and programmatic manner. We argue
that both the insights presented in this paper and the repository
will be highly valuable for students for getting a good overview,
practitioners for implementing usable security and researchers
for identifying areas of future research.

I. INTRODUCTION

Three seminal papers are seen as the origin of the research
domain of Usable Security and Privacy. Zurko and Simon’s:
"User-Centered Security" [1], Adams and Sasse’s: "Users Are
Not the Enemy" [2] and Whitten and Tygar’s: "Why Johnny
Can’t Encrypt: A Usability Evaluation of PGP 5.0" [3]. All
argued that users should not be seen as the problem to be
dealt with, but that security experts need to communicate more
with users, and adopt user-centered design approaches. Many
studies have shown that it is worth making this effort because
design faults often lead to security issues or frustration among
users (e.g., [2], [3], [4], [5], [6]). From this, usable security
principles and patterns have been suggested to guide developers
in building usable and secure software systems. More recently,
researchers have argued that developers also need to be the
focus of usable security research [7], [8], [9], [10], [11] since
they are only human too and need as much, if not more,
help and guidance than end users, since any mistake they
make is amplified. However, the body of knowledge built up
over two decades of usable security research has not yet been
systematized in a way to give developers easy access to the
principles and design patterns needed to create usable and
secure software.

Fig. 1. Our tool facilitates the search of relevant principles and patterns in
various ways. One example is an interactive dependency graph that is build
upon interconnections derived from an evaluation of the present patterns.

Principles are general rules on the highest level of abstrac-
tion, which should be followed by a system’s architecture. In
contrast, patterns relate to concrete implementation problems
and provide actionable solutions on a lower level of abstraction.
Such a guidance is a crucial prerequisite in order to support
software developers with the information sources required for
implementing effective security [7]. Our research on usable
security principles and patterns reveals, however, that they are
scattered throughout the usable security literature and are very
inhomogeneous. This makes it difficult for non-specialized or
inexperienced developers to grasp and access that knowledge.
This also presents a problem for researchers since, as we will
show, certain areas of research are overrepresented while others
have received little attention to date.

This paper provides (1) the first systematic overview and
evaluation of usable security principles and usable security
patterns and proposes (2) a standardized way of representing
such knowledge. We identify (3) links and dependencies within
and between the principles and patterns which offers insights
into which patterns can help with which principles and what
principles are covered by which patterns. Finally, we offer the
community (4) an online repository (see Figure 1) that stores the
principles and patterns and allows users to explore them based
on our evaluation as well a full-text search, a dependency graph,
a tag-based categorization and programmable interfaces. We
hope this repository will be further extended by the community
and become a useful tool for students to get an overview
of usable security principles and patterns, for researchers to
position their work and identify areas where further work is
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