Proceedings
2018

Workshop on Decentralized loT
Security and Standards
(DISS)

February 18, 2018
San Diego, California

Published by the

Internet
Society




Internet Internet Society
: 1775 Wiehle Avenue
Society Suite 201

Reston, VA 20190-5108

Copyright © 2018 by the Internet Society.
All rights reserved.

This volume is published as a collective work. The Internet Society owns the copyright for this
publication and the copyrights to the individual papers are retained by their respective author(s].

Address your correspondence to: NDSS Program Manager, Internet Society, 1775 Wiehle
Avenue, Suite 201, Reston, Virginia 20190-5108, U.S.A,, tel. +1 703 439 2120, fax +1 703 326
9881, ndss@isoc.org.

The papers included here comprise the proceedings of the meeting mentioned on the cover and
title page. They reflect the authors' opinions and, in the interest of timely dissemination, are

published as presented and without change. Their inclusion in this publication does not
necessarily constitute endorsement by the editors or the Internet Society.

ISBN Number (Digital Format) 1-891562-51-7

Additional copies may be ordered from:

Internet Society

Internet 1775 Wiehle Avenue
. Suite 201
SOCletY R:,-I;?on, VA 20190-5108

tel +1 703.439.2120
fax +1 703.326.9881
http://www.internetsociety.org



Proceedings of 2018 Workshop on Decentralized loT Security and Standards (DISS)

Table of Contents

Organizing Committee
Program Committee

Smart Contracts

SOFIE: Secure Open Federation for Internet Everywhere
Arto Karila, Yki Kortesniemi, Dmitrij Lagutin, Pekka Nikander, Santeri
Paavolainen, Nikos Fotiou, George Polyzos, Vasilios Siris and Theodore
Zahariadis

SPOC: Secure Payments for Outsourced Computations
Michat Krdl and loannis Psaras

Usable Security for Decentralized loT

CloTA: Collaborative Anomaly Detection via Blockchain
Tomer Golomb, Yisroel Mirsky and Yuval Elovici

A Lightweight Authentication and Key Exchange Protocol for [oT
Abdulrahman Bin-Rabiah, K. K. Ramakrishnan, Elizabeth Liri and Koushik Kar

Reliable Collective Cosigning to Scale Blockchain with Strong Consistency
Bithin Alangot, Maneesha Suresh, Arvind S Raj, Rahul Krishnan Pathinarupothi
and Krishnashree Achuthan

Avoiding Gaps in Authorization Solutions for the Internet of Things
Stefanie Gerdes, Olaf Bergmann and Carsten Bormann

Standardizing loT Security

Standardizing IoT Network Security Policy Enforcement
David Barrera, lan Molloy and Heqing Huang

Distributed Security Risks and Opportunities in the W3C Web of Things
Michael McCool and Elena Reshetova

Exploring Security Economics in loT Standardization Efforts
Philipp Morgner and Zinaida Benenson

Practical Aspects and Attestation

Unifying Lightweight Blockchain Client Implementations
Damian Gruber, Wenting Li and Ghassan Karame

Practical Runtime Attestation for Tiny loT Devices
Stefan Hristozov, Johann Heyszl, Steffen Wagner and Georg Sigl

User-Centred Attestation for Layered and Decentralised Systems
Hagen Lauer, Ahmad Salehi, Carsten Rudolph and Surya Nepal



Organizing Committee

Carsten Bormann, Universitat Bremen
Dirk Kutscher, Huawei German Research Center
Michael McCool, Intel
Pekka Nikander, Aalto University
George C. Polyzos, Athens University of Economics and Business
Thomas C. Schmidt, Hamburg University of Applied Sciences
Matthias Wahlisch, Freie Universitét

Program Committee

Olaf Bergmann, TZ/
Thorsten Dahm, Google
Oscar Garcia-Morchon, Philipps
Raja Jurdak, CSIRO
Matthias Kovatsch, ETH Zurich / Siemens AG
Michat Krol, UCL
Barry Leiba, Huawei
Samuel Marchal, Aalto University
Jorg Ott, TU Munich
Oliver Pfaff, Siemens
Shahid Raza, RISE Research Institute
Elena Reshetova, Intel
Eve Schooler, Intel
Goran Selander, Ericsson
Mohit Sethi, Ericsson
Angelos Stavrou, GMU
Davor Svetinovic, Masdar Institute, Khalifa University of Science and Technology
Hannes Tschofening, ARM
Florian Tschorsch, TU Berlin
Christian Tschudin, University of Basel
Gene Tsudik, University of California, Irvine



