
OcuLock: Exploring Human Visual System for
Authentication in Virtual Reality Head-mounted

Display

Shiqing Luo∗, Anh Nguyen∗, Chen Song†, Feng Lin‡, Wenyao Xu§ and Zhisheng Yan∗
∗Georgia State University, Email: {sluo10, anguyen139}@student.gsu.edu, zyan@gsu.edu

†San Diego State University, Email: csong@sdsu.edu
‡Zhejiang University, Email: flin@zju.edu.cn
§SUNY Buffalo, Email: wenyaoxu@buffalo.edu

Abstract—The increasing popularity of virtual reality (VR) in
a wide spectrum of applications has generated sensitive personal
data such as medical records and credit card information. While
protecting such data from unauthorized access is critical, directly
applying traditional authentication methods (e.g., PIN) through
new VR input modalities such as remote controllers and head nav-
igation would cause security issues. The authentication action can
be purposefully observed by attackers to infer the authentication
input. Unlike any other mobile devices, VR presents immersive
experience via a head-mounted display (HMD) that fully covers
users’ eye area without public exposure. Leveraging this feature,
we explore human visual system (HVS) as a novel biometric
authentication tailored for VR platforms. While previous works
used eye globe movement (gaze) to authenticate smartphones or
PCs, they suffer from a high error rate and low stability since
eye gaze is highly dependent on cognitive states. In this paper,
we explore the HVS as a whole to consider not just the eye
globe movement but also the eyelid, extraocular muscles, cells,
and surrounding nerves in the HVS. Exploring HVS biostructure
and unique HVS features triggered by immersive VR content can
enhance authentication stability. To this end, we present OcuLock,
an HVS-based system for reliable and unobservable VR HMD
authentication. OcuLock is empowered by an electrooculography
(EOG) based HVS sensing framework and a record-comparison
driven authentication scheme. Experiments through 70 subjects
show that OcuLock is resistant against common types of attacks
such as impersonation attack and statistical attack with Equal
Error Rates as low as 3.55% and 4.97% respectively. More
importantly, OcuLock maintains a stable performance over a 2-
month period and is preferred by users when compared to other
potential approaches.

I. INTRODUCTION

Virtual reality (VR) technology is boosting exponentially.
The market size of VR has witnessed an increase of 178%
from 2016 to 2018 [51]. By interacting with head-mounted
displays (HMD), a user can enjoy immersive virtual content,
making VR become a new personal computing paradigm [33],
[55]. Due to the diverse applications of VR in entertainment,
healthcare, education, and military, sensitive data can be ac-

cessed via HMD. For example, credit card information is
often stored in HMD for the convenience of games and add-
ons purchase in VR App stores [38]. In medical applications,
patients’ CT scan models have been viewed in VR HMD to
assist the diagnosis of structural abnormalities on human body
[24]. Stimuli implying patients’ traumatic experience have
been displayed in VR during psychological exposure therapies
[54]. In military applications, pilots learn the operation of
top-secret aircrafts in VR simulator [46]. Protecting HMD
from unauthorized access thus becomes critical in guaranteeing
users’ experience and privacy in VR systems [52].

Unfortunately, VR computing is still at its infancy and
state-of-the-art HMD authentication methods suffer funda-
mental limitations in security. Recent systems have adopted
traditional unlock pattern, PIN, and graphical passwords in
VR through new input modalities such as remote controllers
and head movement navigation [36], [13]. Similarly, common
behavior biometrics such as head movement [28], [44] and
body motion [40] were also proposed to authenticate users.
However, all these systems expose the entire authentication
action to the public, making various attacks possible through
observation. For example, adversaries have successfully con-
ducted side-channel attacks by observing user input behavior
and inferring the virtual input [14], [30]. Since wearing HMD
blocks users’ real-world visuals and decreases their situation
awareness [17], the threat of observation-based attacks in VR is
significantly higher than that in traditional computing devices.

We envision an unobservable solution that utilizes the
distinctive human visual system (HVS) for VR authentication.
Since human eyes are fully covered by HMD without public
exposure, it is unlikely, if not impossible, for nearby adver-
saries to observe users’ eye activities and execute observation-
based attacks. While eye gaze biometrics have been used in
PCs and smartphones [41], [45], [47], [56], harnessing HVS for
stable VR authentication remains challenging. The error rate of
previous eye gaze based authentication is still high (e.g., EER
of 6.3% [45]) and the performance quickly degrades over time
[47]. One likely reason is that eye gaze pattern, as a behavioral
biometric, varies when a user attempts the authentication under
different cognitive states and such variability becomes more
significant as time passes by.

In this paper, we propose to explore the HVS as a whole
to build a stable and unobservable VR authentication system.
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We utilize the fact that in addition to the eye globe many
other components in the HVS such as the eyelid, extraocular
muscles, cells, and surrounding nerves conduct unique activ-
ities that can be triggered and sensed in VR environment. In
addition to the unobservable nature, comprehensive analysis
of the entire HVS in VR also enhances the authentication
performance. First, unlike prior eye gaze biometrics that only
focused on the movement of eye globe [41], [45], [47], [56],
considering the physiological characteristics of various HVS
components in the authentication can enhance the performance
stability since HVS biostructure is far less dependent on the
time-varying cognitive states of users. Second, some less-
intuitive features of HVS cells and nerves (besides traditional
eye gaze) not presented in physical reality can be triggered
by immersive VR content [39] and utilized to increase the
distinctiveness among users. These unique and temporally
stable features consequently improve the average error rate.

Realizing such a biometric authentication system for VR
HMD is non-trivial. While eye globe movement has been
captured by previous works using monitor-mounted eye track-
ers or high-resolution cameras in an illuminated open space,
we must trigger and measure low-level activities of HVS
components that are not clearly visible but uniquely presented
in dark VR environment. To tackle this challenge, we propose
an electrooculography (EOG) based HVS sensing framework
for VR. EOG measures the electrical signals resulted from
biological activities in the HVS and can characterize both
behavioral and physiological features of the HVS in VR
environment. Since the foam face cover of current VR HMD
has direct contact to eye sockets and their surrounding nerves,
we attach thin electrodes on the cover to measure low-level
HVS signals which are otherwise unavailable via eye trackers
or video cameras in the context of PCs and smartphones. We
also design a set of visual stimuli to trigger EOG signals that
manifest desirable HVS features.

Another challenge of the proposed authentication system
is that discriminative features must be extracted from the
comprehensive HVS data for efficient model training and
reliable authentication. Previous biometric systems [29], [19],
[7] trained a two-class classifier to differentiate the owner
and others, but a new model had to be trained for every
new owner. We propose a different authentication scheme to
remove the model training and owner enrollment overhead.
Specifically, EOG is first processed to recognize common HVS
activities and extract a suite of symbolic features representing
the behavior and biostructure of various HVS components.
Each feature of the input will be compared with that of the
owner’s record to generate a matching score. The matching
scores for all features are fed to a comparator to indicate if
the input matches the owner’s record. That way, we only need
to train one comparator and can use it for all future owners.

We validate the proposed authentication system, referred as
OcuLock, through extensive evaluation. During our evaluation
that involves 70 subjects and lasts for 2 months, we validate the
stability, security and user preference of OcuLock. In the secu-
rity analysis, the system achieves Equal Error Rates of 3.55%
and 4.97% against impersonation attack and statistical attack
respectively. The reliability study over a 2-month period shows
that the model can maintain a far more stable performance
than existing eye gaze behavior based approach. Moreover, the
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Fig. 1: HVS structure (left) and standing potential (right).

user study demonstrates that OcuLock is preferred over other
authentication approaches due to its convenience, security, and
social comfort.

To summarize, the contributions of this paper include:

• We propose an EOG-based framework to measure the
HVS as a whole for VR authentication, where visual
stimuli are designed to trigger the HVS response and
EOG is collected to characterize the HVS.

• We design a record-comparison driven authentication
scheme, where distinctive behavioral and physiologi-
cal features are extracted and accurate authentication
decisions are made.

• We perform an extensive evaluation of the proposed
OcuLock system including reliability performance of
the authentication, security analysis against several
attacks, and user study of VR HMD authentication.

II. BACKGROUND

A. Human Visual System

As shown in Figure 1, human visual system (HVS) is
primarily comprised of four components: eyelid, eye globe,
their surrounding tissues, and extraocular muscles, as well
as the bidirectional connecting pathways to the visual cortex
and other parts of the brain. The eyelid opens and closes
regularly to expose the cornea to the outside, giving vision
to humans. The eye globe absorbs incoming light through
the cornea (its outermost layer of tissues) and shines it on
the retina (its innermost and light-sensitive layer of tissues).
After the retina transduces the received images into electric
pulses, the connecting pathway delivers the pulses to the brain.
Conversely, the brain and the nervous system can also send
control signals to extraocular muscles, which contract or relax
to motivate the eye globe rotation and the eyelid movement.
For example, signals from the sympathetic nervous system are
received by eyes to trigger the reaction of alert [26].

Since the size, shape, position, and anatomy of the HVS
vary from person to person [21], these HVS components
and their daily interaction present unique features that can
distinguish people. The opening and close of the eyelid are of
different extent and speed due to the distinctive muscle strength
of HVS among people [1]. Similarly, the eye globe rotation for
each individual is only able to reach a limit determined by the
size and shape of the eye globe [53]. In order to transport
nourishing substances to the retina and remove wastes via the
connecting pathway, a layer of cells in the posterior part of
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the eye globe called retinal pigment epithelium (RPE) have
to conduct metabolism. The metabolic rate of RPE depends
on the activeness of cells, which is unique among individuals
[49]. Finally, the sympathetic signals transported to the eyes
show unique energy patterns dependent on the biostructure of
people’s sympathetic nerves [26].

Apart from the aforementioned physiological features,
HVS also involves voluntary movement that demonstrates
discriminative patterns. Eye globe typically has two basic types
of movement, where fixations are sessions when eyes maintain
a stationary gaze on a single location and saccades are sessions
between two fixations when eyes move in the same direction
quickly. The trace of fixations and saccades generates the scan-
path, which varies among people and is uniquely influenced
by individuals’ personal emotion and preference [41]. Since
immersive VR display triggers different eye globe movement
from traditional display [39], comprehensive analysis of eye
gaze could benefit the authentication.

Building on these facts, we conclude that HVS contains
unique physiological biostructure and voluntary movement to
authenticate VR users. While the eye globe movement was
individually used as gaze biometrics, we consider the HVS as
a whole in this paper to explore low-level visual activities and
the interaction among HVS components.

B. Electrooculography

Electrooculugraphy (EOG) measures the electric voltage
variance between two sensing positions on the skin near
human eyes [5]. The voltage variance is resulted from standing
potential (shown in Figure 1), a steady electric potential field
existing between cornea (positive pole) and retina (negative
pole). The standing potential is formed by transepithelial
potential (TEP), the difference of electric potential between
two sides of RPE cell membrane, which is originally caused
by the metabolism of RPE in the HVS.

As EOG measures the cornea-retinal standing potential that
exists between the front and the back of the eyes, it is closely
related to all major components of HVS. If the eye globe
moves from the center position toward one of the two EOG
sensing positions, this sensing position becomes closer to the
positive side (front) of the eye globe and the opposite sensing
position becomes closer to the negative side (back). Assuming
that the resting potential is constant, the recorded potential
between the two sensing positions is a measure of the eye’s
rotating angle [4]. Similarly, when eyelid moves, the electric
pulses generated by extraocular muscles cause a rapid rise
and drop of voltage in the eye area which can be detected
by EOG [1]. EOG is also able to measure the activeness of
RPE cells and sympathetic nerves as the standing potential
is highly influenced by the RPE metabolism and sympathetic
signal transportation. [49], [26]. Therefore, it is feasible to
exploit EOG to measure the characteristics of HVS.

III. PROBLEM STATEMENT

A. System Model

We assume a general VR viewing scenario as shown in
Figure 2. The system includes an owner and a VR HMD. The
VR HMD is equipped with electrodes to collect EOG signals.

Owner Attacker

Visual ChannelVR HMD

Fig. 2: A general VR viewing scenario.

The VR HMD analyzes the EOG data and compares it with the
owner’s record to make the authentication decision. The VR
HMD that processes EOG data and authenticates users cannot
be forced to run unintended code. The owner is enrolled to
this VR HMD during which she views the visual stimuli by
moving her eyes around. Templates of EOG records for all
enrolled owners are stored in the VR HMD. The enrollment
is a secure process.

The system involves a visual channel between the attacker
and the owner. The attacker can observe who is using the
HMD and thus know the identities of all enrolled owners. The
attacker can also visualize the owner’s head and body motion if
there is any. However, since the owner’s eyes and surrounding
areas are fully covered by the HMD without public exposure,
adversaries cannot observe the displayed content or the owner’s
eye movement without alerting the owner.

B. Threat Model

We assume a powerful adversary who has enough time
and space to freely perform attacks. As HMD is a detachable
device that can be unplugged and carried along, attackers
can steal the device and conduct attacks in another place.
Furthermore, many unauthorized purchases via VR HMD are
made by people who are known to the owners without ill
intent, e.g., their children [16]. We also assume that the
attacker has not installed malware in the HMD to monitor the
input. The attacker has not attached additional hardware to the
HMD to capture signals. We do not consider the attack that
requires nearby complicated device either, e.g., the attack using
an antenna near the target HMD to capture electromagnetic
emanations and infer user input. However, the attacker may
utilize other methods to indirectly obtain information related
to user input, e.g., by statistical attack. The objective of the
adversaries is to input EOG either directly or indirectly to the
VR HMD in order to bypass the authentication. We consider
the following types of attacks.

• Impersonation Attack: After observing the owners’
authentication action, the attacker puts on the HMD
and impersonates one of the enrolled users in the
system. The attacker then attempts the authentication
by providing her own EOG signal.

• Statistical Attack: The adversary obtains the statistics
about EOG signals for a population similar to the
victim owner. The attacker forges new EOG records
with the most probable feature values and then attempt
the authentication with a higher chance of success.
This can be done by observing the enrolled owners and
identifying a similar population, e.g., college students.
Then the attacker can let a target population attempt
the HMD authentication and collect a dataset of EOG
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Fig. 3: The architecture of OcuLock.

signals for record forgery. The forged record can be
fed to the VR HMD by connecting a voltage generator
or injecting the signal to the authentication code.

C. Design Goal

To protect the VR HMD in the above scenario, OcuLock
has the following design goals.

• Secure: OcuLock must be resistant to all of our
proposed attacks from adversaries when the HMD is
left unattended or stolen.

• Reliable: OcuLock must have small error rates to
prevent unauthorized access. The performance should
keep stable overtime to avoid the frequent update of
authentication biometric.

• Usable: The authentication process must be fast and
simple. The users should not wear additional sensing
devices besides the HMD. No credentials should be
memorized.

IV. SYSTEM ARCHITECTURE

In this section, we overview the proposed OcuLock system
and its authentication protocol. As depicted in Figure 3,
OcuLock is comprised of an EOG-based HVS sensing frame-
work and a record-comparison driven authentication scheme.

When a user claims her identity and attempts to access the
HMD, OcuLock renders VR visual stimuli on the screen. The
visual stimuli are designed to trigger unique HVS activities for
VR authentication. While the user is viewing the VR scene,
EOG signals are acquired through electrodes embedded in the
HMD. Various types of noise are filtered during the acquisition
to generate clean EOG signals.

Next, the EOG signal will be analyzed to detect key HVS
activities such as eye globe and eyelid movement by using
wavelet domain analysis. As a result, a trace of HVS activities
manifesting various features is produced. Finally, based on the
derived trace of HVS activities, the clean EOG is re-examined
to extract the biostructure and behavior features of HVS. The
extracted feature vector of the current attempt is compared
with that of the claimed owner. The comparison result for
each feature is fed to a machine learning model to determine
whether the current attempt is from the owner or an attacker.

V. EOG-BASED HVS SENSING

In this section, we introduce the EOG-based HVS sensing
framework proposed by OcuLock. Specifically, we design
visual stimuli to trigger EOG response in VR and then collect
clean EOG signals manifesting distinctive HVS characteristics.

A. Visual Stimuli Design

1) Design Principle: Without proper stimulation, users’
eye movement may be minimal and some HVS characteristics,
e.g., the extent of eye globe rotation, may not be manifested.
Hence, it is important to design visual stimuli to trigger desired
HVS activities.

In consideration of usability, it is important to keep the
stimuli simple and intuitive so that no special efforts are
required. The only instruction for OcuLock’s users is that
they follow moving objects using their eyes. Users need not
memorize any types of credentials during the authentication.
They also do not need to wear extra hardware or take off the
HMD. This level of user efforts is minimal and is consistent
with existing authentication methods, such as speaking for
voice recognition and typing passwords.

The procedure of stimuli design is as follows. First, three
typical types of eye behavior that trigger eye globe/eyelid-
level and cell/nerve-level HVS activities were identified [47]:
fixed-trajectory movement, free exploration, and involuntary
micro-saccades. Second, to elicit the behavior, we designed
Fixed-Route, City-Street, and Illusion, respectively, in a 2D
image form. Third, to exploit the powerful graphic rendering
techniques in VR, the 2D stimuli were converted to 3D.

All visual stimuli are displayed on the main viewport that
human eyes face when the HMD is put on. The viewing range
of the viewport is 90 degrees from left to right and 60 degrees
from top to bottom. Such a setting allows users to view all
elements of the stimuli by only rotating their eyes without the
need for head navigation [25]. The visual stimuli should also
elicit distinctive HVS responses so that OcuLock is able to
discover the uniqueness of each user in VR.

2) Visual Stimuli: We design three types of visual stimuli to
investigate their impacts on authentication results. In the Fixed-
Route stimulus (Figure 4a), we follow the principle of simplic-
ity and present a 3D spherical red ball changing positions step
by step from left to right and then from top to bottom in a
fixed trajectory. The ball stays at each intermediate positions
for a given time interval. We aim to study if such a simple
stimulus can trigger enough HVS response for authentication.
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(a) Fixed-Route; (b) City-Street; (c) Illusion.

Fig. 4: Three visual stimuli. (b) is a static scene while the other
two are dynamic.

By responding to this stimulus, all users will have almost the
same scanpath. However, the micro-saccades determined by
extraocular muscles [8] could be different among users. Since
the ball moves from one end of the viewport to the other, it
forces the user to rotate her eye globe as much as possible to
track the ball. The extent of eye rotation distance depending on
the eye globe size and shape is then triggered and collected in
EOG signals. As users also blink during the session, it provides
an opportunity to observe the extent and strength of eyelid
action [1]. Furthermore, the above eye response is triggered
along with low-level cell and nerve activities. Therefore, HVS
characteristics such as metabolism intensity and sympathetic
signal energy would be reflected.

The City-Street stimulus (Figure 4b) is a 3D model of a
street containing diverse elements such as buildings, vehicles,
billboards, and cranes. We aim to investigate how users re-
spond to static objects in a VR scene through this stimulus.
Since all objects are static, users will not follow any moving
objects. Instead, they will explore the VR scene freely. The
scanpath thus reflects the unique viewing interests and habits
of a user [41]. Similar to Fixed-Route, the low-level HVS
signals from cells and muscles can be triggered by the user’s
movement.

Finally, the Illusion stimulus (Figure 4c) contains nine
spinning vortexes, among which one special vortex is growing
larger and shrunk to its original size within a short time
interval. Each vortex takes turns to become the special one in a
fixed order (from left to right and top to down). By following
the expansion and shrinkage of the spinning vortexes, users
present a fixed scanpath but different low-level HVS data
as in Fixed-Route. The physiological features of eye globe
rotation can also be triggered since the vortexes cover the
entire viewport. Moreover, since spinning vortexes elicit more
micro-saccades and blinks [8], this visual stimulus is designed
to characterize fine-grained HVS actions and more cell and
muscle activities.

The benefit of the three visual stimuli is that they are
designed to trigger a set of physiological and behavioral
features of HVS. It is unlikely for adversaries to forge an
EOG record containing both similar scanpath and extensive
low-level HVS information.

B. EOG Signal Acquisition

1) Hardware Setup: We propose to measure the low-level
HVS activities through EOG [5]. By attaching thin electrodes
on the face cover of HMD and placing them in the appropriate

Fig. 5: Electrodes placement for EOG acquisition.

Fig. 6: The frequency domain of raw EOG signals. Various
types of noise can be removed by filters.

positions near eye sockets as shown in Figure 5, EOG measures
the electric voltage variance around eye areas. As shown in
the figure, we attach two electrodes to the outer edges of
eyes to collect the horizontal voltage variance and another two
electrodes to the upper and lower part of the right eye to collect
the vertical voltage variance. One more electrode is attached
to the forehead for signal reference.

We measure the variance detected by the two groups of
electrodes at a sampling rate of 200 Hz through two channels.
Each channel is equipped with an adapter which integrates
the voltage variance detected by electrodes into electrical
signals. The electrical signals are then digitized and the raw
EOG signals representing horizontal and vertical variance are
generated.

The proposed EOG-based sensing enables the measurement
of HVS signals that are otherwise unavailable in previous
systems capturing high-level eye gaze patterns. Due to the
miniature nature of electrodes, users will not be burdened
by the weight of the extra hardware. In fact, EOG sensors
have been embedded in commercial smart glasses, e.g., JINS
MEME, to sense eye activities [32]. More importantly, the
collected EOG signal is a time series that can be processed
and analyzed without high computation overhead.

2) Noise Removal: After the raw signals are collected,
OcuLock removes various types of interference from the
horizontal and vertical EOG and generate two clean signal
components, EOGh and EOGv , for further authentication
analysis. The measured raw electrical signals contain DC bias,
power-line interference, and electricity generated by neurons
and muscles when subjects move their head and body during
EOG collection. As illustrated in Figure 6, since each type
of noise is of a specific frequency, we remove them using
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(a) Fixed-Route, EOGh (b) Fixed-Route, EOGv

(c) City-Street, EOGh (d) City-Street, EOGv

Fig. 7: EOG signals of two users are distinctive.

filters. The DC bias has a frequency lower than 0.05 Hz. The
frequency of power-line interference is around 60 Hz. As for
noise from head and body movement, its frequency is much
higher than the frequency bands of EOG signals that is between
0 to 35 Hz. Therefore, OcuLock applies a bandpass filter to
pass frequencies between 0.05 and 35 Hz.

3) Sample EOG Data: In order to validate the feasibility
of EOG-based HVS sensing, we conducted a pilot study to
investigate the EOG of different VR users. To obtain EOG
signals containing enough information, we carried out two
experiments with the Fixed-Route and City-Street stimuli,
respectively. The detailed experiment setup is consistent with
the main evaluation and will be elaborated in Section VII.

We show the noise-removed horizontal EOG, EOGh, and
vertical EOG, EOGv , of two users in Figure 7. It can be seen
that the EOG signals of user X and user Y are significantly
different for both experiments in terms of both horizontal and
vertical EOG. Since we set users’ right side as the positive
pole for EOGh, a positive EOGh indicates users are looking
to their right. Similarly, a positive EOGv implies eyes looking
up. As shown in Figure 7a and 7b, users’ EOG signals achieve
a similar fluctuation trend but present distinct details in the
first experiment. This is because users followed an identical
scanpath while viewing the Fixed-Route. However, as EOG
is also impacted by other HVS interaction and biostructure,
the signals still present an obvious difference. For example,
different size of eye globe results in the different magnitude
of EOG when gazing at the same location. For the City-Street
(Figure 7c and 7d), users’ scanpath becomes different due to
the free exploration and their different areas of interest, which
makes the EOG signals more distinct. As we will show in
Section VI-B, in addition to the movements of eye globe that
are straightforward to visualize using the EOG, there are other
important features that can be extracted from the temporal
and frequency domain of EOG signals to characterize HVS

Fig. 8: Wavelet-transformed EOG marked with blinks (B),
saccades (S) and fixations (F).

activities and biostructure.

VI. RECORD-COMPARISON DRIVEN AUTHENTICATION

In this section, we introduce the record-comparison driven
authentication scheme of OcuLock. In particular, OcuLock
first analyzes the clean EOG to recognize a trace of HVS
activities including saccades, fixations, and blinks. OcuLock
then extracts HVS physiological and behavioral features from
the clean EOG by utilizing the activity trace and compare the
input with the owner’s record for authentication decisions.

A. EOG Signal Processing

1) Saccade and Fixation Recognition: As discussed in Sec-
tion II-A, saccades and fixations are the two basic movements
of eye globe that manifest many behavioral and physiological
HVS features. In OcuLock, we employ a wavelet transform
based algorithm to detect saccades and fixations in order to
assist the feature extraction. This algorithm is transplanted
from a prior study [5]. It can easily identify a signal segment
of specific shape and has been shown to achieve good perfor-
mance on eye movements recognition. A wavelet-transformed
EOG signal is shown in Figure 8. The segments of high EOG
changing rate (high eye rotation speed) appear as peaks or
valleys in the transformed signal. By applying a threshold thsd

(horizontal red dashed lines) and removing segments shorter
than 10 ms [11], saccades can be detected (marked with “S”).
Similarly, all segments between the thresholds thsd and −thsd

and longer than 100 ms are marked as fixations [31] (“F”).

To optimize the threshold thsd for our implementation, we
collected the ground truth of saccade and fixation for 50 EOG
records from 5 users and tested the algorithm performance
under varying thsd. By following the methodology in [5],
we inspected the EOG visually and identified 698 horizon-
tal saccades and 774 vertical saccades as the ground truth.
To evaluate the accuracy of the algorithm, we compare the
saccades recognized by the algorithm with the ground truth
and calculate F1 Score defined as follows,

F1 Score = 2 ∗
T P

T P+F P ∗
T P

T P+F N
T P

T P+F P + T P
T P+F N

(1)

where T P , F P , and F N are the number of true positive,
false positive and false negative, respectively. We investigate
the accuracy with the threshold varying from 0.01 to 0.05 in
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TABLE I: List of HVS features in OcuLock (“V”=Vertical; “H”=Horizontal).

Index Name EOG-based Calculation Category Component
1 Eyelid Close Speed Slope of EOG signal during blink close phase. Physiological V
2 Eyelid Open Speed Slope of EOG signal during blink open phase. Physiological V
3 Eyelid Stretch Extent Amplitude of EOG signal during blink close phase. Physiological V
4 & 5 Metabolism Intensity Arden Ratio (AR). Physiological H & V
6 Extent of Right Rota. Dist. Max amplitude of positive EOG/AR. Physiological H
7 Extent of Left Rota. Dist. Max amplitude of negative EOG/AR. Physiological H
8 Extent of Up Rota. Dist. Max amplitude of positive EOG/AR. Physiological V
9 Extent of Down Rota. Dist. Max amplitude of negative EOG/AR. Physiological V
10 & 11 Sympathetic Energy Wavelet transform amplitude from 0.05 to 0.5 Hz. Physiological H & V
12 & 13 Fixation Start Time Start time of fixation. Behavioral H & V
14 & 15 Fixation Duration Duration of fixation. Behavioral H & V
16 & 17 Fixation Centroid Average EOG amplitude during a fixation. Behavioral H & V
18 & 19 Saccade Start Time Start time of saccade. Behavioral H & V
20 & 21 Saccade Duration Duration of saccade. Behavioral H & V
22 & 23 Saccade Location 5-point sampling of saccade path. Behavioral H & V

Fig. 9: Saccade/fixation (left) and blink (right) detection algo-
rithms can be optimized by seeking the best thresholds.

50 steps. As shown in Figure 9, the algorithm achieves the
highest F1 score when thsd reaches 0.036. We therefore select
it for saccade and fixation recognition.

2) Blink Recognition.: As the biostructure features of the
eyelid are only presented when the eyelid is moving, i.e.,
during a blink, we need to recognize all eye blinks before the
feature extraction. A blink is the rapid closing of the eyelid
accompanied by a rapid eye globe rotation. In the wavelet-
transformed domain, the vertical signal component appears as
a signal peak followed by a signal valley [5] without a long
interval. Hence, blinks can be recognized by first applying two
thresholds to the transformed EOGv to identify segments as
peaks or valleys, i.e., thbd and −thbd (two horizontal green
dashed lines). An interval threshold tht is then adopted to
drop those segments that are successive saccades. As shown
in Figure 8, the segment marked with “B” represents a blink.

To optimize the thresholds for OcuLock, we identified 359
blinks as ground truth from the same set of EOG records
mentioned above. We compared the recognized blinks with
ground truth across varying thbd from 0.01 to 0.08 (in 70
steps) and different tht (50, 100, 150, and 200 ms). As shown
in Figure 9, the algorithm achieves the optimal F1 score of
0.972 using thbd at 0.052 and tht at 200 ms, which are selected
for blink recognition.

B. Feature Extraction

In contrast to existing eye gaze authentication for smart-
phones and PCs with a high error rate and variability, OcuLock
explores the HVS as a whole and improves the performance

reliability by considering low-level HVS biostructure and
behavior. Given the trace of HVS activities recognized in
Section VI-A, we go back to the EOG signals and extract these
features. For example, based on the time interval of a blink,
we can derive the eyelid stretch extent by inspecting the EOG
amplitude during that interval. We first extracted a long list
of features. Then we tested the impact of removing each one
feature from the model. If the accuracy of the model remained
the same after we removed a feature, then this feature was
removed permanently. For example, the median eyelid close
speed was removed since it has duplicated effects as eyelid
close speed distribution.

The list of features is summarized in Table I. Most features,
e.g., eyelid close speed, have multiple samples because an HVS
activity, e.g., eye blink, can happen multiple times in an EOG
record. In this case, we store the feature as a distribution in
the form of probability density function (PDF). This unique
design enables OcuLock to capture a comprehensive view of
the feature compared to previous eye-based feature extraction
that generates a single scalar number for a feature. For features
with a single sample, e.g., metabolism intensity, we represent
them via a scalar number as well. We extract features from
both horizontal and vertical EOG signals except for the eyelid-
related features that are only extracted from EOGv . We
indicate this by “H” or “V” in Table I.

Physiological Features. Eyelid features decided by the
unique eyelid biostructure and extraocular muscles are ex-
tracted from the original EOG signal and the eyeblink trace.
Each blink is presented as a peak in the original EOG signal
(before transform), where upward-going signal indicates the
eyelid close phase and downward-going signal implies the
eyelid open phase. Hence, eyelid close speed can be calculated
by the slope of the upward-going EOG segment and eyelid
open speed can be computed by the slope of the downward-
going EOG segment. Eyelid stretch extent signifies the largest
extent the eyelid can move and can be represented by the
maximum amplitude of EOG signal during eyelid close phase.

As discussed in Section II-B, the metabolism intensity of
RPE, uniquely determined by surrounding cell conditions, can
be revealed by the values of standing potential [4] and thus
can be measured by EOG. We derive metabolism intensity
by calculating the Arden Ratio. Arden Ratio is of positive
correlation with the RPE metabolic rate and has been used
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