We collect and study over 2 million phone calls to

uncover more than 1,000 robocalling campaigns

that are currently operational in the wild.
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INTRODUCTION

Automated phone calls, or Robocalls, are a
menace with no solution in sight

We collect data from the real-world telephone
network to characterize robocalls

Our findings highlight the need for stronger and
more robust techniques to combat robocalls In
modern telephone networks

METHODOLOGY

Using 66,000 inbound telephone lines, we deploy
the largest academic telephony honeypot

We systematically collect call signaling data, Call
Detail Records (CDR) and call audio

We apply robust audio fingerprinting techniques for
robocall campaign identification and clustering

Our approach of campaign clustering using audio
fingerprinting is immune to caller ID spoofing, can

identify campaigns  operating in  different
languages, and is independent of transcription
accuracy

RESULTS

We identify over 1000 robocalling campaigns that
are currently operational

Our approach identifies campaigns operating In
different languages (English, Spanish, Mandarin)
We uncover a large-scale SSN Fraud campaign,
which is the 5% largest campaign in our honeypot
We observe that caller ID spoofing is rampant
among adversarial robocalling campaigns

Number of Calls 2,003,000 +

Received
Number of Calls 60,000 +
Recorded
Duration of Study 10 Months
Number of Inbound 66,606
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I. EXTENDED ABSTRACT

Spam calls and automated phone calls, also called robo-
calls, are a rampant problem in the United States with no
solution in sight. Such a growing problem calls for a thor-
ough understanding of how adversaries operate in the phone
network. An in-depth characterization is crucial to develop new
and more robust mechanisms to combat adversarial telephone
campaigns in the real-world. Unlike the Internet, telephone
networks have well-guarded network boundaries which makes
it challenging to observe how adversaries operate. As part of
our research, we develop and maintain a large-scale academic
telephony honeypot [4], [5], [3], [2], [1] to characterize un-
solicited phone calls in the modern telephone network. We
uncover some of the largest fraudulent campaigns which are
currently operational in the real-world and systematically study
multiple strategies used by such campaigns to target the users
of the phone network.

Telephone
Network
Honeypot

(Asterisk)

Generate
Fingerprint

&—)

Record
AUdID
' Transcription|
Framework
SIP Logs
and CDR

Fig. 1: Data Collection and Data Processing Sequence
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As part of this ongoing research project, we deploy a
telephony honeypot with over 66,000 phone numbers. A high-
level architecture of our honeypot and the associated subsys-
tems are show in Figure 1. Using our honeypot, we collect
call signaling information, call audio and Call Detail Records
(CDR) of unsolicited calls made to the phone numbers mapped
to our honeypot for over 10 months. A study that spanned
over multiple months allowed us to observe the temporal
characteristics of unsolicited phone calls in the real-world and
evaluate the effects of answering such phone calls.

We observe that the call volume of unsolicited calls made
to our honeypot is largely stationary. We normalize the number
of calls received per day by the number of active inbound lines
configured for a specific call treatment — answer a call or reject
a call. We track the call volume of various groups of numbers
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which have different history (new unassigned numbers and
previously assigned numbers) separately and the same is shown
in Figure 2. We report the scale of potential Voicemail spam
or Voicemail injection observed in our honeypot, which is a
mechanism for an adversary to reach a user’s voicemail with
minimal user interaction. We also report the scale of potential
Wangiri scams observed in our honeypot.
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Fig. 2: Stationary Call Volumne Distribution with some
Outliers in April 2019

To identify campaigns among the data collected in our
honeypot, we develop and apply audio-fingerprinting based
clustering techniques. Poor quality audio and audio with
background noise are challenging to transcribe accurately.
Despite such challenges, our clustering mechanism is capable
of identifying campaigns effectively, since we do not depend
on the accuracy of transcription. We also identify campaigns
which operate in different languages like English, Mandarin
and Spanish.

Using a combination of call meta-data, call audio and call
signaling information, we identify over 1,000 call campaigns
which range from benign advertisements to outright fraud. Our
audio-fingerprinting based clustering approach allows us to
group similar call audio into a cluster of calls. We further study
the operational characteristics of these campaigns and quantify
the scale of caller ID spoofing among these campaigns. We
observe that such campaigns predominantly operate during
working days and working hours, with the intention of tar-
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Fig. 3: Relative Size of Phone Campaigns
Top 6 Campaigns Labeled with the Campaign’s Intent

geting mobile phone users and numbers owned by businesses.
Such behavior is evident in the hourly and weekly call volume
distribution shown in Figure 4 and Figure 5. We quantify
neighbor-spoofing and other techniques used by adversaries to
deceive the end-users. Using statistical techniques, we estimate
the number of robocalling campaigns operating in the wild.

Campaign clustering allows us to quantify various tech-
niques used by individual campaigns. Figure 3 shows the
relative scale of various campaigns with the top six campaigns
highlighted based on the campaign’s intent. We study caller ID
spoofing and neighbor spoofing techniques employed by these
campaigns. After identifying active campaigns in the phone
network, we delve into certain campaigns as case studies.
Specifically, we look at a large-scale Social Security Num-
ber (SSN) fraud campaign and study it’s caller ID selection
behavior and highlight the temporal characteristics. We also
discuss campaigns that use Spanish and Mandarin languages to
target specific segments of users. We discuss the effectiveness
of existing mitigation techniques like call blacklists, Do Not
Call registry, STIR/SHAKEN etc.
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Fig. 4: Over 83% of Unsolicited Calls were Received During
Working Hours (Easter Standard Time)
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