Sharing Economy in Future Peer-to-peer Electricity
Trading Markets: Security and Privacy Analysis

Mehdi Montakhabi*, Akash Madhusudan', Shenja van der Graaf™,
Aysajan Abidin', Pieter Ballon*, and Mustafa A. Mustafa?T
*imec-SMIT, Vrije Universiteit Brussel
Timec-COSIC, KU Leuven
iDepartment of Computer Science, The University of Manchester
Email: mehdi.montakhabi@vub.be, akash.madhusudan @esat.kuleuven.be

Abstract—This paper performs business, security and privacy
analysis of emergent (peer-to-peer) electricity trading markets
where individual users (via smart meters) can trade electricity
with other users and market players in a (semi-)decentralised
manner. Firstly, a high-level overview of future electricity markets
is presented, and a comprehensive explanation is offered concern-
ing the evolution of the current (and future) actors regarding their
roles. Secondly, business model matrix analysis is deployed to
develop and discuss in detail four scenarios based on customers’
information ownership and citizens’ level of involvement. Lastly,
an analysis of security and privacy threats is performed which
leads to a specification of necessary requirements to mitigate such
threats. This paper provides and serves as a benchmark for risk
assessment and future design of secure peer-to-peer electricity
trading markets.

I. INTRODUCTION

Internet of Things (IoTs), which allow remote and decen-
tralised sensing and monitoring of various types of assets and
commodity, has been transforming various aspects of every-
day life such as transportation, home, health, energy, among
others [1]. It is considered to play an enabler role in sharing
economy [2]. Sharing Economy (SE) is a new paradigm shift
that moves away from the traditional business models where
there is a clear distinction between service providers and
consumers. It allows individual users to be service providers
themselves, i.e., it allows users to rent/share/trade their own
products, assets and services to other individuals on a peer-to-
peer (p2p) basis (with a third party acting as a facilitator) [3].
Example of such IoT devices in the energy domain are Smart
Meters (SMs) — advanced metering devices equipped with
capabilities of fine-grained electricity metering and two-way
data communication. Availability of such fine-grained metering
data makes possible the introduction of new electricity markets
— local or p2p trading markets that allow individual users
trade electricity with each other without (or with minimum)
intervention of third party service providers [4].

Although, p2p electricity markets are envisioned to be an
integral part of future electricity trades, there is still no clear
vision of how such markets will operate, what future scenarios
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will emerge, and what the (new) roles of existing (and new)
market players will be. Existing work are mostly focused on
finding applications for specific technologies in consider the
future electricity market [5] and build scenarios on the basis of
current trends, rather than established business model analysis.

In addition, such p2p electricity trading markets will re-
quire exchange of vast amounts of user data such as transaction
data (e.g., traded amount of electricity per trading period,
pricing, trading parties, etc.). Such data is highly privacy
sensitive as it could reveal users’ daily activities [6]. Existing
work already highlighted the privacy risks in local electricity
markets [7] (and SE systems in general [8]), however, the
analysis has only focused on a generic, rather high-level,
market without taking into account any emerging new roles
in such markets.

The novel contributions of this paper are two-fold.

e  First, it defines four p2p electricity trading scenarios
using business model matrix analysis to identify two
sources of uncertainty in future electricity markets:
levels of citizens involvement and type of customer
ownership.

e Second, it performs a security and privacy analysis
of these scenarios, highlighting the privacy risks,
specifying security and privacy requirements as well
as suggesting potential mechanisms to achieve these
requirements.

The paper is organised as follows. Section II provides
background and related work on electricity markets. Section III
gives details on the methodology used to build scenarios for
future p2p electricity trading. Section IV explains our proposed
four scenarios. Section V describes the threat model used and
performs security and privacy analysis of the proposed scenar-
i0s. Section VI specifies security and privacy requirements for
each of the scenarios. Section VII concludes the paper.

II. BACKGROUND AND RELATED WORK

Electricity trading is carried out in three markets, namely:
wholesale, balancing and retail market [9]. Wholesale markets
involve bulk electricity trading between suppliers (i.e. utility
companies) and generators of electricity. The balancing market
concerns (near) real-time electricity trading to ensure proper
functioning of the grid. Retail market involves electricity trade



between consumers and suppliers, including any electricity
generated by consumers (from their renewable sources) and
injected to the grid. Depending on the country, there is either
very low incentive for injecting electricity back to the grid
(UK) or no incentive whatsoever (Belgium) — another motiva-
tion for future p2p trading markets. A revamped trading market
for enabling p2p electricity trade would promote renewables,
which indirectly would also promote green energy usage.

There is already existing work on local electricity trad-
ing. A market enabling buyers to find sellers with optimal
supply and competitive prices was proposed by Yaagoubi and
Mouftah [10]. The best seller is determined using a modified
regret matching procedure. A market pricing electricity flow to
mitigate congestion was proposed by Vytelingum et al. [11].
Lee et al. [12] proposed a distributed market with sellers and
buyers placing independent offers/bids. Ampatzis et al. [13]
focused on a market for coordinating renewables. Their study
shows that uniform pricing derived from all supply/demand
bids increases revenues for users. A common approach taken
by all aforementioned studies is to enable users to trade their
excess electricity and show incentives that arise from facilitat-
ing such a trade. Mustafa et al. [7] enlisted the main functional,
security and privacy requirements of a local electricity market
where both users and suppliers are allowed to participate in
the market. Although our work bases its analysis on these
requirements, it considers a future p2p electricity market with
a wide variety of trading scenarios where new actors are
introduced and the present actors have an evolved role.

III. METHODOLOGY
A. Scenario Building

Despite different understandings of the meaning of scenar-
ios, scenario building has been a dominant method to explore
the future in advance. It has been extensively utilised in public
and private sector in the last 50 years [14], originally used in
military, then global-environmental and recently in financial,
industrial, and market-related applications. Forecasting on the
basis of probability is the prevalent technique utilised in public
and private sector. While the traditional approach was mostly
focused on finding the most probable happening in the future,
scenario building explores the sources of uncertainty and the
probable answers which can form the future [15]. While most
of the knows are related to the past happenings, all the deci-
sions are related to the future. It makes the studies about future
more based on conjectures rather than facts [16]. Scenario
building is a technique for studying possible futures to enhance
present decisions. By clarifying alternative futures, it enables
decision makers to have an overview of all possibilities in the
future, so they can attribute consequences to current decisions.

The scenario analysis is aimed to answer the following
questions. What would the electricity market look like in the
future in the case of p2p electricity trading? How the existing
roles change, disrupt, or disappear? Which new roles and ac-
tors emerge in the electricity market? and What opportunities
for sharing economy exist in the future electricity market?

B. Key Decision Factors for Scenario Building

To identify the most important uncertainties about value
creation and control issues in the future electricity market,

business model matrix is used. Two main categories, value and
control parameters, build the business model matrix. Elements
of this matrix are combination of assets, vertical integration,
customer ownership, modularity, distribution of intelligence,
interoperability, cost (sharing) model, revenue model, revenue
sharing model, positioning, user involvement, and intended
value. First of all, the elements of the business model matrix
are critically analysed based on sharing economy concept to
determine their relevance to our purpose of scenario planning
and to recognise the most uncertain elements in the future
electricity market. In order to make the number of scenarios
manageable, two main uncertainties are selected: customer
ownership and user involvement. Based on a set of interviews
with main stakeholders in the electricity market, these two
parameters are considered to have the most unpredictable
condition in the future. Scenario framework is constructed
based on the extreme possibilities for these key uncertainties
(described below). Figure 1 represents the elements of the
business model matrix. Ten to fifteen years’ time horizon is
selected, i.e., scenarios are developed for 2035.
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Fig. 1. Future scenarios based on customer ownership and user involvement.

1) Customer Ownership: Generally, it refers to which
market player is in direct contact with customers. For the
purpose of this study, customer ownership refers to the access
to the citizens’ information, especially their electricity produc-
tion/consumption. When discussing about a future market, it
is an important question to answer which actor is in direct
relation with customers. It is expected that every player tends
to occupy the nearest position to customers in a new market.
The winner to take the customer ownership is the actor that
can guarantee the value proposition in the service [17].

It is an important trade-off in business modeling to char-
acterise customer ownership as direct or intermediate. Direct
customer ownership is a situation where producers are in direct
contact with consumers, whereas in intermediated customer
ownership an intermediary is located between the producers
and consumers [18], [19]. The customer ownership in the
current electricity markets is indirect. Suppliers are in direct
contact with consumers, positioning themselves between the
producers and consumers. Due to scale considerations, it is not
cost-effective for consumers and generators to trade electricity
directly with each other. However, an increased number of
prosumers (consumers who can also generate electricity) who
(i) are not constrained to have large scale production capacity
and (ii) have the possibility to use storage devices (both



not possible for large scale power plants) makes technically
possible such prosumers to trade their electricity with their
fellows in a p2p trading structure.

Privacy threats stemmed from the high value of customers’
information in this specific market makes predicting the cus-
tomer ownership situation in the future electricity market
uncertain. Customer ownership is a serious dilemma in the
future electricity markets. The following two main questions
are worth considering regarding privacy threats of a direct
or indirect customer ownership. In a direct/indirect customer
ownership how privacy threats could be overcome? In an indi-
rect/direct customer ownership structure, who is a trustworthy
player to undertake the customer ownership?

2) Customer involvement: 1t is a defining factor in the suc-
cess of business models for value creation through a network
of actors with information ingredient involved. Activeness or
passiveness of citizens in value assignment to new services
has a crucial role in service innovation and the success of the
service [18], [20], [21]. Active citizens can play other roles
rather than just consumers in value networks. They can be a
source for new products and services through their level of
involvement [22]. The main trade-off in business modeling
to characterize customer involvement as high or low. It is
high when customers are actively involved and it is low when
customers behave passively in creating value through their
involvement in the value creation [18].

Citizens’ willingness to play an active role in trading
electricity or to behave passively is a defining factor from
the business model perspective. Whether consumers actively
participate in trading or they prefer to behave passively about
their electricity production and consumption is an influencing
factor which reflects itself directly on the technical aspects.

IV. FUTURE ELECTRICITY MARKET SCENARIOS

This section devises four scenarios for future p2p electricity
trading markets based on different levels of user involvement
and customer ownership, as discussed in the previous section.
First, we describe the key actors and emerging new roles in
future electricity markets, followed by scenarios description.

A. Key Actors and Emerging Roles

e  Prosumers: The role of a prosumer is a concoction of
a local electricity producer and consumer. Prosumers
have access to renewables (e.g., solar panels) that
produce electricity for them on a local level. They
can buy electricity from other prosumers in a p2p
electricity trading market or from suppliers in the retail
market.

e  Broker: This is an intermediate actor that facilitates
(i.e., supports prosumers to perform) trading in the
p2p electricity market. It has access to information
of all citizens participating in the trading market
and their transactions. It may share this information
with the distribution and transmission grid operators,
contributing towards balancing the grid. It is also
worth mentioning that the role of a broker can be
played by the grid operators.

e  Representatives: They manage their clients’ assets
(i.e., battery, solar panels, flexibility) and information
as well as represent them in electricity markets (in-
cluding the p2p market). In other words, they trans-
form passive citizen role to an active one. The role of
a representative could be played by an aggregator or
supplier.

B. Scenarios and Involved Actors

Based on customer involvement and customer ownership,
we can distinguish four different scenarios for future electricity
trading markets, as illustrated in Fig. 1. The four scenarios are:

S1  Direct peers: Active citizens and direct customer own-
ership, involving only prosumers.

S2  Direct customers: Passive citizens with direct cus-
tomer ownership, involving prosumers and represen-
tatives.

S3  Indirect customers: Passive citizens with intermediated
customer ownership, involving prosumers, representa-
tives, and a broker.

S4  Indirect peers: Active citizens with intermediated cus-
tomer ownership, involving prosumers and a broker.

1) S1 - Direct peers: Active citizens and direct customer
ownership: In this scenario (shown in Fig. 2), citizens are ac-
tively participating in the electricity trading. Active prosumers
get involved in the market to sell or purchase their electricity.
They directly contact and trade electricity with each other, so
they would have direct access to their fellows’ information.
Citizens have direct commercial relationships with each other.

SM  Smart Meter

Prosumer Prosumer

Fig. 2. Prosumers participate directly in p2p electricity trading.

2) 82 - Direct customers: Passive citizens with direct cus-
tomer ownership: In this scenario (shown in Fig. 3), citizens
are not actively involved in trading with each other despite
having the possibility to do so. Instead, their representatives
trade on the p2p electricity market on their behalf. As they
can directly trade electricity with each other (if they wish),
they would have direct access to their fellows’ information.
Citizens have direct commercial relationships with each other.

3) 83 - Indirect customers: Passive citizens with inter-
mediated customer ownership: In this scenario (shown in
Fig. 4), citizens’ involvement in trading electricity is low. They
cannot trade electricity directly with each other. Instead, the
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Fig. 3. Representatives for passive prosumers participate in p2p trading.

trade is facilitated by an intermediary party (i.e., broker) who
access the involved parties’ information in trading prosumers’
electricity. It is the intermediary party who is in contact with
the representatives of prosumers who act on their behalf.

R Representative
SM  Smart Meter

Fig. 4. Representatives for passive prosumers trade electricity via a broker.

4) §4 - Indirect peers: Active citizens with intermediated
customer ownership: In this scenario (as shown in Fig. 5),
citizens are actively involved in trading their electricity via
an intermediary. There is an intermediary party involved who
access the involved parties’ information in trading their dis-
tributed produced electricity by prosumers. It is the interme-
diary party who is in contact with consumers and prosumers.

SM  Smart Meter

Fig. 5.

Prosumers trade electricity with each other via a broker.

V. THREAT ANALYSIS

We describe our threat model, and then present an analysis
of potential security and privacy threats in the four scenarios.

A. Threat Model

External entities are malicious (or dishonest, or active):
they may eavesdrop on the communication between the inter-
nal entities, and may attempt to modify the data in transit to
learn confidential information about the communicating parties
or to disrupt the market. Prosumers are dishonest. They may
attempt to tamper with their metering data to gain financial
advantage. They may also cheat by impersonating each other
to gain market advantage, e.g., by means of influencing their
competitors’ bids. Representatives and the broker are semi-
honest. They follow the prescribed (protocol) rules, but may
attempt to learn more than what is allowed (by the protocol
transcripts). In our case, the transcript would be the informa-
tion that the representatives and the broker need to have about
prosumers for the electricity trading to take place.

B. Security and Privacy Threat Analysis

In [7], Mustafa et al. considered the following security and
privacy threats to a local electricity trading market.

e Impersonation: A malicious prosumer may imperson-
ate another prosumer to gain (financial) advantage.

e  Data Manipulation: A malicious prosumer may inter-
cept and modify the data sent by another prosumer to
either cause reputation damage or win a trade.

e FEavesdropping: A malicious market participant or
external entity may eavesdrop on the communication
between the market players to learn sensitive informa-
tion.

e  Disputes: Prosumers may dispute over the agreed upon
price or the volume of electricity consumed or traded.

e  Denial-of-Service (DoS): An external entity (competi-
tor or malicious supplier) may launch a DoS attack
(e.g., by targeting smart meters) to disrupt the market
operations.

e  Privacy Breaches: The information exchanged among
the trading prosumers can be privacy sensitive, as
it may contain the identity, address, the volume of
electricity sold or bought, etc. The amount of electric-
ity sold or bought can over time reveal some unique
patterns about prosumers or be correlated with their
actual consumption patterns, privacy of which should
be protected.

We refer the interested reader to [7] for details on these
threats. Unlike the analysis performed by Mustafa et al. [7], our
work does not consider information to be holistically available
in the local market, but rather only to the participants of a
particular trade operation. For instance, we assume that when
a prosumer sells electricity to a consumer, the information is
only exchanged between these two actors (or their represen-
tatives) and no external party should be able to access to it.
Nevertheless, all four scenarios are vulnerable to these threats,
as they are quite general.We next analyse whether any of the
four market scenarios (as defined in Section IV-B) is vulnerable
to additional threats. A common threat that persists in each
scenario is collusion between dishonest prosumers, as it might
lead to privacy implications such as learning information about



targeted households (prosumers), and financial gain although
there might be little incentive.

1) Threats in SI - direct peers: In S1, prosumers trade
electricity with each other in a completely p2p fashion. So each
prosumer has information about other prosumers with whom it
has previously traded. Since the trading market in S1 utilises
a p2p network, there are additional security threats, such as
blocking or throttling of the network traffic by a malicious
external entity. Although blocking of the network traffic can
be regarded as a DoS attack on the entire p2p network, we
differentiate it from a DoS attack a malicious prosumer mounts
on its competitors’ smart meters.

2) Threats in S2 - direct customers: In S2, prosumers are
passive and represented by third party representatives, who
trade electricity in a p2p fashion on their behalf. Prosumers
share their information with their representatives for them to
be able to buy or sell electricity for the prosumers. Repre-
sentatives are semi-honest, so they may use the information
about prosumers and their buying or selling history to deduce
even more, potentially sensitive, information about them. Rep-
resentatives may also attempt to target each other to be able
to attract more prosumers to represent. In this scenario, the
representatives can be a target of a malicious external attacker
as they have information about more than one prosumer.

3) Threats in S3 - indirect customers: In S3, representatives
of the passive prosumers trade electricity for them via a broker.
Since the broker has information about all prosumers partici-
pating in the trading market through their representatives, the
broker can be a single point of failure. Hackers may target the
broker to steal all prosumers’ information. Representatives can
also be an attack target for gaining more information about the
prosumers that they represent. Just as the representatives, the
broker can use the information it has about the prosumers to
glean more information about them than what is allowed.

4) Threats in S4 - indirect peers: In S4, prosumers are
active, but they trade electricity with each other via a broker.
Therefore, in this case the broker is the single point of failure.

VI. SECURITY AND PRIVACY REQUIREMENTS

Based on the threat analysis done in Section V, here we
define the basic security and privacy requirements for each
scenario. An assumption for each scenario is that the data
generated by smart meters is immutable and their hardware is
tamper-proof. Each scenario also requires collusion resistant
techniques to mitigate threats from colluding prosumers.

A. Requirements for all scenarios

Secure authentication is a requirement for each scenario as
the parties involved in the trading market can be sure about the
identities of their counterparts, hence mitigating impersonation
attacks. The threat of data manipulation in these scenarios
can be mitigated by using message authentication code or
digital signature to provide data integrity. Confidentiality is
required to protect against eavesdropping attacks. This could
be achieved with secure communication channels utilising a
strong encryption scheme. In terms of privacy requirements,
anonymity and unlinkability can be provided by requiring the
use of one-time pseudonyms (as in [23]) as well as anonymous
signatures enabled by using ring signature schemes.

B. Scenario-specific Requirements

1) Requirements for SI - direct peers: This scenario sym-
bolises the true p2p nature of local electricity trading, and
hence, is vulnerable to various network level attacks such
as Sybil and DoS attacks. Although secure authentication
mitigates the possibility of Sybil attacks to some extent, DoS
attacks pose a real threat, both from a malicious external
attacker, and a dishonest prosumer. A basic countermeasure
against DoS attacks is a strong firewall, but complex DoS at-
tacks require secure congestion policing feedback as explained
in [24]. Being a pure p2p scenario, disputes pose a real threat to
the availability of such a trading market. Hence, a decentralized
consensus protocol, such as proof-of-work which is used in
Bitcoin, is a way of ensuring consensus amongst thousands
of anonymous, unknown-to-each-other participants to the final
state of a network. Such a consensus mechanism is required
for dispute resolution as seen in various other applications
involving p2p trading or sharing [25], [26], [27].

2) Requirements for S2 - direct customers: In this scenario,
the responsibilities of representatives make them an easy target
for attackers, as they act as a single point of failure in terms
of the information they store about prosumers they represent.
Hence, each representative needs to have secure local storage.
A better alternative to storing data centrally is securely storing
data over distributed devices, enabled by technologies such
as IPFS [28]. From the perspective of a semi-honest repre-
sentative inferring information from data of prosumers, each
prosumer could be required to split their total demand/supply
over multiple representatives. Another approach could be to
request all prosumers aggregate their total demand and supply,
and act as a single group (as in [29], [30], [31]). This approach
would increase the anonymity set and make inference attacks
harder. Such groups would require a group signature scheme
in order to ensure non-repudiation of messages as a collective
entity. In terms of dispute resolution, to avoid the need of
trust between the prosumers and representatives, a distributed
privacy-preserving ledger (as ZCash [32]), is required to pro-
vides anonymity and confidentiality while ensuring integrity
for dispute resolution.

3) Requirements for S3 - indirect customers: The addition
of a broker, who has access to all trading information in the
market, poses a real threat to the security and availability in
this scenario. Hence, just like in the previous scenario, a secure
and distributed form of storage is required. IPFS [28] and other
protocols which behave similarly can solve the issue of the
broker being a single point of failure for information leak. DoS
attacks pose another serious threat in this market, although
techniques such as secure congestion policing feedback [24]
offer a promising solution to such threats. In addition, the
broker should not be able to infer any confidential prosumer
information from their bids/offers. As in the previous scenario,
prosumers could aggregate their supply/demand bids and pro-
vide only the aggregate bids to their representatives. As there
is no direct link between the users and the broker, and if the
representatives submit only aggregate bids to the the broker,
the broker should not be able to infer any user information.

4) Requirements for S4 - indirect peers: In addition to
requiring a secure distributed storage, this scenario enables
direct trade between prosumers with the broker acting as an
intermediary. Hence, in this scenario, the broker is capable of



doing inference attacks on the prosumers by analysing their
bids/offers. To tackle this issue, the broker should use secure
computation techniques such as homomorphic encryption and
multiparty computation (as in [33], [34]) to be able to perform
operations (e.g., bid-offer matching) in a privacy-friendly way.

Another way to prevent the broker from analysing the
prosumers’ bids/offers to breach their privacy is to use zero-
knowledge proofs (ZKPs). In this case, the prosumers would
encrypt their bids/offers and use ZKP to prove that the
bids/offers are encrypted correctly. Indeed, ZKP has been used
together with distributed homomorphic encryption in privacy-
preserving protocols for multi-agent auctions [35].

VII. CONCLUSION

In this paper, we first applied business model matrix
to identify the most important uncertainties in future p2p
electricity markets, and defined four different future electricity
market scenarios based on the level of user involvement and
customer ownership. We then performed threat analysis on
each of the defined scenarios. Furthermore, we specified a
set of security and privacy requirements for each scenario. In
future, we will use the specified requirements as a guideline to
design privacy-preserving protocols for the defined scenarios.
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