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Our framework identifies correlated records across multiple 
genomic data repositories in a privacy preserving manner.

Collaborative research 
produces more accurate 
outcomes and powerful 
statistics
Sharing of genomic data has 
privacy implications
It is crucial to perform sample 
relatedness as part of quality 
control

1. Introduction

Figure 1. General overview of the proposed framework.

A. Researchers coordinate to decide 
on the set of SNPs that will be 
shared with the server 

B. The generation of the metadata Mi

from the original dataset Di

C. Each researcher Ri sends their 
prepared metadata Mi to the 
server, which computes the 
pairwise kinship coefficients 
among all samples

2. Methods

95% kinship accuracy when the shared number of SNPs is m=500 and  the privacy 
coefficient =5

3. Results

Privacy risk consists of the server un-
shuffling the shared SNPs
We use a greedy algorithm to 
Iteratively match SNPs based on MAFs 
and SNP correlations
Power analysis based on hamming 
distance

4. Privacy Analysis

Figure 2. -
shuffling the shared SNPs in the metadata 
for different scenarios.

Efficient and effective privacy-
preserving technique to identify 
correlated samples across 
federated datasets
Fine tuning parameters to 
control the trade-off between 
the accuracy, privacy and 
computational load

5. Conclusion

Figure 3. Power of membership inference 
attack for different values considering 
various un-shuffling accuracy results
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