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Abstract

With the reduction of sequencing costs and the pervasiveness of computing devices, genomic data collection is continually
growing. However, data collection is highly fragmented and the data is still siloed across different repositories. Analyzing all of
this data would be transformative for genomics research. However, the data is sensitive, and therefore cannot be easily centralized.
Furthermore, there may be correlations in the data, which if not detected, can impact the analysis. In this paper, we take the
first step towards identifying correlated records across multiple data repositories in a privacy-preserving manner. The proposed
framework, based on random shuffling, synthetic record generation, and local differential privacy, allows a trade-off of accuracy and
computational efficiency. An extensive evaluation on real genomic data from the OpenSNP dataset shows that the proposed solution
is efficient and effective.
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Our framework identifies correlated records across multiple
genomic data repositories in a privacy preserving manner.
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e Collaborative research

produces more accurate
outcomes and powerful
statistics

+ Sharing of genomic data has
privacy implications

« Itis crucial to perform sample
relatedness as part of quality
control

A. Researchers coordinate to decide
on the set of SNPs that will be
shared with the server

B. The generation of the metadata M
from the original dataset D!

C. Each researcher Ri sends their
prepared metadata M to the
server, which computes the
pairwise kinship coefficients
among all samples
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Figure 2. The server’s accuracy in un-
shuffling the shared SNPs in the metadata
for different scenarios.

L 4. Privacy Analysis

 Privacy risk consists of the server un-
shuffling the shared SNPs

« We use a greedy algorithm to
Iteratively match SNPs based on MAFs
and SNP correlations

« Power analysis based on hamming
distance
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Figure 3. Power of membership inference
attack for different e values considering
various un-shuffling accuracy results

5. Conclusion

+ Efficient and effective privacy-
preserving technique to identify
correlated samples across
federated datasets

» Fine tuning parameters to
control the trade-off between
the accuracy, privacy and
computational load

The University of Texas
Health Science Center at Houston

T A | | Researv:rhrerr i Researcher j \
o B
: : I={rs2626245, ..., 16599770}
: : m=4
' )
\___©§ pi |
’ User1 0 1 0 1 0
v |User2 0 2 1 0 1
I
i User3 1 0 0 0 0
User4 0 0 0 1 0
MAF 0125 0375 0.125 02 0125
Shuffling & Synthetic Sample Addition
I={rs2626245, ..., rs6599770};
0={3,4,2,1;m=4,n"=1
Noise Addition (LDP Variant)
€=5
User1 0 1 1 0
User2 0 0 2 0
M | User3 0 0 0 1
Userd 0 1 o 1
SynUsert 1 v < 0 0
MAF 02 04 03 0.1

D
-
P

M [ Sen‘er (S)
e ==
( . _,‘ Identifies related individuals
AR ‘ across different datasets
ial l
o

Related IDs

Figure 1. General overview of the proposed framework.
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