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Abstract

Most blockchain-based cryptocurrencies suffer from a heavily limited transaction throughput, which is a barrier to their growing
adoption. Payment channel networks (PCNs) are one of the promising solutions to this problem. PCNs reduce the on-chain load
of transactions and increase the throughput by processing many payments off-chain. In fact, any two users connected via a path of
payment channels (i.e., joint addresses between the two channel end-points) can perform payments, and the underlying blockchain
is used only when there is a dispute between users. Unfortunately, payments in PCNs can only be conducted securely along a path,
which prevents the design of many interesting applications. Moreover, the most widely used implementation, the Lightning Network
in Bitcoin, suffers from a collateral lock time linear in the path length, it is affected by security issues, and it relies on specific
scripting features called Hash Timelock Contracts that hinders the applicability of the underlying protocol in other blockchains.

In this work, we present Thora, the first Bitcoin-compatible off-chain protocol that enables the atomic update of arbitrary
channels (i.e., not necessarily forming a path). This enables the design of a number of new off-chain applications, such as payments
across different PCNs sharing the same blockchain, secure and trustless crowdfunding, and channel rebalancing. Our construction
requires no specific scripting functionalities other than digital signatures and timelocks, thereby being applicable to a wider range
of blockchains. We formally define security and privacy in the Universal Composability framework and show that our cryptographic
protocol is a realization thereof. In our performance evaluation, we show that our construction requires only constant collateral,
independently from the number of channels, and has only a moderate off-chain communication as well as computation overhead.
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Honest: 
- Users update their channel honestly, 

e.g., Alice and Bob: 

Forced update: 
- If anyone, e.g., Alice, refuses to 

update, Bob simply posts !"#$
%

Scalability:
Problem: Permissionless blockchains have limited throughput

Payment Channels:
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Transaction rates
Bitcoin: ~10 tx/sec

vs.
Visa: ~10K tx/sec 

Bob sends 4 
coins to Alice

Alice sends 1 
coins to Bob

1. open
(on-chain)

3. close  
(on-chain)

2. update
(off-chain)

1. Scalability & Payment Channels 2. Payment Channel Networks 

3. Thora

4. Application examples 5. Discussion
- First secure multi-channel update scheme
- Atomicity and value privacy, constant timelock
- Proof-Of-Concept implementation: Compatible with Bitcoin and 

the Lightning Network
- Formally modelled and proved in the UC framework
- Enables new interesting applications
- Comparison with other payment channel schemes 
- Other challenges in Payment Channels: 

- Faster payments [3]
- Channels for more than payments [4]
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Scan me!

Exchange transactions off-chain, Blockchain for disputes.

Lightning 
Network [1]

- most popular 
implementation

- 80k channels
- 17k nodes

Accepted at 

ACM CCS ‘22

- Virtual channels [5,6]
- Allow users to go offline [7]
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Multiple payments, 
only 2 transactions 

on-chain.
Problem: Infeasible to open a payment channel to everyone
Solution: Link payment channels to network, pay if connected by path
However: Current schemes (e.g., Lightning Network) only allow path based 
payments

Question:
Can we update channels for any topology? 

Challenge:
Achieve atomicity & privacy!

Alice

Bob

Carol

Dave

Pay 5

Pay 5

Step 1 - “Pre-Setup”

Step 2 - “Setup”
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ϵB : 0.01

ϵD : 0.01

Bob creates

!"#$
-

ϵB : 0.01

ϵD : 0.01

Dave creates

- “Receivers” (Bob, Dave) create 
“enable payment” transaction 

 each. 

- Requires signature  of senders 
and themselves 

- Send  to all other parties.

!"#$

!"#$

- Alice and Bob prepare update above 

- Payment if a  is posted 

- Refund after 60min 

- Proceed with update: 

- Send “confirm” to all other parties 

- Carol and Dave do the same steps

!"#$

Desired properties:
Atomicity: Either all channels  
are updated or none
Value privacy: No-one learns  
about the value of updates ./!#0 12 3*( 4#/'()

5.6%

78.((#9:,,%
5

…

5.6-

5: Alice

5: Bob

5: Bob!"#$
-

ϵB : 0.01

ϵD : 0.01

!"#$
%

78.((#9:,,%
5

Alice: 15

78.((#92,,%
Alice: 20

Bob: 10 Bob: 10

update

Step 4 - “Finalization”

- Alice signs  and  

- Carol signs  and  

- They send  and  to 

Bob 

- And  and  to Dave 

- (Bob, Dave) reply with “ok” after 

receiving all signatures 

- After “ok” from all channels, move 

to next step
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Step 3 - “Confirmation”
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Alice Bob Carol Dave

Pay 5 Pay 5
Atomically

Setting

Why atomicity holds:
Step 2: Refunded after 60min, no 
payment if no  posted,  
requires signature (“ok”) of all 
channels 
Step 3: Alice and Carol only give their 
signature after all channels 
completed step 2
Step 4: Channels start updating only 
after all channels can post  
(forcing all payments)
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Crowdfunding Atomic Multi-Path Payments

Rebalancing Transaction Aggregation Problem [2]
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