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Abstract—Deep Learning backdoor attacks have a threat
model similar to traditional cyber attacks. Attack forensics, a
critical counter-measure for traditional cyber attacks, is hence
of importance for defending model backdoor attacks. In this
paper, we propose a novel model backdoor forensics technique.
Given a few attack samples such as inputs with backdoor
triggers, which may represent different types of backdoors, our
technique automatically decomposes them to clean inputs and
the corresponding triggers. It then clusters the triggers based
on their properties to allow automatic attack categorization and
summarization. Backdoor scanners can then be automatically
synthesized to find other instances of the same type of backdoor
in other models. Our evaluation on 2,532 pre-trained models,
10 popular attacks, and comparison with 9 baselines show that
our technique is highly effective. The decomposed clean inputs
and triggers closely resemble the ground truth. The synthesized
scanners substantially outperform the vanilla versions of existing
scanners that can hardly generalize to different kinds of attacks.

I. INTRODUCTION

Deep Learning (DL) backdoor attacks [24], [54] leverage
vulnerabilities in pre-trained models such that inputs stamped
with a specific (small) input pattern (e.g., a polygon patch)
or undergone some fixed transformation (e.g., applying a
filter) induce intended model misbehaviors, such as mis-
classification to a target label. The misbehavior-inducing
input patterns/transformations are called backdoor triggers.
The vulnerabilities are usually injected through various data
poisoning methods [10], [46], [50], [67], [68], [75], [76]. Some
even naturally exist in normally trained models [87], [88].

The attack model of DL backdoors becomes increasingly
similar to that of traditional cyber attacks (on software), and
in the meantime DL models have more and more applications
in critical tasks such as autonomous driving and ID recogni-
tion (for access control). Defending model backdoors hence
becomes a pressing need. Figure 1 shows the traditional cyber
attack model. Vulnerabilities exist in applications (e.g., due to
implementation bugs). The adversary exploits a vulnerability
by crafting a special input, e.g., an extremely long input to
exploit a buffer overflow vulnerability. The exploit could lead
to a wide range of damage (e.g., hijacking a system, leaking
information, and corrupting services). The adversary has no
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Fig. 1: Cyber attack

Fig. 2: Forensics

control of the execution environment of application on the user
side (the dotted box in Figure 1). He can only manipulate the
input to achieve his goal. Many inputs can be easily crafted
to exploit the same vulnerability. And vulnerabilities can be
patched by fixing bugs.

Analogously in DL backdoor attacks, vulnerabilities are
model properties such that (any) inputs can be transformed
in a specific way to exploit them. The process of crafting
inputs does not require access to model execution (on the
user side). The input crafting efforts are minimal as triggers
are known by the adversary beforehand (because he injected
them). In contrast, traditional adversarial attack [5], [7], [63]
usually requires much more computing efforts to generate
exploit perturbations. Some even do that on-the-fly. Moreover,
backdoors can be effectively removed by model hardening with
negligible model accuracy degradation [48], [51], [97], [106].
Model misbehaviors can have a lot of downstream ramifications.
For example, misclassifying a stop sign to something else could
have catastrophic consequences in an auto-driving system.

Forensics [11], [27], [28], [62], [101] is an important
countermeasure for traditional cyber attacks. As shown in
Figure 2, given attack instances (including the application and a
small set of exploit inputs), forensics techniques aim to identify
their root causes (e.g., the bug), assess damage, and provide
critical information to build vulnerability/malware scanners to
identify similar attack instances and similar bugs. They also
greatly facilitate attack prevention and program repair [44], [52],
[66], [96]. Due to the similarity of DL backdoor attacks and
traditional cyber attacks, we argue that forensics is an important
step in fighting against DL backdoor attacks as well. There
are existing efforts in detecting inputs that contain backdoor
triggers [15], [33] and recognizing, cleansing poisonous inputs
from training data using evidence collected from a few attack



instances [9], [21]. The former aims to decide if a given input
contains any backdoor trigger. Existing techniques usually
leverage the observation that such inputs manifest themselves
by having out-of-distribution values in the input or feature
space [15], [92]. The latter searches for a subset of training
samples such that training on the subset reduces the attack
success rate (ASR) to almost 0 without causing model accuracy
degradation. Februus [15] aims to cleanse individual trojaned
inputs by removing stamped triggers. It first identifies the trigger
in a given input using GradCAM [78] based on the assumption
that the classification output is dominated by the trigger area. It
then removes the entire trigger area and uses GAN to fill in the
space. These existing works focus on specific sub-problems in
forensics, inspiring a more comprehensive forensics workflow.
For example, backdoor input detection techniques can be used
to capture attack instances for downstream forensics analysis.

In this work, we propose a novel DL backdoor forensics
method BEAGLE (Forensics of Backdoor attack on deep
IEArninG modeLs for better defensE). Given a few attack
instances, each including the model and a few inputs likely
containing backdoor triggers, BEAGLE automatically decom-
poses each trojaned input to a clean input and a trigger.
The trigger could be a patch-like input pattern or an input
space transformation function. The decomposed clean input
should closely resemble the original clean input (which is
unknown to BEAGLE), and the decomposed trigger should be
very similar to the injected trigger (which is also unknown to
BEAGLE). The decomposed trigger will be able to flip a large
set of clean inputs to the same target label, if applied. This is
analogous to the root cause analysis stage in traditional cyber
attack fornensics. More importantly, BEAGLE will automatically
cluster these attack instances leveraging the decomposition
results such that each cluster denotes a specific type of backdoor.
It further summarizes each cluster to a set of distributions,
and automatically synthesizes a corresponding scanner to find
the same type of backdoor in other models. Note that the
instantiations of a type of backdoor on different models are
largely different. For example, different patch attack instances
(on different models) may have different patch shapes, sizes,
pixel patterns, and different positions to stamp the patches. It
is unlikely that we can detect other instances of the same
type of attack by simply stamping the raw decomposed
triggers produced by the forensics analysis. Instead, BEAGLE
abstracts the given instances such that other instantiations can
be detected. This is analogous to building vulnerability and
malware detection tools based on forensics results in traditional
cyber security.

Our method formulates the attack decomposition step as a
cyclic optimization problem. At the beginning, the decomposed
clean input and the decomposed trigger are of very low quality,
for instance, some random disintegration of the trojaned input.
The cyclic optimization ensures that any improvement on
the decomposed clean input leads to improvement of the
decomposed trigger, and vice versa. High quality decomposition
can be achieved when the process converges. We formulate
backdoor attacks in two mathematical forms: patching attacks
that induce localized input perturbations and transforming
attacks that induce pervasive perturbations. As such, the existing
wide range of different attacks can be modeled by different
coefficient distributions for the mathematical forms, allowing
us to achieve automatic categorization. The formulas and

their coefficient distributions are then used to synthesize loss
functions for scanners. A scanner determines if a model contains
any backdoor, without requiring any trojaned inputs, analogous
to a traditional malware/vulnerability scanner, which scans
without (exploit) inputs. Given a model to scan, the synthesized
loss functions are used to invert a backdoor trigger for the
model. If such inversion succeeds, the model is considered
trojaned. The inversion process essentially generates small input
perturbation patterns or transformation functions by gradient
descent based on the synthesized loss functions such that the
generated perturbation/transformation (i.e., trigger) can induce
model misclassification. Our contributions are summarized in
the following.

We propose a novel model backdoor attack forensics
technique that contains automatic attack root cause
analysis, attack summarization, and scanner synthesis.

Our root cause analysis features a new cyclic optimiza-
tion pipeline that can decompose a trojaned input to
its clean version and the trigger.

We propose to formulate existing attacks using two
mathematical forms such that different attacks become
different distributions of coefficients of the two forms,
enabling automatic attack categorization, and scanner
synthesis.

We evaluate our prototype BEAGLE on 10 popular
backdoor attacks, including BadNets [24], TrojNN [54],
Dynamic [76], Reflection [56], SIG [3], Blend [10],
Invisible [46], WaNet [68], Instagram filter [53],
DFST [12], and on 2,532 pre-trained models. We
demonstrate the benefits of forensics analysis by en-
hancing five existing backdoor scanning techniques and
comparing with an existing trojaned input decomposi-
tion method. Our results show that existing scanners
have substantial performance degradation when they
are used to scan attacks that they are not designed
for (e.g., from over 0.9 scanning accuracy down to
lower than 0.55), whereas the scanners synthesized by
BEAGLE can achieve 0.9 detection accuracy for all
these attacks, when only 10 trojaned input instances
are assumed for each attack during forensics and the
models under scanning are completely different from
the ones used in forensics. We also show that BEAGLE
can even improve existing scanners’ performance on
their targeted attacks by 9%-27% because although
they are fined-tuned for the targeted attacks, the
fine-tunings were done manually by their original
developers, whereas BEAGLE automatically synthesizes
scanners. Our experiments also show that the trojaned
input decomposition produces high-quality results. The
decomposed clean images are 22% more similar to the
ground truth than a baseline method Februus [15]. And
100% of them are correctly classified by the models,
compared to 38% by the baseline. Our decomposed trig-
gers achieve 96% ASR whereas those by the baseline
can only achieve 45%. Our ablation study, sensitivity
study, and adaptive attack show that BEAGLE has a
robust design.

Threat Model. Our threat model is similar to that in data
poisoning [10], [24], [54], [56], [68], in which the adversary
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has access to (and even own) the training dataset. Hence,
we do not focus on cleansing the training data. Instead, we
focus on the following scenario. Users observe a few unusual
misclassifications (through manual inspection or using trojaned
input detection tools). For example, when there is a new type
of backdoor attack, the attackers may use it to attack many
models (just like buffer-overflow is leveraged to attack many
software applications). We assume some attacker exploits one
of these vulnerable models and the attack samples are detected
and saved for forensics (analogous to the first time a buffer-
overflow exploit is detected). These samples, together with the
model, are submitted to security analysts that are equipped
with BEAGLE. In the meantime, the users provide a small set
of clean inputs (e.g., 100 per model) to facilitate the process,
which is consistent with the literature [25], [26], [34], [94], [95].
Besides the information provided by the users, the analysts
also have GANSs representing input distributions. This is a
reasonable assumption (consistent with the literature [6], [23],
[37]) as models used in real world applications follow physical
world distributions and there are high quality pre-trained GANs
representing such distributions. The analysts use BEAGLE to
analyze and summarize the reported attacks and automatically
construct scanners (analogous to synthesizing a buffer overflow
bug detector) that can scan other models to find other instances
of the same type of attack (e.g., patch attack). These scanners
can be used by any user on any model. Note that the same
type of backdoor may have largely different instantiations
on different models. One cannot directly determine if an
unknown model has a similar backdoor by directly stamping
the decomposed trigger by BEAGLE. It is possible that the
adversary injects backdoors that flip class A samples to class B,
and the two classes are very similar in humans’ eyes such that
attack instances cannot be correctly recognized in the first place.
Although it is debatable whether injecting backdoors in these
classes can benefit the adverary as their decision bounday is
already confusing, dealing with such attacks is beyond the scope
of our paper. A model may have multiple injected backdoors.
We assume all the trojaned inputs in an attack instance (used
in forensics) are exploiting the same backdoor.

II. MOTIVATION

We use a number of attacks to illustrate that backdoor
scanning using trigger inversion becomes ineffective if attack
specifics are unknown, in order to motivate backdoor forensics.

Trigger Inversion (Background). Trigger inversion is an
effective method in backdoor scanning. Readers familiar with
such techniques can skip this subject. Given a model and a few

(a) Victim (b) Inverted by NC (c) Ground-truth
Fig. 4: NC inversion of a universal polygon backdoor

clean images, trigger inversion uses optimization to identify
universal input perturbations that can flip the classification
results of the clean images to a target class. In Neural Cleanse
(NC) [94], the optimization aims to generate two vectors, a
perturbation vector and a mask vector. The former describes
value changes for individual pixels and the latter (i.e., values
in a range of [0,1]) describes if the changes should be applied
and how much is applied. For instance, a value 1.0 in the
mask vector means the corresponding pixel is fully replaced
by the value in the perturbation vector, a value 0 means that
the pixel in the original input is intact, and a value in (0,1)
means that the resulted pixel is a mix of the original and
the perturbation. Trigger inversion is hence described as the
following optimization problem.

argmin LpMppl mq x m tq;y,q S  m; (1)
m;t

where m denotes the mask vector and ¢ the perturbation vector.
M is the model, and y; a (potential) target label. The loss
function consists of two terms, the cross entropy loss and the
regularization loss. The cross entropy loss (L) aims to achieve
a high attack success rate (ASR) while the regularization loss
aims to reduce the mask size. Coefficient S controls the trade-
off of the two. At the beginning, S is small to ensure a high
ASR of the inverted pattern. Then NC gradually increases S
to find a small trigger.

NC decides that a model is trojaned if an exceptionally
small trigger (whose size can be computed from the mask) is
found for some target label to achieve a high ASR. ABS [53]
further enhances NC by adding a term to the loss function
that aims to achieve large activation values for a few neurons
that are determined to be compromised by the backdoor
through an offline analysis. There are other trigger inversion
techniques such as K-Arm [80], Tabor [25], DLTND [95],
and DualTanh [89]. They differ from each other by having
different loss function designs (for the specific attacks they
focus on). While they are all highly effective for the attacks they
tackle, they usually require the knowledge of attack specifics
for crafting the corresponding loss functions and selecting
the proper hyper parameters. In the following, we show that
inversion techniques effective for an attack may not be effective
for another attack.

Attacks. To demonstrate the challenge, we use the attacks in the
computer vision rounds of TrojAl and additionally the WaNet
attack [68] representing complex backdoors whose triggers are
hardly human perceptible. TrojAl is an ongoing multi-year and
multi-round backdoor scanning competition for Deep Learning
models, organized by IARPA [2]. It has finished nine rounds
by the time of submission, with rounds 1-4 for CV models
and rounds 5-9 for NLP models. In each round, benign models
(e.g., 500) are mixed with trojaned models (e.g., 500) and the
performer is supposed to detect the trojaned ones. A cross-
entropy loss lower than 0.348 (usually corresponding to 0.91
accuracy) is considered reaching the round target. It has 3



of the original NC (for the different attacks). Observe that it
only works well for the universal patch attack, achieving 0.88
detection accuracy. Figure 4 (b) shows the inverted trigger for
the universal attack in Figure 3 (b). Observe that it is very
similar to the ground-truth trigger, explaining its effectiveness.
However, the inverted triggers for other attacks are largely
dissimilar to the ground truths, demonstrating that the loss
function design and/or the hyper parameters are not suitable for
- . - - those attacks. The second row of Table | shows the results of the
(@) Victim - (b) Trojaned Eﬁ)ggle'ft'm +NC (ftj()erv {%rget ABS- original ABS. It works well for the universal patch attack and
the label speci ¢ attack. This is because it scans each label pair.
ABS has special support for lter type of triggers. Speci cally,
it models Iter as a linear transformation layer. Instead of
inverting the perturbation and the mask vectors, it inverts the
coef cients of the linear transformation. However, different
lters have different effects, which may not be universally
(e) Target ® |(b)-(a) (9) |(c)-(a) (h) |(d)-(a) represented by the same linear template. The third row of
Fig. 5: WaNet backdoor and its scanning results Table | shows the results of ABS- Iter. Observe that it works
well for the Nashville Iter, which is a Iter that simply changes

TABLE I: Performance of NC, ABS with two settings for values in a channel and hence can be modeled by a linear
patches and Iters respectivély directly stamping triggersfunctlon. In contrast, with the lter setting, ABS cannot detect
decomposed from éttack instanc’es BFAGLE, and scanners patch backdoors. None of these three scanners can handle the

synthesized byBEAGLE. For the trigger stamping method, we complex WaNet backdoor. Figure 5 (g) shows the inverted

select the best possible ASR separation boundary for eaéH'gger by NC for the model with the WaNet backdoor and (c)

type of attack (e.g., considering a model trojaned if any of theshows the input after applying the trigger. Observe that they are

: ; quite different from the ground truth. The trigger is so large that
decomposed triggers can achieve larger than 0.7 ASR). it is not distinguishable from large natural features in the target

Scanner Universal Label-specic Nashville Toaster WaNet class which can ip the classi cation result (e.g., Stamping a
NC 0.88 0.53 0.55 045  0.65 cat to any image likely ips that image to the cat class). As
Apes 0.9 0.83 0.68 0.58 065 such, NC does not consider the model trojaned. Figure (d)
- Iter 0.80 0.58 0.90 0.60  0.55 ) . . ,
BEAGLE Triggers  0.60 0.55 0.83 0.80  0.58 shows the image after applying the trigger lIter inverted by
BEAGLE Scanners  0.98 0.90 0.93 088  0.95 ABS- Iter and gure (h) shows the pixel level differences. The

different types of attacks in the CV rounds. The rst type is theNverted trigger has only 0.2 ASR such that ABS- Iter does
simple universal patch attack similar to BadNet [24], nin which not consider the model trojaned. Other trigger inversion based
triggers are usually small polygons with solid colors. Figure 3S¢anners such as [25], [26], [34], [55], [80], [95] have similar
(a) and (b) show a clean image of speed limit sign and itProblems, as shown in Section IV-B1.

trojaned version which is classi ed to a lock sign in (c). TrojAl A common strategy used by these scanners is to have a
models are mostly models classifying traf ¢ signs. An input gpecially designed loss function and parameter setting for each
image is synthesized by placing an arti cial traf ¢ sign on a gack and tries them one by one. A model is considered trojaned

real-world street-view background image. Different models areg any of the setting yields an effective trigger [2], [39], [53],
trained with different sets of signs and images. The images hav[%5] [80], [83], [105], [107].

a high resolution 224224. The second type is label-speci c

patch attack that only ips images of the victim class to the  Such a strategy is valid only if attack speci cs are known
target class. The third type is Instagram lIter attack, in whichbeforehandin the nished TrojAl rounds, the attack details

the trigger is an Instagram Iter (e.g., Nashville Iter as shown are given before each round of competition [2], such as

in Figure 3 (d)). There are also Lomo (e), Kelvin (f), Gotham trigger size range, type of triggers, the possible locations
(9), and Toaster (h) lters. Observe that compared to patclhey are stamped, etc. However, this assumption may not
attacks, Iter attacks are pervasive; different lters also havehold in real-world zero-day attacks.

different visual effects. Figure 5 shows a VGG16 model [82] : , , )

trained on ImageNet trojaned by WaNet [68]. WaNet useur Solution - Attack Foren5|cs.The main Challen_ge is that

a small and smooth warping eld (that twists lines) to inject different attacks compromise different parts of input space.
backdoor triggers, making the modi cation unnoticeable. FigureSUch subspaces may be very small. Trigger inversion is largely
(a) presents a victim image and gure (b) shows the trojanedjr'ven by the_gradlents of the Cross-entropy_loss funct|on._ When
version (classi ed to tench in gure (e)). It is hard for humans the compromised subspaces are small and isolated, starting from
to tell the difference between the two images. We highlight théh€ cléan input space, the gradients may not be able to provide

difference ( 3) in gure (f). Observe that the perturbations are v/id directions to the compromised subspad¢e overarching
camou aging themselves along object outlines. idea of our solution is to leverage attack forensics to reverse

engineer attack speci cs from a few attack instances (e.g., a few
Trigger Inversion Effective for One Attack May Not Be inputs with triggers causing misclassi cation), such as what
Effective for Another. For each of the aforementioned attacks,the trigger looks like and how it is injected. Additional loss
we mix 20 trojaned models with 20 benign models and applyterms can be synthesized based on the speci cs to change the
different scanners. The rst row of Table | shows the resultslandscape of the loss function such that gradients (of the new

4



images closely resemble the ground-truth clean images and
the decomposed triggers resemble the ground-truth triggers
as well. The last row of Table | shows the scanning results
using scanners automatically synthesizedBBAGLE. Here,
we use 3 trojaned models for each type of attack in forensics.
They are disjoint from the ones used in the scanning evaluation.
Observe that the scanners can now accurately detect the trojaned
models. In addition, directly using triggers reverse engineered
by BEAGLE to determine if a model has similar backdoors is
(@) Landscape of cross entrofly) Landscape with synthe- ineffective (due to different models have unique instantiations),

sized loss term as shown in row 4 of Table .
Fig. 6: Inversion loss landscape illustration with (a) the
landscape of cross entropy and (b) the landscape with the I1l. DESIGN

additional synthesized loss term. Tkey plane denotes an ] ] ) ] )
input feature Space and t|mxis the |OSS Va'ue_ The areas F|gure 8 I||UStI‘ateS the overview Of our teChanue. It consists
with the red plummets represent the input areas of the targé¥ three steps. The rst step isttack sample decomposition
class. In (a), the large plummet denotes the clean target sampldat decomposes an image with trigger to a clean image

and the small one the victim samples with the trigger. The bluéind a trigger. The second stepattack summarizatiotthat
areas denote the clean victim samples. extracts key distributions describing multiple attack samples,

which may be from multiple models with various backdoors.

loss) can guide trigger inversion to the compromised subspaceych distributions include trigger size and shape distributions,
Figure 6 illustrates the concept. It shows the landscapes @fansformation coef cient distributions, and so on. Note that we
two inversion loss functions with they plane denoting input 4o not require the attack instances belong to a single backdoor
features (e.g., encodings by some feature extraction modgpe (asBeaGLE will cluster and summarize them), although
andz the loss value. The left one is for the cross-entropy 10Sgve assume most trojaned inputs of a particular instance exploit
term in Eq. 1 and the right one is for the synthesized l0Ss tefmpe same backdoor. The third stepssanner synthesithat

by BEAGLE. Observe that when cross-entropy is used, fromgynthesizes loss function terms that can regulate the trigger
a clean sample in the blue area in (a), it is very difcult to  jpversjon procedure to detect backdoors of the same kinds. We

nd the universal perturbation (i.e., the trigger) that can movey| discuss the details of these steps in the following.
the sample to the small red area due to the rugged landscape.

The gradients point to the larger red area instead. In (b), b
performing forensics on a few given attack sampiles t,
X2" t, andxz t, a new loss term is synthesized that changes This step aims to decompose given attack samples, namely,
the loss landscape. Speci callBEAGLE can reverse engineer inputs with triggers, to their clean versions and the triggers. It
X1, X2, and xs, from the attack instances " t, o~ t, and  assumes the trojaned model, a few attack samples for the model
x3" t. Our synthesized loss term hence aims to have a ver(10 in this paper), a set of clean samples for the validation
small loss value fox; ™ t, X2~ t, andxs™ t, much smaller purpose (100 per model in this paper, that is, 10 per class
than the loss values for clean target samples (i.e., those for CIFAR10, and 2-5 per class for other datasets), a GAN
the larger red area in (a)), making their area the optimizatiorlenoting the input distribution, e.g., a general purpose GAN
goal. Furthermore, the loss is synthesized in such a way that ttained on ImageNet, the victim class labels, and the target class
ensures the gradients at the reverse enginegrex, andxs  label. Note that the clean samples are different from the clean
pointing to the target area. As such when scannintiffarent  versions of the attack samples, which are unknown according
model for the similar type of backdoor, the new loss term carto our threat model.

provide clear direction to nd the trigger.

X. Attack Sample Decomposition

The decomposition leverages a few key observations: (1)

Figure 7 (A) shows the forensics of a patch attack inthe clean versions of attack samples largely resemble victim
TrojAl. From left to right, starting from two images stamped class samples and they may be effectively generated using the
with the triggers (at different places), that is, attack instancegz AN (when regulated by a cross-entropy loss on the subject
our technique decomposes them to the clean images and thodel); (2) the decomposed trigger should be valid for the
triggers. Note that the original clean images are unknown. Frongiven validation clean samples, namely, causing them to be
the decomposed instances, the attack can be summarized @iclassi ed; (3) the decomposed trigger should be valid for the
distributions of trigger position, size, and pixel values (insidedecomposed clean versions of attack samplesuéjamping
the trigger area). A loss function is automatically synthesizedhe decomposed trigger from the attack sample should yield an
using these distributions to detect backdoors of the same typgnage resembling the decomposed clean version (generated by
Figure 7 (B) shows the forensics of pervasive attacks. Fronthe GAN); (5) unstampinghe decomposed clean version of
left to right, starting from a few attack instances, our techniquean attack sample from the sample itself should yield an image
decomposes each to a clean image and a transformation functigsembling the decomposed trigger; and (6) an attack sample
F over the clean image. Note that the image to the right of should be similar to its decomposed clean version stamped

the clean image denotéspxg The attack can be summarized with the decomposed trigger. We will formally de ne stamping
as coef cient distributions of the transformation function. As and unstamping later.

such, a scanner again can be synthesized to detect this kind
of attacks. Figure 7 (C) shows the forensics of WaNet attack®ecomposition Pipeline We devise a cyclic optimization based
We will show in SectionlV-C that the decomposed clean decomposition pipeline according to the above observations, as



(a) Trojaned (b) Clean (c) Trigger (d) Trojaned (e) Clean (f) Trigger (g) Trojaned (h) Clean (i) Trigger
(A) Forensics of patch attack (B) Forensics of pervasive attack (C) Forensics of WaNet attack
Fig. 7: Forensics of different attacks

x denoting the (unknown) ground-truth clean samplé¢he
(unknown) ground-truth triggex, a validation clean sample,

% the decomposed clean version of an attack sanipthe
decomposed trigger” t denotes stamping to x and the
stamping operation may vary across attacks (explained later),
andx; a xp denotes unstamping an image (which could be

f or X) from an imagex;.

We de ne three cross-entropy losses corresponding to steps
(6 and(?7) in Figure 9.

Losge LpMX™ fgywg LpMp” fgwg Lpl\/lpiquozz)
Fig. 8: Overview of BEAGLE whereL denotes the cross-entropy calculatidm,the trojaned
illustrated in Figure 9. To concretize our discussion, we usenodel,y; the attack target label ang the victim labels. The

re ection attack as an example. Re ection attack [56] mergesrst term in the loss means that the decomposed trigger is
a clean input with another image to create a re ection effecieffective for the decomposed clean image. In other words,
(e.g., through glass). Here the trojaned sample (on the left af we re-stamp the decomposed trigdeto the decomposed
Figure 9) is a dog with the re ection of a hallway, where the clean imageX and feed it to the trojaned model, the model
dog is the victim and the hallway is the trigger. should output the target label. The second term means that the
decomposed trigger is effective for the clean validation images.
The third term means that the decomposed clean image has
the trigger removed. In other words, the trojaned model should
(Pnredict the decomposed clean imagwo its ground-truth label.

In the stage AunstampingBEAGLE decomposes a trojaned
sample into its clean versions and the trigger. At
BEAGLE initializes the decomposed triggér unstampsit
from the trojaned sample, and derives an unstamped versi
% which is raw and noisy. To improve quality, at St€p), We also de ne two reconstruction losses, corresponding to
BEAGLE reconstructs the decomposed clean version using steps@ and@ in Figure 9.
pre-trained GAN, which can be considered a Iter that removes

oo 1 2 g B
the out-of-distribution noises fror and yields%. At step(3), LOSSecon LPIPSXXq L°px° GX 1g 3)
BEAGLE unstampsk from the trojaned sample and updates theLPIPS() denotes the LPIPS loss [104], which is commonly
decomposed trigger. used as a constraint in GAN based input reconstruction [36],

In stage Bstamping BEAGLE ensures the effectiveness [65], [108], andL? denotes thd- norm, which calculates the
of decomposed clean version and trigger through multipl&Euclidean distance of two inputs. The rst term bbssecon
constraints. At stepd), BEAGLE re-stamps the decomposed Means that the decomposed (reconstructed) clean ikage
triggerf on the decomposed clean versi@riThe result should Should be similar to the unstamped clean imagwhile the
resemble the given trojaned sample. Their similarity is denote@AN ensures that the former is in distribution. The second
by the bluish dotted line. At steff), BEAGLE stamps the (€rm means that the restamped ima&get should be similar
decomposed trigger to a set of clean samples. At §gp © the original trojaned image- t.

BEAGLE ensures that the samples generated from the previoushe overall decomposition procedure can be de ned as an
two steps (with the decomposed trigger) are misclassi ed to theptimization problem in the following.

target label. At stei7), BEAGLE ensures the decomposed clean

versionX is correctly classi ed to the victim label. Speci cally, arg min Losge a LOSSecon 4)
step(2) corresponds to the aforementioned observation (1); Xt

(5) to observation (2)(4) to observations (3) and (6§j1) to  wherea controls the trade-off between the two losses. Typically
observation (4); and3) to observation (5). we seta 107

Formal De nition. Next, we formally de ne the decomposition Modeling Stamping Operations in Different Backdoor
process. For discussion clarity, we use the following symbolsittacks. In the previous discussion, we have not de ned the



Fig. 9: Attack decomposition pipeline

the decomposed image tends to be dark and noisy, as shown
in Figure 10 (a). We use a normalization step to calibrate the
unstamped image values to be within the distributions denoted
by clean validation images. Hence the decomposed images
become vivid and clear, as shown in (b). They also substantially

speedup convergence. Speci cally, the normalization step is
(a) Without Normalization (b) With Normalization de ned as follows.

Fig. 10: Effectiveness of normalization X meanxq
stamping/unstamping operations, which vary across different Xnorm stdmxq
attacks. Although there are many different types of backdoors,

. Wherex denotes the images to normalizgerm the normalized
most of them can be abstracted to two forms. They differ bX/ersions,x\, the given set of clean validation imagesean

their ways of injecting triggers. The core challenge is hence tqQ o . .
model these injection methods. We consider there are two type%gﬂiigéh de Qi?:@n%tge S:zngzrf(tie?eV(Ieatlcr)]giar;Spﬁ]Cél\;?ly. (Iatr's
of trigger injection methodspatchingandtransforming In the p In Fgu we u p Igger.

former, a trigger is injected to a clean sample by merging thei;
pixel values. There are different ways of merging, for instance, |, the second type of injection, the transforming type (e.g.,

completely replacing the original pixels and adding/subtracting ;siple [46], WaNet [68], and Instagram lter [53] attacks), a

the original pixel values with the trigger pixel values. We US€yiqqar i injected using a transformation function in the form

the masking function proposed in NC [94] to model these s 5, algorithm or a pre-trained network
different methods. '

x't Fptq (8)

) . ) Observe that we use the coef cients of transformation function
Here, m is a mask with values in [0,1]. BadNets [24], F to denote the trigget because such coef cients indeed
TrojNN [54], re ection attack [56], and composite attack [SO] yniquely de ne a trigger. During forensics, we leverage a

that place additional object(s) in a victim sample can bepiece-wise linear function to approximake.
modeled by this function with different distributions. The

additional objects can be static patterns, e.g., a yellow ower Compared to the patching form of backdoors, de ning the
placed at the top-left in BadNets, or semantic features, e.g., @hstamping operation here is more challenging because there is
truck image replacing half of the image in composite attack?Ot & simple inverse function ¢f . The pervasive perturbations
For example, pixel replacing means that all thevalues in  injected by these attacks cannot be easily removed by simple
the trigger area are 1.0 and the rest 0, following a binomiamutations. We hence leverage the reconstruction and denoising
distribution. Accordingly, we de ne theinstampingoperation. ability of GAN to perform the unstamping function.

X tm xat GANmormalizex™ tqq (9)

(6)
1m Different pervasive backdoors may have substantially different
We hence havps” tgaf  %andpc tgaX  f. Notethatthe F. In order to have a uniform modeling of these functions,
de nition does not mean we know, t, m beforehand. During Wwe propose to use a piece-wide linear function, leveraging the
forensics, we use their approximatiant; andni instead. observation thapervasive backdoors usually do not change
human perception of an input such that a pixel in a trojaned
Normalization.In the rst few steps of optimization we do not input tends to be closely related to its neighboring pixels in
have a good approximation of thra value, the unstamping the clean versionSpeci cally, as shown in Figure 11, for each
operation tends to aggressively reduce pixel values (in ordeggixel in the clean input (e.g., pixel 3 highlighted in red on the
to reduce the loss value with an inappropridie and hence left), we introduce & 3 trainable grid (e.g., the blue grid in

stdpg meanmx.g (7

x>t xplL mg tm (5)

xat




shape. Average pooling helps reduce the differences between
close-by grids.

The two images on the right of Figure 11 show the trans-
formations by a WaNet backdoor trigger and the decomposed
trigger by BEAGLE. The two share similarity and the latter has
a close-to 1.0 ASR.

Given a model for forensics, since we do not know if it
has a patching or transformation form of backdoor, we try
Fig. 11: Modeling transforming backdoors to decompose the attack samples using both forms and then
the middle). A pixel in the injected/transformed image is thechoose the one with better performance. Details can be found

sum of the element-wise product of tBe 3 neighbors in the in Appendix VIII-C.
original input and the trainable grid, adding a trainable bias. It

is formally de ned as follows. B. Attack Samples Clustering and Summarization
11 In the previous step, we decompose each attack saxmple
. , s b . 2 . - g
P tGjiks P b ks L% 1 o3l 1 gkl ik to its clean versiorX and triggert. For example in Figure 9,

we decompose an input attack samplet, which is a dogx

(10)  stamped with a hallway re ectioty into its clean versioX  x
wherei; j;k denote the coordinates of widW, heightH and ~ Which is the reconstructed dog and trigger t, the generated
channelC of the input image. Intuitivelyx;.jxs denotes the hallway. In this step, we rst extract an attack feature veator
pixel value at thét" column, ji" row andkh channel.p andq from the decomposition of each attack sample. We then cluster
are used to traverse tBe 3 neighborhood of this pixel. Trigger these vectors based on their values. The vectors in a cluster
t consists o™ andt®, with the former the trainable weights are summarized by Gaussian distributions.

and the latter the biases of the piece-wise linear functiongiack Feature Extraction. For an attack sample of the
The blue matrix in Figure 11 with shagBH;3W;Cqdenotes aiching form of backdoors, its attack features include both the

t" since we have 8 3 grid for each pixel. For example gecomposed mask and the decomposed triggerTherefore,
in Figure 11 assumg;;.s is the middle element “3” in the

rst column. Thenx; pj qks Wherep;qPt 1;0;1u traverses v p m;iq (13)
the 3 3 neighborhood ofxijxs 3, €.9., %i 1] 1ks .
th 1 b3 1 q;ks'wherep;th 1;0; 1u denotes the trainable
3 3 grid for pixel xj;j;ks. For examplet’s; 13j 1ks :

in the second column of Figure 11 is the weight value

corresponding toxi;jks 3, and t’% 23] 2ks 0:2 is the

p 1g 1

In many casegn values have special distributions. For example,
M tends to have a binomial distribution for attack samples of
a simple patch backdoor, namely, stamping a patch trigger on
an input (by replacing its pixels). In this case, we simplify the

. . . features to the mask siz=(e.g., denoting patch size) and the
weight value corresponding i 1j 1xs 5. Finally, we add  qqjtion of mask centegi: jq (e.g., denoting patch position).
up the element-wise product for the new pixel vajme tg;:s. Hence, the property vectar p i; j: s fqwith s = sun{f¥) , and
Assume biagP.,, 0. The new value of the middle “3” is @i, j) = mearfm).

computed as follows. o _ o
For backdoors that mix images with some ratio like

5 02 1 05 8 01 2 05 3 09 (11) re ection attack, e.g., a pixel after injection is 0.7 of the original
16 00 4 001 0 07 7 02 O 78 pixel plus 0.3 of the trigger pixel, values intend to be constant.
For such cases, we simplify the attack feature value tof.

which is highlighted in yellow in the third column. For transforming backdoors, we extract the coef cients of

The goal of decomposition is hence to update the trainabléhe piece-wise linear function as the features.
grids so that the loss in Eq. 4 is minimized. For instance, b
the Nashville lter backdoor can be precisely formulated by v ptithq (14)
trainable grids with a non-zero central value surrounded by . : . . .
8 zero values. After injection, the new value of a pixel is}é'Ith {F(’)V)the (reverse engineered) weights dhdhe biases (in
just a linear transformation of its original value. Moreover, Q- )

if one considers each grid for a pixel denotes some locaClustering. Given the set of feature vectors ofttack samples,
transformation, the grids for close-by pixels share a lot ofie.,V t vi; :::; vouwe partition it tok disjoint subsets/1,
similarity in order to ensure transformation smoothness. For.. v, based on their different forms and their values, using a
example, all the trainable grids for a Nashville Iter backdoor number of standard clustering algorithms, e.g., Kmeans [59],
are the same. To leverage this observation, we introduce @MM [72], and DNSCAN [19].

smoothing loss Eq. 12 to regulate the differences between

close-by grids. Summarization. We consider each clust&; denotes a type
) . o of backdoor attack and we summarize it by modeling values
Losgmooth  L“PResizAvgpoofiqqtg (12)  in individual dimensions ol/; using Gaussian distributions.

. . Formally, we say théth type of backdoor attack
where Avgpoopgdenotes the average pooling operation and

Resizeqgresizes the result after average pooling to the original backdoor N pu; sizq (15)



Fig. 12: Clustering TrojAl Fig. 13: Trigger size distri-
polygon attack samples  bution

with andsi2 the mean (vector) and the variance (vector) of

Vi. We choose to use Gaussian distributions because of their

generality [60], [70], [71]. The central limit theorem [30], [42],

Then BEAGLE synthesize a regularization term as follows, with

S m the size of mask during inversion.
Los o . if  mPrl03325;160041s
3 100 | m 131683 otherwise.

(18)

Similarly, we have other regularization losses if@and j. In
SectionlV-B 1, we will show thatBEAGLE can automatically
synthesize 6 scanners for all the different types of backdoors
in TrojAl and achieves over 0.9 detection accuracy, which
existing scanners cannot achieve without substantial manual
recon guration based on attack speci cs.

IV. EVALUATION

[77] states that when a distribution is complex and affected by This section evaluates hoREAGLE enhances the perfor-
a large number of independent random variables (like physicahance of various downstream scanners in detecting trojaned

world distributions), it tends to be Gaussian.

C. Scanner Synthesis

models (SectionV-B1) and eliminates identi ed injected
backdoors through model unlearning (SectiorB 2). BEAGLE

has two key components: attack decomposition and attack
summarization. For attack decomposition, we evaluate the

In the previous step, we summarize the attack decompositiofu@lity of decomposed clean versions (of trojaned samples) and
based on different backdoor types, e.g., patch attack. For eadh€ attack effectiveness of decomposed triggers in Sectian.

backdoor typebackdooy, we model its coef cient distribution,

For attack summarization, we validate the performance of

e.g., patch size, color, and position. In this step, we synthesizZaUtomatic attack clustering in SectioR-D. As BEAGLE

a scanner for each backdoor type, nambBckdor in Eq. 15,
from its distribution coef cients. These scanners are based o

summarizes the attack knowledge from a small set of trojaned
podels and inputs, it is interesting to study the effect of biases

trigger inversion. We consider all trigger inversion methods usé&n Sampled models as well as inputs, which will be discussed in

a general loss function template as follows.

Loss Losge LOSSeg (16)
with the
regularization loss (e.g., Eq. 1IBEAGLE synthesizes scanners
by synthesizing the regularization teri/e want to point out

this loss function is used in scanning a model (to determine if

has an backdoor) and hence different from that in decompositioff

(i.e., Eq. 4).

Speci cally, for each attack featuré, such agh andf in
the patching form of backdoors atii andt® in transforming
backdoors, assume it has been summarizetl toN pus; s%q
We introduce a regularization term as follows.

0
d|f

if fPns
otherwise.

Z St,lf Z S¢S

LOSSeq (17)

Mt

Intuitively, during inversion, we aim to keep thé value
within the 15th-85th percentile. This is enforced by having
the parametez 1:04 in Eq. 17. In other words, penalty is
introduced when it is beyond the range.

Example. We show how we summarize TrojAl polygon
patch backdoors and synthesize a scanner. First we sam
20 trojaned models and perform attack decomposition a
summarization. Figure 12 shows the clustering result, wher

BEAGLE partitions them into one cluster due to their cohesivevi

behaviors. Moreover, the decomposed ma®Ksllow binomial
distributions. According to the discussion in SectidrB, in
such case8EAGLE extracts attack feature as {, s, ) with
(i, j) the center of mask anglits size. Figure 13 illustrates the
distribution of trigger size, withys 131683 andss 28358

rst the cross-entropy loss and the second the

Sectionl\V-E. We also investigate three attack scenarios aiming
to counterBEAGLE in SectionlV-F. Finally, a set of ablation
studies are carried out to understand different design choices
(Section IV-G).

Our experiments are conducted on 10 well-known backdoor
attacks including static, dynamic, and complex backdoors on

il2,532 models in total, consisting of 22 network architectures

ith 6 datasetsBEAGLE is compared with 9 baselines in
various experiments.

A. Experiment Setup

Attack Setup. We evaluate on 10 existing backdoor attacks,
namely, BadNets [24], TrojNN [54], Dynamic [76], Re ec-
tion [56], Blend [10], SIG [3], Invisible [46], WaNet [68],
Gotham [53], and DFST [12]. Widely used datasets such as
ImageNet [74], CelebA [58], CIFAR-10 [41], GTSRB [84] are
utilized to construct trojaned and benign models. We also make
use of 2,112 pre-trained models from TrojAl [2] rounds 2 and
3, half benign and half poisoned. Please see details of these
backdoor attacks and datasets/models in Appendix VIII-A.

For the 10 aforementioned backdoor attacks, we use a
poisoning rate of 10%. Most of these backdoors are universal
their default settings) where inputs from all the classes
cept the target class) stamped with the trigger will be

nF%sclassi ed to the target label by the subject model. Some of

fhe TrojAl models are label speci ¢ (only causing images of a
ctim class to be misclassi ed). We use the same adversarial
training strategies to make the backdoor robust for WaNet and
DFST according to their original papers [12], [68].

Setup of BEAGLE. For attack decomposition, we assume 10
trojaned images and 100 clean images per model, where the



TABLE II: Evaluation on TrojAl (Universal polygon + Clean TABLE IV: Evaluation on TrojAl (Label-speci c Iter + Clean

models) models)
Scanner Cong Round 2 Round 3 Scanner Cong Round 2 Round 3
TP FN TN FP ACC TP FN TN FP ACC TP FN TN FP ACC TP FN TN FP ACC
NC Original 85 7 467 85 0.857 85 4 418 86 0.848 ABS Original 178 98 527 25 0.851 143 109 470 34 0.811
BEAGLE 76 16 531 21 0.943 78 11 485 19 0.949 BEAGLE 231 45 524 28 0.912 185 67 496 8 0.901
Tabor Original 73 19 459 93 0.826 65 24 426 78 0.828 Trinit Upstream 147 129 377 175 0.633 128 124 303 201 0.570
BEAGLE 66 26 540 12 0.941 76 13 474 30 0.927 Y BEAGLE 192 84 484 68 0.816 193 59 443 61 0.841

TABLE llI: Evaluation on TrojAl (Label-speci c polygon + TABLE V: Evaluation on TrojAl (Full set + Clean models)
Clean models)

Round 2 Round 3
Scanner Cong
Scanner Cong Round 2 Round 3 TP FN TN FP ACC TP FN TN FP ACC
TP FN TN FP ACC TP FN TN FP ACC ags Original 276 276 518 34 0.719 331 172 286 118 0.712
Original 98 178 541 10 0.773 144 107 497 7 0849 BEAGLE 467 85 508 44 0.883 409 94 473 31 0.876
K-Arm Customized 182 94 530 21 0.861 202 49 491 13 0.918 . Upstream 209 343 351 201 0.507 218 285 290 214 0.504
BeacLE 191 85 532 190.874 201 50 494 100.921 AN BEacLE 349 203 362 1900.644 334 169 322 1820.651
Original 28 248 541 11 0.687 151 100 412 92 0.746 .
ABS Custgmized 211 65 538 14 0905 213 38 474 30 0.910 Table Il shows the results of NC and Tabor on universal
BEAGLE 233 43 524 280.914 218 33 481 230.926 polygon backdoors. We can see that there is roughly a 10%
Tiny Upstream 62 214 367 185 0.518 51 200 343 161 0.522 accuracy improvement on each setting. Note that the number
BEAGLE 139 137 404 1480.656 133 118 363 1410.657 of FPs (False Positives) is largely reduced while the number

original images of trojaned samples are different from thosé;’f FNs (False l\_legaﬂyes) §I|ghtly Increases. T.h's is because
clean images. We leverage the state-of-the-art StyleGAN [38}€ regulate the inversion within certain distributions. Table [l|
to recover the clean version of a trojaned image. We downloag"oWs the results of K-Arm, ABS and SRI Trinity on universal
pre-trained GANs from GenForce Lib [81] to handle different and label-speci ¢ polygon bapkdoors. Eor K-Arm a_nd ’.I'\BS’ we
datasets. report the p(_erformanc_;e of ongmal settings on their Glthub and
their customized versions for TrojAl in which the con gurations
are changed based on the released attack information. Observe
B. Forensics-aided Defense against Injected Backdoors ~ that BEAGLE improves the scanning accuracy by 10%-15%
compared to the original settingBEAGLE can even improve
1) Backdoor Scanning:We integrate BEAGLE with 5  the customized versions by 1.5%. Note that the customized
state-of-the-art trigger-inversion based backdoor scanners the¢rsions had undergone intensive manual tuning and added
determine if a model contains a backdoor by inverting aregularization speci c to the TrojAl attacks. For example, the
(small) trigger that can induce misclassi cation for a small customized ABS adds a constraint that all pixels in an inverted
set of clean samples. Besides NC and ABS discussed imigger area have the same color, as the round speci cations
Section Il, we integrate with Tabor [25], K-Arm [80], and SRI state that a polygon trigger is always lled with the same color.
Trinity [83] as well (see detailed descriptions of these scannerdlote that the performance of SRI Trinity is not as high as the
in AppendixVI1II-B). NC only supports universal patch type other two because we only use its upstream inversion technique.
of backdoors. ABS supports universal and label-speci ¢ patctrable |V shows the results of ABS and SRI Trinity on instagram
backdoors and lter backdoors. Iter backdoors.BEAGLE achieves an overall improvement from
) ) ) .. 6% to 27% and largely reduces both FPs and FNs in most cases.
While Table | in Section Il already shows that existing ABS was not customized for lter backdoors. Table \V shows the
scanners cannot be generally effective and only work for th@agyits of ABS and SRI Trinity on the entire model sets. In this
types of backdoors that they focus on, wherB&\GLE can 556 BEaGLE automatically clusters the provided instances and
effectively and fully automatically scan all kinds of backdoors.qynthesizes the corresponding inversion loss functions. Observe
In this study, we further show that using the loss functionspat the improvement is around 15%, and both FPs and FNs are
automatically synthesized DBEAGLE, we can substantially reqyced in most cases. As the customized ABS does not handle

improve these scanners even for their targeted backdoor typeger packdoors, we use the original ABS in this experiment.
Speci cally, we use the models from TrojAl rounds 2 and

3. The models of round 3 are adversarial trained while the Besides, we create multiple model sets to evaluate complex
round 2 models not. We evaluate NC and Tabor on trojanedttacks, including Dynamic, Re ection, SIG, Blend, Invisible,
models with universal polygon backdoors, K-Arm, ABS, SRIWaNet and DFST. We train 30 clean models and 30 trojaned
Trinity on trojaned models with universal and label-specifcmodels for each complex attack on CIFAR-10 and GTSRB to
polygon backdoors, and ABS and SRI Trinity on trojanedcompose the subject model sets. We train 20 clean models and
models with Iter triggers. Trojaned models are always mixed20 trojaned models on ImageNet. We assume for each attack,
with equal number of benign models during scanning. Besidesye have access to 5 trojaned models other than the subject
we evaluate ABS and SRI Trinity on the entire set of modelanodel sets, on which we perform attack decomposition and
(with all sorts of backdoors). For each setting, we assume weummarization. We leverage ABS as the downstream scanner.
have access to only 20 random (< 10%) trojaned models fddere we also assume the sampled models cover all the backdoor
attack decomposition and summarization. While there may bé&pes in the subject models sets. Table VI shows the results. The
sampling biases, we study the effects of such biases later imst column denotes the datasets and the attacks. The second and
this section. third large columns denote the performance of original ABS and
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TABLE VI: Scanning performance on complex attacks
Original BEAGLE-enhanced

PN-REASR CL-REASR FP  FN ACC Time (s) PN-REASR CL-REASR FP FN ACC Time (s)

Dataset Attack

Dynamic 0.79 033 055 0.18 1 9 0.83 117.4 1.00 0.00 0.19 0.02 0 0 1.00 1194
o Reecton 052 026 056 0.17 1 20 0.65 117.3 1.00 0.00 0.72 0.22 4 0 0.93 116.0
o SIG 0.47 022 055 0.9 1 29 0.50 118.2 0.89 0.24 040 0.27 1 5 0.90 115.8
% Blend 0.78 033 0.29 0.13 0 9 0.85 116.4 0.93 0.21 054 0.18 1 3 0.93 116.8
£ Invisible 031 019 0.18 0.02 0 29 0.52 151.3 0.95 0.11 0.74 0.07 0 3 0.95 159.2
© WaNet 042 033 020 0.04 0 25 0.58 153.2 0.94 0.10 0.80 0.07 1 3 0.93 155.9

DFST 0.53 0.28 030 0.18 1 24 0.58 154.5 0.96 0.05 0.79 0.07 0 5 0.92 162.9
0 Dynamic 0.81 020 0.71 0.07 0 15 0.75 127.6 1.00 0.00 0.47 0.07 0 0 1.00 1275
31) Reecton 0.84 0.05 0.74 0.07 1 24 0.58 127.6 0.87 0.24 051 0.24 0 4 0.93 120.5
= SIG 0.68 0.06 0.70 0.08 0 30 0.50 121.5 0.93 024 022 0.21 0 2 0.97 126.8
o Blend 0.92 0.17 0.47 0.09 0 6 0.90 127.5 1.00 0.00 0.70 0.08 0 0 1.00 127.8
%5 Invisible 0.47 043 019 012 1 13 0.65 1285.9 0.86 0.30 0.73 0.15 2 2 0.90 1318.4
£Z WaNet 032 027 020 0.12 0 16 0.60 1286.6 091 012 0.72 0.13 1 3 0.90 1326.7

TABLE VII: Backdoor removal

Original Finetune NAD ANP BEAGLE

Attack

ACC ASR ACC ASR ACC ASR ACC ASR ACC ASR

BadNets 0.919 1.000 0.893 0.17:0.878 0.080 0.891 0.03: 0.894 0.013
TrojNN  0.917 1.000 0.879 0.25( 0.875 0.142 0.878 0.41: 0.879 0.068
Dynamic 0.919 1.000 0.897 0.15!0.875 0.043 0.882 0.02: 0.877 0.013
Re ection 0.918 0.991 0.883 0.94: 0.879 0.264 0.883 0.21!0.876 0.136
Blend 0.920 1.000 0.889 0.00%0.868 0.042 0.876 0.002 0.875 0.004

SIG 0.914 0.952 0.888 0.17¢0.876 0.027 0.877 0.01: 0.876 0.007
Invisible 0.918 1.000 0.894 0.41! 0.886 0.355 0.881 0.2770.881 0.027
WaNet 0.908 0.989 0.904 0.17¢0.882 0.039 0.898 0.01¢ 0.904 0.015
Gotham 0.913 1.000 0.888 0.10¢ 0.873 0.040 0.864 0.074 0.874 0.050
DFST 0.889 0.996 0.884 0.42¢0.873 0.214 0.876 0.20: 0.876 0.142

Average 0.914 0.993 0.890 0.28:0.876 0.125 0.881 0.12° 0.881 0.048

Fig. 14: Separation of clean and trojaned models. The rsthe same attack effects (as the original triggers). The idea is
column shows the data points by the original ABS while thehence to leverage our decomposed triggers in model unlearning
second column shows those by tBeAGLE equipped ABS. to remove injected backdoors.

Observe EAGLE allows better separation. We use the CIFAR-10 dataset and the VGG-11 network and
BEAGLE-enhanced one. Following the original ABS setup, if the conduct the experiments on 10 backdoor attacks. We assume
inverted trigger can achieve 0.88 ASR on the validation imaged,% of the original training dataset is available for retraining
we consider a model trojaned. In each large column, there afée model. The same data augmentations as in NAD [48]
5 columns, PN-REASRs show the average REASR (ASR ofire leveraged, including random crop, random cutoff, and
reverse-engineered trigger by ABS) on poisoned models, whil&orizontal ipping. Our model unlearning is carried out by
CL-REASRs show the REASRs on clean models. FP, FN, ACGtamping decomposed triggers on training samples and using
denote the number of false positives, false negatives and ttiBe original ground truth labels during training. Several existing
scanning accuracy. We also report the scanning time. backdoor removal techniques are considered for comparison,
such as Finetune, NAD [48], and ANP [97]. The nal results

Observe that in most cases, TBEAGLE-equipped ABS can are obtained by constraining the accuracy degradation to be
improve the scanning accuracy by a large extent, especially fakithin 5%. Table VII shows the results. The rst column
WaNet, Invisible and DFST. Note that sometimes BBAGLE-  presents different backdoor attacks. The following columns
equipped ABS may induce a few FPs, which is reasonablehow the results for the original poisoned models and the
becauseBEAGLE's piece-wise linear transformation function is models cleansed by different techniques. We report both the
expressive and tends to generate some adversarial perturbatiaisan accuracy (ACC) and attack success rate (ASR) in the table.
leading to high ASR. This is also evidenced by the nontrivialObserve that in most caséBEAGLE can effectively eliminate
CL-REASRSs in Invisible, WaNet and DFST. Nonetheless, weinjected backdoors, especially for Re ection, Invisible, and
can still nd a clear separation between clean and trojanedFST, outperforming baselines. On averaBeAGLE reduces
models as shown in Figure 14, much better than withoul0%-20% more ASR than the state-of-the-art methods. This
BEAGLE. In addition, we observdBEAGLE-equipped ABS also demonstrates that the decomposed trigger byGRE is
spends similar time compared to the original version, whictvery similar to the original trigger. A simple model unlearning
means the overhead is small. can already remove most of those injected backdoors.

2) Backdoor RemovalBackdoor removal aims to eliminate
injected backdoors in models. In Section-A, we have
demonstrated that our decomposed triggers closely resemble We qualitatively and quantitatively validate the decomposed
the original injected triggers and are highly effective to induceclean inputs and triggers by assessing their visual quality and

C. Validating Decomposed Clean Inputs and Triggers
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Fig. 15: Decomposition quality on ImageNet

Fig. 16: Decomposition quality on CelebA

classi cation accuracy. The visual quality of decomposed cleaimageNet,j 78% for CelebA, i 91% for CIFAR-10, and
inputs is measured by comparing them with their original; 94% for GTSRB. The ASRs are all 97% except for
versions (before trojaned). The validation of decomposedRe ection and SIG whose ASRs afe 88%, consistent with
triggers is carried out by comparing clean images stampethe original papers [3], [56]. Figure 15 shows the result for
with the ground-truth trigger and with the decomposed triggedmageNet and Figure 16 for CelebA. The detailed humbers and
Three widely-used metrics,! distance, Peak Signal-to-Noise other results for CIFAR-10 and GTSRB can be found in the
Ratio (PSNR), Structural Similarity Index Measure (SSIM),supplementary document Section A [1]. In each gure, there
are utilized to quantify the differences between aforementionedre two rows, row (A) denoting the quality of decomposed
pairs. A good decomposition result shall have a small clean images and row (B) the quality of decomposed triggers.
distance, a high PSNR, and a large SSIM. For decomposdd each row, four bar charts recording thé distance, PSNR,
clean inputs, the subject model shall correctly classify theng8SIM, and ACC/ASR, respectively, for the ve attacks are
with a high standard accuracy. For decomposed triggers, thgisplayed. Since for the! distance, lower bars denote better
subject model shall produce the target label when they arperformance while higher bars are better for other metrics, we
stamped onto clean images, which corresponds to the attadse different colors to present the bar chartd bfdistance.
success rate. In the L%, PSNR, and SSIM bar charts, there are two bars for
each attack, where the left bar shows the difference between
We compare a state-of-the-art techni ruus[15], which or|g|n_al clean images and decomposed images by Februus and
removes barl)ckdoor triggers in trojaned%ges? in]ttAGLE the right bar the dlfference_bBEAGLE._Each _bar presents
the average value for the given 10 trojaned images and 100

and show the results in Figure 15 and Figure 16. All the” ~ © X
; trai ; «radditional clean test images. For the ACC/ASR bar charts, the
trojaned models are well-trained with performance on par wit eft bar is for Februus and the right f@eagle Each ACC

state-of-the-arts. Speci cally, the top-1 accuracyj i¥3% for
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