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Abstract—We present a novel attack against the Combined
Charging System, one of the most widely used DC rapid charging
technologies for electric vehicles (EVs). Our attack, BROKEN-
WIRE, interrupts necessary control communication between the
vehicle and charger, causing charging sessions to abort. The
attack requires only temporary physical proximity and can be
conducted wirelessly from a distance, allowing individual vehicles
or entire fleets to be disrupted stealthily and simultaneously. In
addition, it can be mounted with off-the-shelf radio hardware and
minimal technical knowledge. By exploiting CSMA/CA behavior,
only a very weak signal needs to be induced into the victim to
disrupt communication — exceeding the effectiveness of broad-
band noise jamming by three orders of magnitude. The exploited
behavior is a required part of the HomePlug Green PHY, DIN
70121 & ISO 15118 standards and all known implementations
exhibit it.

We first study the attack in a controlled testbed and then
demonstrate it against eight vehicles and 20 chargers in real
deployments. We find the attack to be successful in the real world,
at ranges up to 47 m, for a power budget of less than 1 W. We
further show that the attack can work between the floors of a
building (e.g., multi-story parking), through perimeter fences, and
from ‘drive-by’ attacks. We present a heuristic model to estimate
the number of vehicles that can be attacked simultaneously for
a given output power.

BROKENWIRE has immediate implications for a substantial
proportion of the around 12 million battery EVs on the roads
worldwide — and profound effects on the new wave of electrifi-
cation for vehicle fleets, both for private enterprise and crucial
public services, as well as electric buses, trucks and small ships.
As such, we conducted a disclosure to the industry and discussed
a range of mitigation techniques that could be deployed to limit
the impact.

I. INTRODUCTION

Replacing petrol and diesel vehicles with electric vehicles
(EVs) has been one of the main approaches to cut down
the global greenhouse-gas emission. As a result, many coun-
tries have committed to completely ban the sale of vehicles
with combustion engines within the next decade [30], [36],
[41]. The US government announced the transition of their
645,000 vehicles to a fully electric fleet [19]. The National
Health Service in the UK plans to purchase fully electric
ambulances [29] and the Ministry of Defence announced
the introduction of fully electric battlefield vehicles [71]. In
addition to governmental institutions, delivery companies are
moving towards EVs, too. Amazon started switching to electric
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Fig. 1: Europe’s largest high-power charging hub with 26 CCS
charging stations that allow a total of 52 vehicles to be charged
concurrently [22].

delivery vans [1] and electric trucks [28]. The United States
Postal Service (USPS), Royal Mail, United Parcel Service
(UPS), and DPD announced the transition to fully electric
delivery vans [69], [23], [62], [20].

Nevertheless, one disadvantage of EVs is that they are
slower to refuel than fossil-fuel vehicles. Therefore, the suc-
cessful transition to all-electric vehicles requires a compre-
hensive and harmonized charging infrastructure that enables
a vehicle to be charged in a short time [67]. This is achieved
by increasing the charging capabilities of the charging stations,
also known as Electric Vehicle Supply Equipment (EVSE), and
building so-called charging hubs that enable the charging of
multiple cars simultaneously. Figure 1 shows such a charging
hub, the largest currently in operation in Europe.

Direct Current (DC) charging has become the de-facto
standard to enable rapid charging. For safety and efficiency
reasons, the high-power DC charging stations rely on commu-
nication with the vehicle to exchange vital information, such
as maximum voltage, required current, and the State of Charge
(SoC). This means the availability of the communication link
is crucial for the charging session and any disruption of the
communication, intentional or unintentional, will result in the
charging process being aborted for safety reasons [40].

The fastest-growing DC charging standard, already dom-
inant across North America and Europe, is the Combined
Charging System (CCS) [37], [26]. CCS provides a high-
bandwidth IP link via power-line communication (PLC) for the
communication between the EV and EVSE. This brings bene-
fits in terms of reusing commodity technologies and affording
capacity for additional services, such as automatic billing and
demand-response charging, in addition to the crucial charging
session control [38].

However, it is known that PLC, as used in CCS charging,
unintentionally leaks communication signals via the charging

Network and Distributed System Security (NDSS) Symposium 2023
27 February - 3 March 2023, San Diego, CA, USA
ISBN 1-891562-83-5
https://dx.doi.org/10.14722/ndss.2023.23251
www.ndss-symposium.org



(a) Heavy-duty truck using CCS [14]. (b) Bus depot with 46 CCS plugs [64]. (c) Ferry utilizing 28 CCS feeds [42].

Fig. 2: Examples of current electric vehicles now following the Combined Charging System standard and implementing the
high-level communication using PLC, which makes them vulnerable to the BROKENWIRE attack.

cable [4] and it has been shown in other settings that PLC is
susceptible to electromagnetic interference [49].

In this paper, we present BROKENWIRE, an attack that
exploits the combination of the susceptibility of PLC to
intentional electromagnetic interference (IEMI), the use of
unshielded charging cables, and the application of a colli-
sion avoidance mechanism in the low-level communication
protocol. We demonstrate that the charging communication
required by CCS can be disrupted wirelessly — causing the
charging session to abort and leaving the vehicle and the
EVSE in an error state, from which it will not automatically
recover, even if the attack ceases. We show that only temporary
physical proximity is required and that it is suf�cient to
execute the attack for only around two seconds — just long
enough to cause a timeout and for the charging to abort.
Therefore, the attack can reach beyond physical barriers and
enables wardriving, which makes it stealthy, easily-deployed
and challenging to detect.

Since CCS is becoming increasingly popular as a charging
standard for a wide range of EVs — beyond solely passenger
vehicles — the BROKENWIRE attack has immediate impli-
cations to a variety of other applications as well, such as
emergency vehicles [29], buses [64], heavy-duty trucks [15],
aircraft pushback tractors [25], private boats [2], public fer-
ries [52] and even airplanes [27]. A handful of examples of
vehicles that use CCS and are vulnerable to the BROKENWIRE
attack are shown in Figure 2. These illustrate both the range
of affected vehicles and also the density with which chargers
are arranged for �eet purposes and therefore their vulnerability
to a ranged, wireless attack. Moreover, CCS is also poised to
play a decisive role in the future of the power grid [10]. As the
energy generated from renewable resources increases, the need
for electricity storage has become more important than ever.
Bi-directional charging in combination with Vehicle-to-Grid
(V2G) communication will enable vehicles to act as energy
storage to buffer excess energy and feed it back into the grid
to meet peak demand [55]. First trials of this approach have re-
cently started in different countries, for example, Germany [8],
Switzerland [32] and the UK [7]. As such, EVs with CCS will
also soon play a signi�cant role in the stability of the power
grid, intertwining them even further into critical infrastructure.
Our work highlights a severe design �aw in the use of PLC
for charging communication that leaves millions of vehicles,
some of which are in constant use within critical infrastructure
sectors, vulnerable.

Contributions

� We identify a vulnerability in the most widely adopted
DC rapid charging standard in Europe and North
America leaving millions of EVs vulnerable.

� We demonstrate the BROKENWIRE attack in an ex-
tensive evaluation, with both controlled laboratory and
real-world environments.

� We analyze the effects of the BROKENWIRE attack
and its real-world implications.

� We propose different countermeasures, including a
cheap and easy-to-deploy hardware approach that
makes the attack orders of magnitude harder to con-
duct.

II. BACKGROUND

This section describes the underlying technical concepts
and terminologies of today's charging standards, which help
better understand the BROKENWIRE attack.

A. Electric Vehicle Charging

Charging an electric vehicle can be done with either
Alternating Current (AC) or Direct Current (DC). While for
AC charging the car has to be equipped with a recti�er
that converts the alternating current to direct current, for DC
charging this process is outsourced to the charging station.
To reduce the additional weight from the recti�er, its capacity
is limited, which caps the maximum charging power for AC
charging to around 22 kW. In contrast, DC charging enables
high-power charging, often referred to as rapid charging, with
up to 350 kW. Therefore, for recharging a vehicle in a short
time frame, DC chargers are the �rst choice.

In addition to the Combined Charging System, three com-
peting DC charging standards currently exist — CHAdeMO,
Tesla's supercharger, and GB/T 20234. While Tesla's super-
charger is a proprietary technology, CHAdeMO was developed
by car manufacturers from Japan and is an alternative to CCS
mainly in the Asian market [16]. Similarly, GB/T 20234 was
designed for the Chinese market. The main difference between
these standards and CCS is the use of CAN for the charging
communication rather than PLC. However, more and more
non-European car manufacturers previously using CHAdeMO,
such as Kia, Nissan, and Hyundai, moved to CCS for markets
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(a) CCS Combo 1 (US). (b) CCS Combo 2 (EU).

Fig. 3: The two different plug layouts used by CCS in North
America (Combo 1) and Europe (Combo 2) respectively.

outside of Asia [46], [13], [54]. Moreover, Tesla started using
CCS with the introduction of the European version of their
Model 3 in 2018 [47] and recently announced an updated
version of their Model S and Model X for the European
market, which will be equipped with a CCS socket by default
and no longer require an adapter [48]. The recent developments
suggest that CCS will play a crucial role as a globally adapted
standard in the future. As such, our work focuses on CCS
only and will discuss the relevant details about its underlying
technical details in the subsequent section.

B. Combined Charging System

The charging technology standardized as the Combined
Charging System — the name presented to a vehicle user — is,
in fact, a collection of multiple technical standards, assembled
by the Charging Interface Initiative e.V. (CharIN e.V.), a
non-pro�t association founded by a consortium of different
stakeholders, such as automobile manufacturers, component
suppliers and charging station vendors. In this paper, we focus
on communication between the EV and the EVSE, which
is governed by the ISO 15118 series of standards1 [38].
Depending on the geographical region, CCS uses different plug
types, which are illustrated in Figure 3. In North America
Combo 1 and in Europe Combo 2 is used. While the con-
nector arrangement differs slightly between the two types, the
underlying technology is the same. As the name suggests, PLC
usually uses the main power lines as a transmission medium.
However, in the case of CCS, the two separate wires, the
Control Pilot (CP) and Protective Earth (PE) are used. The
actual direct current is delivered by the two large conductors
at the bottom of the plug.

For backward compatibility, a basic communication
scheme using a pulse-width modulation (PWM) protocol de-
�ned in the IEC 61851 standard [34] is used when initializing
the charging process. Upon successful initialization of this
communication, a high-bandwidth IP link is established and
control is handed to it. The vehicle and charger then engage
in an application-layer protocol to control charging. This
communication must be maintained throughout the charging
session for a variety of reasons, the most important of which
is fault detection. If the communication is lost, the ISO 15118

1Previously by a simpli�ed subset in DIN 70121, which provides limited
capabilities but is functionally identical for underlying communication.

standard requires the CCS charging session to halt immediately
and cease power transfer, upon which the EV and EVSE
choose whether or not to attempt to start a new session from
the beginning (or, in limited cases, continue charging using the
basic pulse–width modulation protocol) [39], [40]2.

In addition to the main charging control loop, CCS also
provides a range of additional capabilities using the IP link.
One feature, known as `Plug & Charge', enables automatic
billing without the user authorizing a transaction manually [38]
— and is currently appearing in the newest EVs and EVSE
installations. Trials of `Vehicle-to-Grid' capabilities, in which
vehicles can change their charging pro�le in response to power
availability and even provide bidirectional power transfer, are
at an advanced stage and these capabilities are expected to be
publicly deployed shortly [72].

The Combined Charging System was initially intended only
for light vehicles [38]. However, the lack of alternatives that
provide additional bene�ts, such as higher charging capacity,
led to the use in some much larger vehicles [52], [9] Hence,
derivative standards that are better suited to these uses have
since been developed and are expected to be adopted in the
future [11]. The SAE J3105 standard describes systems for
charging electric buses using a range of connector options un-
derpinned by ISO 15118 [33]. Meanwhile, the new Megawatt
Charging System (MCS) standard has been recently completed
by the same standardization body as CCS, speci�cally de-
signed to accommodate the needs of heavy vehicles, such as
freight trucks [11]. At the time of writing, trials have been
run with 3.75 MW of charging power [11]. We describe in
Section VII how our work is relevant for these standards, too.

C. HomePlug Green PHY

The high-bandwidth IP link used for communication in
ISO 15118 is provided by the HomePlug Green PHY (HPGP)
power-line communication technology [40]. Power-line com-
munication is a technology in which communication sig-
nals share cabling principally used for power transfer; with
low-power high-frequency communication signals superposed
alongside high-power direct- or alternating-current energy
transmission [49]. The HomePlug family of standards describe
implementations of PLC intended for LAN communication,
with HPGP as the derivation intended for embedded, industrial
use-cases. The HPGP standard is publicly available at no
cost [31], and is discussed in detail in [4] and [5].

In brief, HPGP uses an Orthogonal Frequency-Division
Multiplexing (OFDM) physical-layer operating in the 2 – 28
MHz band and modulating data onto (typically) 917 unmasked
subcarriers spaced 24.414 kHz apart. The technology provides
a set of communication modes that trade throughput vs.
reliability with maximum speeds of 3.77, 4.92 (default), and
9.84 Mbps. The network is random access, with a Carrier-
Sense Multiple Access scheme, with Collision Avoidance
(CSMA/CA) to control medium access both within a network
and when co-existing with other nearby HPGP networks.
Although vehicle charging involves only two nodes in the
HPGP network (EV and EVSE), the random-access nature of
the technology still allows a situation in which both nodes

2This depends on various factors including the payment method used for
the charging. We observed no instances of this fallback occurring in practice.
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transmit simultaneously. Furthermore, cross-talk from nearby
charging stations could cause interference [4]. To ensure that
the communication is not affected by collisions, CSMA/CA is
required.

The work in [4] also describes a notable challenge with
HPGP PLC: its propensity to leak communication signals
from the charging cable. It has also been noted in [49]
that the related HomePlug AV technologies are vulnerable to
interference emitted in the same frequency range by broadcast-
ing and wireless communication systems. This vulnerability
was carried across to the HPGP technology and presents a
risk of cross-talk between different vehicle-charger pairs in
adjacent parking bays. It is possible that a vehicle would begin
communicating, not with the charger that it is physically con-
nected to, but with a nearby charger that happened to respond
�rst, but is actually communicating via leaked signals. The
HPGP speci�cation implements the Signal Level Attenuation
Characterisation (SLAC) protocol to mitigate this, in which the
vehicle and charger exchange sounding messages to determine
which are connected directly (thereby experiencing the least
attenuation of their sounding messages) and which are being
inadvertently overheard due to cross-talk [31].

III. T HREAT MODEL

A. Goals

The overarching goal of our considered attacker is the
disruption of charging sessions for one or more EVs. We group
possible intentions into three categories:

Single Vehicle:In this case, a speci�c vehicle is targeted. This
may be done as an attack on the owner, to make it dif�cult
for them to travel, either at home or a remote location, thus
exposing them to inconvenience or making them vulnerable
to further physical attack. Alternatively, it may be intended as
an attack on the vehicle; immobilizing it at a remote location,
from which it could be stolen if the driver leaves to obtain
assistance. Even in less sinister scenarios, disrupting the charge
sessions of others would allow an attacker to take the newly-
unlocked charge cable for use in charging their vehicle, or
achieve faster charging by preventing other cars from sharing
a load-balanced electricity supply.

Fleet Denial: In this case, a speci�c organization is targeted
and their vehicles immobilized en masse. This may be a deliv-
ery or transport business, in order to cause �nancial loss, harm
supply chains or blackmail the operator for monetarization.
Alternatively, the organization may represent a public service,
such as buses, taxis, a police force, or ambulances, with the
attack impacting local citizens.

Widespread Disruption: In this case, as many vehicles as
possible are attacked, without regard to who owns or operates
them. There may be an alternative attack rationale, such as
harming the business of a charging service provider or in�u-
encing the local power grid through manipulation of the high
power consumption of EVs and their proposed future use as bi-
directional storage batteries. Given the high capacity of today's
charging parks, which is expected to increase substantially in
the next few years, the attack is an easy and effective way to
control multiple megawatts of load. It has been shown that ma-
liciously controlled high-power devices can cause instabilities

Fig. 4: Attack illustration. The injected preamble is not distin-
guishable from background noise. Only applying a correlation
function on the captured data revealed the preamble position.
Nevertheless, it caused a packet loss of around 80%.

to the grid and are of great concern [65], [63]. Alternatively,
the motivation may simply be spite — blocking or vandalizing
vehicle chargers due to a strong dislike of EV technologies has
been documented in countries worldwide.

Overall, we consider an attacker who seeks to conduct their
disruption with stealth, speed, and scalability. The simplest
ways to interrupt charging are to operate an emergency cutout
switch or to damage the vehicle, cable, or charger. However,
such approaches require direct access, which is risky for per-
petrators and mitigated with physical barriers or surveillance.
Furthermore, the same process must be repeated for each
targeted vehicle or charger, with commensurate repeated risks.
In contrast, BROKENWIRE enables an adversary to disrupt
charging sessions simultaneously at scale and from a safe, rea-
sonable distance without interacting directly with the target(s).
The attack can be performed from beyond the line of sight of
potential CCTV cameras, concealing the attacker's presence.
In addition, physically-secured charging parks located behind a
fence or wall are vulnerable. The adversary can either execute
the attack in person from a nearby location or deploy a device
at the target site and control it remotely.

B. Capabilities

Since the entry barrier for carrying out the attack is low,
our threat model considers a malicious actor with only access
to off-the-shelf hardware that can easily be purchased online.
At a minimum, this constitutes a software-de�ned radio and
an antenna, with additional power ampli�ers potentially being
used to increase transmission power and, hence, range. We
consider an attacker who can generate or capture the required
attack signal — which they may subsequently distribute to oth-
ers to further reduce the barrier to entry. Thus, even someone
with little to no background in digital signal processing could
retrieve an attack signal online and conduct the attack.

IV. T HE BROKENWIRE ATTACK

In this section, we give an overview of the technical details
of the BROKENWIRE attack. The attack involves repeatedly
triggering the CSMA/CA mechanism that is required to be
present in any standard-compliant implementation, such that
neither vehicle (EV) nor charger (EVSE) ever have an op-
portunity to transmit. While this action alone could prevent
communication inde�nitely, it only needs to be applied for
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