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Overview

* Use case: The Task

 What is Binarylnferno?

* Representative Data

* Collection / Processing

* Tools for comparison & Issues
* Recap Lessons Learned
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Use Case: Task

Analyst has a sample of packets and wants to understand the protocol.

* General Protocol RE Steps
* Group messages by format

e Understand each format

* Understand where the fields are in each format (There’s a field at bytes 1-2)
* Understand what the datatype is (It’s an integer)
* Understand what the field represents (It’s the message length)

e Model the state machine



Use Case: Task
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Binarylnferno

01000D60AG7AEDO54150504C45
01000E0O0AG67/AF9004F52414E4745
01001160A67B0504504C554D0450454152

¥

m LENGTH TIMESTAMP  LEN.O VALUE 0 ++ LEN.K  VALUEK

$

01 13 5/20/21 15:06:21 05 4150504C45
01 14 5/20/21 15:06:33 06 4F52414E4745

01 17 5/20/21 15:06:45 04 504C554D 04 50454152
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Binarylnferno Considerations for Evaluation

* Limited Ensemble
* Floats
* Length Fields
* Timestamps
* Boundaries

* 3 common serialization patterns
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Experimental Setup

* How did you choose to evaluate it?
* What did you compare against?
* What did you run it on?
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Evaluation: Measuring Performance

Inferred True Field Boundaries (TP)
Inferred Field Boundaries (TP + FP)

Inferred True Field Boundaries (TP)
True Field Boundaries (positives)

FPR — Inferred False Field Boundaries (FP)

Precision =

Recall =

Adjacent Field Bytes (negatives)
TP FP FN

Inferred Fields
Ground-Truth Field Field Field
Byte Offset 0 1 2 3 4 S5 6 7 8 9
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GROUND TRUTH PAYLOAD REGION

FIXED-WIDTH FIELDS (LVHY* PATTERN

0000001 200000365l o3 losl626F6172776F6F64ffo0
0000001 30000032030 ol746173746561626c79 00
00000013fo0000362f 0304736973690 4f}706c6561fJo0

Bl+

00000012fo0000365lo3losl626r6172776F6F64fo0
0000001 300000302030 ol746173746561626c79 00
0000001 30000036203 o4l73697369o4f}706c6561f 00

Bl

00000013@O0000MO 3D 2m0 30 9 746173746561626C79IOO

0000001 2ooooloslesloslosle26r6172776F6F64ffo0
00000013 oooofo3l62lo3lo4l7369736904l706c6561 00
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AWRE

00000013000003D20309746173746561626C7900

000000@12000003650308626F6172776F6F6400
000000130000036203047369736904706C656100

FIELDHUNTER

00000012@000003650308626F6172776F6F6400
00000013@000003D2@0309746173746561626C7900
00000013g00000362g03047369736904706C656100

NEMESYS

00gO0mO0Om12000003@650308626F6172776F6F6400
O0gOOmO0Om13000003gD20309746173746561626C7900
OOROOROO0 130000.036203047369736904706C656lOO

NETPLIER

00000012000 0MO3MOo SO SO SO 2MOoE6172776F6F6400
00000013000 0MO3MD2MO 3O o7 4 61I73746561626C79OO
03

0000001340000 02O 3O 47 3PS OR/36904706C656100

NETZOB

00000362 047369736904706C6561

0000001200000 365m03 O8626F6172776F6F64IOO
03
03 00

000000@13@0000@O3D2 O9746173746561626C79IOO




Experimental Setup

* How did you choose to evaluate it?
 What did you compare against?
* What did you run it on?
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Evaluation

Protocol

* bgp

e dhcp

e dnp3

* mavlink
* mirai c2
* modbus
°* nip

* smb

e smb2

* tutorial

Category
Network
Network
Industrial Control
UAV/Drone
Malware
Industrial Control
Network
Network
Network
Teaching

Protocol Reverse Engineering Tools
« AWRE [WOOT 19]

FIELDHUNTER [IFIP 15]

NEMESYS [WOOT 18]

NETPLIER [NDSS 21]

NETZOB [SSTIC 12]



Representative Data: Lessons Learned

* Network data is Sensitive
* Desensitized data may not be representative

* Public samples can be very large or very small
2 packets = 10gb

* Diversity Important for reverse engineering from protocol samples
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Collection

s \What-de-yeu-want2-What can you get?

* Proprietary / Sensitive

* How much can you get?
 How diverse is the data?

* |s there an unambiguous format?

LASER 2023 | Binarylnferno | Jared Chandler
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Data Sources

* Make it yourself ( So we build a botnet )
* Time consuming
* Need to generate sufficient diversity
* Need to generate enough of it

e Public PCAPs

* May not have enough messages ( 2 packets is enough, right? )
 Limited diversity of field values (Hope you like 192.168.0.x)

* Big PCAPs from Security Exercises
* Lots of data, but limited protocol diversity
* Malformed packets ( Because exploits )



T-Shark

e Command line interface to Wireshark functions
 Read / Write PCAPS
* Filter PCAPs

* Various Output Formats

* Raw
* JSONRaw (Precise but Huge)



Collection & Processing

Paralle| ==

AgBRC BRC

Large PCAP
(10gb)

SPLITCAP

100mb 100mb

100mb

TSHARK TSHARK TSHARK TSHARK

AgBRC

| |
MERGECAP MERGECAP IEEQMI

B

TSHARK » AJSONRAW | e e 2 AVHEXCTXT
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Wireshark Isn’t Perfect as Ground Truth

* A Wireshark dissector won’t exist for small / weird protocols
e Different Dissectors > Different Authors

* It may be captured in some other way besides tcpdump

* Wireshark tries to “do the right thing” with corrupt packets

* Filtering is tricky
* DNS = DNS anywhere in any packet
* May just be TCP DATA on a particular port
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Specs for Ground Truth

0 4 8 12 16 20 24 28 32

1 1 1 1
Operation Code Hardware Type HardwféﬁgAtgdress Hops
b Transaction Identifier
* RFCs (ASCII Art is really helpful -
Seconds Flags

* Wireshark Dissector

Seryer.IP Address (SIAddr)

* Security Analysis / Bulletins / Blogs

il Client Hardware Address (CHAddr)
- (16 bytes)

Server Name (SName)
(64 bytes)

e Documentation

May alsg” :used for Options, if option overloading is enabled.

® 3 Boot Filename
P 4 128 bytes
0 1 2 3 = F (1BVIES)
01234567890123456789012345678901 May 0 be used for Options, if option overloading is enabled.
bbbt bbbt S
Mt netiproblems-201 - @ x | Version | g
o v s i L ]
tet—t—t—t—t—t—t—t—t—t—t—t—t—t-+-+ ’ B OpIIOnS
£ Joorenen. | + | My Autonomous System P (Variable Size)
Protocol  Length Info ~ B o o i o R S T S e S S _rl ¥
P | Hold Time
S S S e et R
Setas F .
66 49555 » 80 [ACK] Seq-188 | BC | } I
77 Standard query A cdn-@. B 4
e e R L o R —— S S paa— O ‘|1 ? 1|2
| opt Parm Len | I P I P
N S S S S R S, EETETY road
354 65.318730 63.80.242.48 -5752 Lene0 TSual-3295534151 Tecr=491515503 | | cast
ey ] | o e GUIDE | Resere
: > ®
Ea oot AT s
User Datogram Protocol, Src Port: 53 (53),
el . .
Pt y .
Dot ?\ http://www.tcpipguide.com/free/t_ DHCPMessageFormat.htm
e s
Flags: ex180 Standard query response, No error |
o ;
s ol
s A
v Queries
ST
o 5
ORI - O T =
R e
e S
R e Qoo o e
S O e e T o
A S ’
@ 7 1dentifcation of transaction (e Packets: 10299 - Displayed: 10299 (100.0%) - Load tme: 0:0.182|| Profie: Default
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Parallel Construction to get Good Data for Test

Filter Criteria

TSHARK

A neticproblems. 20010

peop

File Edit View Go Copture Anshze Statistics

Telephony  Wireless  Tools Help

1230735 174.129.249.225  192.163.0.

65.142715 192.165.0.21  174.129.249.228 HTIP 253

66 40555 + 30 [ACK] Seq=1 Ackel itk

Am:0 RE =T sEEaaan

(T ooy a displey fiter_<cu £ -] Boresson.. | +

. source Destraton Protocl Lengh o 5
192.166.0.20  174.129.249.228 TCP ss1812827

Len=0 TSval=491519346 TSec:
- swf2flash, - lite 2.18v-1.58n

21 T 56 80 - 40555 [ACK] Seq=1 Ack=188 Win=85

240742 174.129.249.225 192
1241592 192.168.0.21
1242532 192.165.0.21
276870 192.165.0.1
277992 192.168.0.21
297757 63.80.242.48
298396 192.168.0.21
298657 192.165.0.21
5730 63.80.242.45
355 65.321733 63.50.242.48

4 Len=0 TSal=551811350 TSecr=491519347
424 Len=0 TSval=491519446 TSecr=551811852| |

1 CNAE 3 o1 5

1155-1450 SACK_PER=1 Tsval-491519452 Tecr—|

/1.1
Len=0 TSval=3295534151 Tsecr=491519503

@ 7 uentifcation of transaction (éns.id), 2bytes

Packets: 10299 - Diplayed: 10299 (100.0%) - Load time:

< >
Frane 349 489 bytes on wire (3912 bit ~
Ethernet II, Src: Globalsc_00:3b:0a (f
Internet Protocol Version 4, Src: 192.
User Datagram Protocol, Src Port: 53 (
Domain Niame Systes (response)
Request In: 3¢5]
[Tine: 0.034333000 secon:
Transaction I0: ex2188
Flags: exa130 Standard query rezpon
Questions:
fnswer RRs: 4
Authority RRs: 9
dditional RR=: 9
v Queries
cdn-.nflxing.com: type A, class
Authoritative nameservers v
9020 o0 15 00 35 84 f4 01 c7 83 3f IWEE 81 50 00 01 ~
04 00 69 00 09 05 63 64 Ge 2d 30 67 Ge 66 6
78 69 6d 67 03 63 6F 6d 00 00 01 00 01 cB Oc 00
05 00 01 00 00 05 29 00 22 05 69 6d 61 67 65 73
07 6o 65 74 65 6c 69 78 03 63 6f 6d 09 65 64 67
6573 75 69 74 65 63 Ge 65 74 0 cO 2f 00 05 00 esuite.n et../... 2

0,152 Profie: Defait

LASER 2023 | BinaryInferno Faréd Thah

‘ A.HEX.TXT

E5A7CD010079310A79350A7

9400230023002300:

8FE5A7CD010079310A79350A0

30023002300;

30023002300

2BESA7CD010079310A79350A7

C6E5A7CD010079310A5B000079350A79360A400F2450059C01CC00230023002300:

18E5A7CD010079310A79350A79360A
B4E5A7CD010079310A79350A7

30023002300;

4FE5A7CD010079310A79350A79360A

79364 3002300230 1
79! 3740023002300230 1
79! 76FC0023002300230 1
79! 840023002300: 1
79! 940023002300 100230023002300.

ESA7CD010079310A79350A7

9400230023002300:

8FESA7CD010079310A79350A0

30023002300; 1

2BESA7CD010079310A79350A7

30023002300;

C6E5A7CD010079310A5B000079350A79360A400F2450059C01CC00230023002300:

18E5A7CD010079310A79350A79360A
B4E5A7CD010079310A79350A7

30023002300

A4FE5A7CD010079310A79350A79360A

79364 30023002300: 1
79! 37400230023002300: 1

79! 76FC002300237 30023002300; 1
79! 9400230023002300: 100230023002300.

ESA7CD010079310A79350A7

9400230023002300:

8FESA7CD010079310A79350A0

30023002300; 1

002300230022002200220021
79! 840

023002300230 1
79! 940023002300230 100230023002300. 1
30E5A7CD01007931 CD7DCFF9ICO07 3002300:

30E5A7CD01007931

CD7DCFF9ICO07

PARSER / SEGMENTER

E5A7 CDO1 00 79 310A79350A79 360A400F24500521
8FE5 A7CD 01 00 79310A79350A 0023002300230023002
2BE5 A7CD 01 00 79310A79350A 79360A400F2450059BD8A4

P 79310A79350A 793602
er 20



In Terms of Evaluation

E5A7CD010079310A79350A79.

HEX.TXT

2BESA7CD010079310A79350A7'

C6E5A7CD01007931 79350A79!
18E5A7CD010079310A79350A79360A

B4ESA7CD010079310A79350A7'
4FE5A7CD010079310A79350A79360A

9400230023002300;

79 30023002300:
79 7400230023002300:
79 76FC00230023002300:
79 30023002300:
79 19400230023002300:
E5A7CD010079310A79350A79.
8FE5A7CD010079310A"
2BESA7CD010079310A79350A7'
C6E5A7CD01007931 79;
16ESA7CD010079310A79350A79360A

PARSER / SEGMENTER

E5A7 CDO1 00 79 310A79350A79 360A400F24500521

8FE5 A7CD 01 00 79310A79350A 0023002300230023002
2BE5 A7CD 01 00 79310A79350A 79360A400F2450059BD8A4
18E5 A7CD 01 00 79310A79350A 79360A

GROUND TRUTH

I\‘

| Binar

LASER 2021

V?nm o] rJ

ada

andler

E5A7CD010079310A79350A79360A400F24500521
8FE5A7CD010079310A79350A0023002300230023002
2BE5A7CD010079310A79350A79360A400F2450059BD8A4
18E5A7CD010079310A79350A79360A

UNSEGMENTED

Protocol RE Tool

E5A7 CD 01 0079310A79350A79 360A400F24500521

8FE5 A7 CD 010079310A79350A 0023002300230023002
2BE5 A7 CD 010079310A79350A 79360A400F2450059BD8A4
18E5 A7 CD 010079310A79350A 79360A

INFERRED BOUNDARIES
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Collection & Processing: Lessons Learned

* Don’t trust anything

* You need both the data and the ground truth

* Find the spec
* Validate on example messages

* Write a parser, use that to find malformed messages
* “Why didn’t our technique work? Out of Spec data was included in the input”

 Security Captures have malformed data (stuff out of spec)

e T-Shark is useful to get stuff out but...

* Will parse malformed stuff
e Parses it fully, have to reconstruct resolutions posthoc

e Slow (json_raw output)

LASER 2023 | Binarylnferno | Jared Chandler
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Tools for Comparison: Lessons Learned

* Dependency Hell
* Everyone uses their own intermediate format
* Beware anyplace there’s a transform or filtering

* The technique and the evaluation are effectively one.

* If it’s meant to be used as a tool, provide an example where the
ground truth is unknown.

LASER 2023 | Binarylnferno | Jared Chandler
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Diverse Set of Tools for Comparison

* AWRE

—> Wireless Radio Protocols at the Bit Level

* FIELDHUNTER [IFIP 15] = Semantics =2 Fields

* NEMESYS [WOOT 18]
* NETPLIER [NDSS 21]
* NETZOB [SSTIC 12]

—> Heuristics
—> Full Stack Protocol Reverse Engineering
- “REPL” with some automation

LASER 2023 | Binarylnferno | Jared Chandler
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Experimental Issues

* Parallelization Parameters
* Typical “Subtle Implementation Bugs”

LASER 2023 | Binarylnferno | Jared Chandler
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Search Hypothesis Space Exploration

Iterative \
Deepening VN

Lo LV - TLV - BYTE

3% = Hypothesis consistent with message samples
LASER 2023 | BinaryInferno | Jared Chandler

Bounded Hypothesis Search Space

Unexplored
Hypothesis Space

26



Hypothesis Space Exploration in Parallel

Iterative
Deepenlng Bounded Hypothesis Search Space

Unexplored
Hypothesis Space

CPU1 CPU 2 CPU 3

3% = Hypothesis consistent with message samples
LASER 2023 | BinaryInferno | Jared Chandler
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Experimental After-thoughts

* Ok, so these tools all work to varying degrees on protocol data...
* We have an idea of “how good” these systems can be

e But is that the end of the story?

* What about how bad?

* What happens when | give these tools random data?

LASER 2023 | Binarylnferno | Jared Chandler
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Average Precision

Average Performance on Top-Level Samples

1.0 -
0.9 A
0.8 A
0.7 1
0.6 1
0.5 A
0.4 1
0.3 A
0.2 1
0.1 A
0.0 A

NONE GOAL Tool # Msgs. Prec. Rec. FPR F1
u Bl+ u BI+ 1000 093 070 0.005 0.78
® 500 091 069 0.005 0.77
100 082 063 002 070
BI 1000 069 073 004 070

500 069 072 004 0.9

FH* Bl 100 060 062 005  0.59

® o

AWRE 1000 0.18 003 004  0.05

.N ETZOB 500 018 003 004  0.05

100 008 001 005  0.02

FIELDHUNTER*
NEMESYS

O .N ETPLIER NEMESYS 1000 031 044 011 034

500 031 045 011 034

‘AWRE EVERY 100 030 044 010 033
N NETPLIER 1000 029 075 022 038

500 027 073 022 037

100 025 083 026 037

NETZOB 1000 057 042 003 047

T T T T T T T T T 1 500 057 042 003 048
0.00.10.2030405060.708091.0 100 053 045  0.04 0.45

Average Recall

* Results where FIELDHUNTER found no fields are excluded from averages.

LASER 2023 | Binarylnferno | Jared Chandler
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Average Execution Times

103 4 B 100 messages 730.0 734.0
: Bl 500 messages
Bl 1000 messages

41.6

37.6

[
o
=
|

=

o
o
1

SPU023S Ul 3WI] uoiNdaxy abelany

Bl+ Bl AWRE FH NEMESYS NETPLIER NZ
Average Run-Time in Seconds
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Testing on Random Data

10 Fixed-Width Datasets
10 Variable-Length Datasets

Tool
NETPLIER
NEMESYS
AWRE

NETZOB
FH
BI

LASER 2023 | Binarylnferno | Jared Chandler

False Positive Rate
0.45

0.40

0.02

0.01

0.0

0.0
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Recap

Did you use experimentation artifacts borrowed from the community?
* Implementations

Did you attempt to replicate or reproduce results of earlier research as part of your work?
* Minimally, only to verify that other tools were functional

What can be learned from your methodology and your experience using your methodology?
* Getting representative data for this protocol analysis can be hard

What did you try that did not succeed before getting to the results you presented?
* Naively assumed that data was clean
* Parallelization parameters

Did you produce any intermediate results including possible unsuccessful tests or experiments?
* We used synthetic data as part of the development of our approach
» “Base cases” / Simple test cases.
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