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Sender
Messenger

Server
Receiver

Side Channel

Time for delivery confirmation

reveals information about the receiver‘s location

Does this work

in practice?

Scenario

Sender: San Diego  

Server: Los Angeles

c = 299 792 458 m/s

𝑣𝐼𝑛𝑡𝑒𝑟𝑛𝑒𝑡 ≤ 
2

3
𝑐

Receiver:         2 ∗ 𝑑𝑖𝑠𝑡𝑒2𝑒

San Diego       ≥ 660 km
Bochum ≥ 9 200 km

𝑅𝑇𝑇
≥ 3.30 ms
≥ 46.03ms

PROBLEM STATEMENT

NDSS RECAP



Measuring Messengers: Analyzing Infrastructures and Message Timings to Extract User Locations in Instant Messengers

Theodor Schnitzler

LASER 2023 | San Diego, CA, USA | March 03, 2023

4

DATA COLLECTION

Round 1

▪ Fixed Locations

▪ WiFi-only

▪ (Mostly) country-level

Round 2 (Germany + UAE)

▪ Local setups at city-area-level

▪ Rotating devices through locations

▪ WiFi + mobile data

NDSS RECAP
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RESULTS OVERVIEW

DE     GR     NL

DE

GR

NL 74%

DE     GR     NL

DE

GR

NL 84%

AE  DE   GR  NL

AE

DE

GR

NL 74%

Receiver Country (Round 1) Network Connection (R2)

92% 90% 92%DE-22

90% 73% 89%DE-23

94% 94% 92%DE-24

56% 91%AE-22

63% 82%AE-23

76% 89%AE-24

Device-at-Location (R2)

2 3 3 4

100%

80%

60%

40%

20%

0%

WiFi-only WiFi + Mobile

Numbers of Locations

(RAND)

NDSS RECAP
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MEASURING MESSENGERS

(S)ender
(M)essenger

Server
(R)eceiver

RTT(S,M)

RTT(M,R)

dist(S,M) dist(M,R) Analyze Messenger 

Server Locations

Identify Messages 

and Confirmations

in Network Traffic

Analyze Timings to

Predict Location of

Message Receivers
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MESSENGER SERVER LOCATIONS

▪ No information provided

▪ Sources indicate AWS 

US-East (Ashburn, VA)

[zdnet.com]

▪ Servers located in 

Zurich area, CH

[threema.ch]

▪ No specific information

▪ Meta Data Centers 

(datacenter.fb.com)

?

Analyze Phone‘s Network Traffic 

to verify and/or aggregate more information
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HOW TO ANALYZE NETWORK TRAFFIC ON ANDROID?

Packet Capturing

▪ tPacketCapture app

▪ Uses Android‘s VPN mechanism

▪ Monitor and collect (encrypted) traffic

▪ No root required

PCAP Analysis
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FEDERATED ANALYSIS OF MESSENGER SERVERS

Reverse DNS lookup
dig -x 123.123.123.123

IP addresses

Domain names

Federated

DNS resolution

VMs in different countries

Online services

e.g., check-host.net

Manually checking

similar names/addresses

whatsapp-chatd-edge-shv-02-lax3.facebook.com. (Los Angeles)

whatsapp-chatd-edge-shv-01-lhr8.facebook.com. (London)

whatsapp-chatd-edge-shv-01-cdg2.facebook.com. (Paris)

whatsapp-chatd-edge-shv-01-nrt1.facebook.com. (Tokyo)

whatsapp-chatd-edge-shv-01-gru1.facebook.com. (Sao Paolo)

…

IATA Location Codes
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LOCATION PLAUSIBILITY CHECK

Information Aggregation

Location 

Claims

Website

Federated Pings

[keycdn.com/ping]

Timings and Distances

▪ Calculate distances

between location claim

and probe locations

▪ Compare orders

▪ Compare transmission

speeds

▪ No formal verification
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MESSENGER SERVERS AND LOCATIONS

▪ 2 IPv4, both the same domain name

▪ Pings < 3ms from each location

▪ Additional traceroutes from Europe point

towards the US (East Coast)

▪ No certainty

textsecure-service.whispersystems.org 
76.223.92.165    13.248.212.111

ac88393aca5853df7.awsglobalaccelerator.com.

Virginia/US (?)

▪ 11 consecutive IPv4 addresses

▪ Pings quite plausible

▪ Frankfurt (DE) – Zurich: 300 km

▪ Milan (IT) – Zurich: 220 km

▪ Linear distance vs. Topology

▪ Connectivity differences

msgapi.threema.ch
185.88.236.xxx

currently no response

Zurich/CH
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MESSENGER SERVERS AND LOCATIONS

5 domain namespaces, 409 total domains / IPv4, 142 different locations (US/EU mostly plausible)



Measuring Messengers: Analyzing Infrastructures and Message Timings to Extract User Locations in Instant Messengers

Theodor Schnitzler

LASER 2023 | San Diego, CA, USA | March 03, 2023

Analyze Messenger 

Server Locations

Identify Messages 

and Confirmations

in Network Traffic

Analyze Timings to

Predict Location of

Message Receivers

13

MEASURING MESSENGERS

(S)ender
(M)essenger

Server
(R)eceiver

RTT(S,M)

RTT(M,R)

dist(S,M) dist(M,R)
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ANDROID DEBUG BRIDGE

Android Device Controller (Laptop)

▪ Install ADB and start ADB server instance

▪ Send commands to phone

(confirm prompt on phone upon sending the first command)

▪ Wake up phone

▪ Start App

▪ Interact with UI

apt-get install android-tools-adb
adb start-server

adb shell input keyevent KEYCODE_WAKEUP 

adb shell am start -n 
jp.co.taosoftware.android.packetcapture/.PacketCaptureActivity

[https://developer.android.com/studio/command-line/adb]

adb shell input tap <x> <y>
adb shell input swipe <x1> <y1> <x2> <y2>

NO ROOT 

REQUIRED
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MEASUREMENT SETUP

Sending Messages

ADB-USB

Android Debug Bridge

▪ Iterate through messengers + receivers

▪ Capture network traffic on the phone

▪ Open chat + send messages

▪ 5 messages, 10s pause

▪ Continuously repeated (CronJob)

Receiving Messages

+

NDSS RECAP
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MESSAGES AND CONFIRMATIONS IN NETWORK TRAFFIC

Packet Order

1 2 3

Timing Context

10 s

Packet length [bytes]
0 500 1000 0 500 1000 

123-124 773-828

38 158-390

68-69 61-62

pip install dpkt
import dpkt

frames = dpkt.pcap.Reader(open(pcap_file,'rb'))

PCAP analysis

in Python: dpkt
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MEASURING MESSENGERS

(S)ender
(M)essenger

Server
(R)eceiver

RTT(S,M)

RTT(M,R)

dist(S,M) dist(M,R)
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DATA COLLECTION

Round 1

▪ Fixed Locations

▪ WiFi-only

▪ (Mostly) country-level

Round 2 (Germany + UAE)

▪ Local setups at city-area-level

▪ Rotating devices through locations

▪ WiFi + mobile data

NDSS RECAP
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MESSAGE CONTENTS
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DATA PREPARATION

Sender + Receiver

▪ Device ID

▪ Network

▪ Location

Messenger

▪ Name

▪ Server IP

▪ Server Loc.

Timings

▪ Date+Time

▪ Sent time

▪ RTT(S,M)

▪ RTT(S,R)

▪ RTT(M,R)

Distances

▪ dist(S,M)

▪ dist(M,R)

Setup Packet Captures

Evaluation Dataset
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ANALYSIS OF TIMINGS AND DISTANCES

Goal: Find a function

f: S→ T   with f(s)+ɛ = t, ɛ→0

▪ Sender GR-11: Sofia, Bulgaria

▪ Sender AE-21: Marseille, France

Server SelectionTimings and Distances

RTT(S,M) RTT(M,R)
10 s

5 s

0 s0 s

0.5 s

1 s

0 km 10000 km 10000 km0 km

▪ Large time variances at similar distances

▪ Slow transmission speeds (M→R)

▪ Low variety in distances (generalizability!)

▪ Similar for individual senders and servers

Bulgaria(?)
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MEASURING MESSENGERS

(S)ender
(M)essenger

Server
(R)eceiver

RTT(S,M)

RTT(M,R)

dist(S,M) dist(M,R)

X
 

X
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ANALYSIS OF TIMINGS AND RECEIVER LOCATIONS

Timing Distributions

Message Sender:     DE-11    Bochum, DE

Classification

Assign newly measured RTTs 

a location based on previously

observed data

4 s

2 s

0 s
DE GR NL DE GR NL DE GR NLAE

RTT(M,R) of 5 messages

80% data

for training

20% data

for testing
2

1

23

c0

c1

𝑃 𝑠𝑖 ∈ 𝑐0

𝑃 𝑠𝑖 ∈ 𝑐12

1
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NEURAL NETWORK ARCHITECTURE

1

2

3

32

Input Layer

(Convolution)
Flattening

Layer

Fully Connected Dense Layers

with n=100 nodes each

100

1

Output Layer

(n=classes)

p1

p2

Compare
predicted

output
with

actual
classes

Update weights for all edges + repeat
(Adam Optimizer for error minimization)
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NEURAL NETWORK IMPLEMENTATION

NETWORK 

LAYERS

TRAINING

PREDICTION

Parameter Tuning

ML framework for Python (and other languages): 

tensorflow (v2.11.0) -> Keras API

[https://www.tensorflow.org/api_docs/python/tf/keras]
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EVALUATION RUNS

Parameter Tuning

Convergence Analysis

Varying sample sizes – number of messages

Countermeasures Simulation

Adding random maximum delays to data

0 s 1 s 2 s

+
0 s MAX 0 s 10 s 20 s0%

50%

100%

Actual Evaluation

Receiver country

Within a country (yes/no)

Locations of a single receiver

Network connection (WiFi/Mobile)

varying

timing

sequence

lengths
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RESULTS OVERVIEW
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DISCUSSION

Setup to collect message

timing data

Overview of

messenger infrastructures Messenger PCAPs
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